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ABSTRACT

RELIABILITY ANALYSIS OF ELECTRIC POWER SYSTEMS CONSIDERING CYBER
SECURITY

by
Sirui Tang

The University of Wisconsin-Milwaukee, 2019
Under the Supervision of Dr. Lingfeng Wang

The new generation of the electric power system is the modern smart grid which is
essentially a cyber and physical system (CPS). Supervisory control and data acquisition
(SCADA)/energy management system (EMS) is the key component of CPS, which is becoming
the main target of both external and insider cyberattacks. Cybersecurity of the SCADA/EMS
system is facing big challenges and influences the reliability of the electric power system.
Characteristics of cyber threats will impact the system reliability. System reliability can be
influenced by various cyber threats with different attack skill levels and attack paths.
Additionally, the change of structure of the target system may also result in the change of the
system reliability. However, very limited research is related to the reliability analysis of the
electric power system considering cybersecurity issue.

A large amount of mathematical methods can be used to quantify the cyber threats and
simulation processes can be applied to build the reliability analysis model. For instance, to
analyze the vulnerabilities of the SCADA/EMS system in the electric power system, Bayesian

Networks (BNs) can be used to model the attack paths of cyberattacks on the exploited
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vulnerabilities. The mean time-to-compromise (MTTC) and mean time-to-failure (MTTF) based
on the Common Vulnerability Scoring System (CVSS) can be applied to characterize the
properties of cyberattacks. What’s more, simulation approaches like non-sequential or sequential
Monte Carlo Simulation (MCS) is able to simulate the system reliability analysis and calculate
the reliability indexes.

In this thesis, reliability of the SCADA/EMS system in the electric power system
considering different cybersecurity issues is analyzed. The Bayesian attack path models of
cyberattacks on the SCADA/EMS components are built by Bayesian Networks (BNs), and
cyberattacks are quantified by its mean time-to-compromise (MTTC) by applying a modified
Semi-Markov Process (SMP) and MTTC models. Based on the IEEE Reliability Test System
(RTS) 96, the system reliability is analyzed by calculating the electric power system reliability
indexes like LOLP and EENS through MCS. What’s more, cyberattacks with different lurking
strategies are considered and analyzed.

According to the simulation results, it shows that the system reliability of the SCADA/EMS
system in the electric power system considering cyber security is closely related to the MTTC of
cyberattacks, which is influenced by the attack paths, attacking skill levels, and the complexity
of the target structure. With the increase of the MTTC values of cyberattacks, LOLP values
decrease, which means that the reliability of the system is better, and the system is safer. In
addition, with the difficulty level of lurking strategies of cyberattacks getting higher and higher,

though the LOLP values of scenarios don’t increase a lot, the EENS values of the corresponding
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scenarios increase dramatically, which indicates that the system reliability is more unpredictable,
and the cyber security is worse. Finally, insider attacks are discussed and corresponding LOLP
values and EENS values considering lurking behavior are estimated and compared. Both LOLP
and EENS values dramatically increase owing to the insider attacks that result in the lower
MTTCs. This indicates that insider attacks can lead to worse impact on system reliability than
external cyber attacks. The results of this thesis may contribute to the establishment of perfect

countermeasures against with cyber attacks on the electric power system.
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Chapter 1 Introduction

1.1 Background

As the new generation of the electric power system, the smart grid combines the cyber and
physical technologies, building the cyber-physical system (CPS) which provides the high capacity,
efficiency, and reliability. However, in a sense of the external environment, the scale and
complexity of power systems are further increased owing to the real-time integration of both the
physical system and the information computing system in CPS [1]. Thus, various of attacks from
both physical and cyber sides may occur on the electric power system without effective
counterplots. As the 2003 northeast blackout which happened because of the neglect of
management on the critical infrastructures (CI) [2], though accidents like this happen often, by
result of the increasing complexity of CPS and the uncertain characteristics of the increasingly
higher levels of attacks, system reliability assessment is more difficult, and few quantification

efforts were done. This brings to the higher requirement of power system reliability analysis.

To increase the cyber-physical system reliability, the impact of both the characteristics of the
infrastructure of electric power system and various cyber attacks on the components of CPS is
needed to be analyzed. By considering the cyber-to-physical (C2P) bridge approach, components

and their corresponding attacks can be modeled for reliability analysis [3]. For instance,
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components such as the generators, transmission lines, and loads have respective failure
probabilities. In addition, failure probabilities may vary with the change of attack characteristics
which means that the impact may different when various attacks with different characteristics
occur on the same component. In a word, considering the elements of different components and
the characteristics of their corresponding attacks, attacking models of reliability analysis can be

built and counterplots can be put forward as well [4].

1.2 The SCADA/EMS System of Electric Power System and Its Reliability

1.2.1 The structure of SCADA/EMS system

Increasing research on the reliability analysis has been focused on in recent years, and it is
obvious that both physical and cyber attacks impact the system reliability. However, managing the
physical components of electric power system is not as difficult as managing the cyber components,
so it is much easier for cyber components to be exposed and under attack, that is cyber attacks are
the main impact on the electric power system reliability [5]. Therefore, the reliability analysis of
power system is approached by mainly considering the cyber attacks on corresponding

components.



In CPS, the communicating and computing is based on supervisory control and data
acquisition (SCADA) and perform vital operations for controlling the power grid system. Cyber
attacks on the SCADA/EMS system should be studied and analyzed [6]. The structure of

SCADA/EMS is shown in Figure 1-1.

Energy Management System (EMS)

network network IASC real-| JASC real- AVC

jmodeling, analysis, time time real-time
state optimization| | control control control
estimation | | scheduling module module module

Electrical Power Dispatch Data Network

r N 2

A 4 v

|Power Plant Monitoring System| |Substation Automation System

RTU/PMU + ASC/AGC/AVC RTU/PMU + ASC/AGC/AVC

terminal device terminal device

Figure 1-1 The structure of SCADA/EMS system

EMS is the core part of power dispatch control, and its main goal is to provide the real-time
information (including remote measurement information, signal information, etc.) of the electric
system operation to power dispatch management personnel and optimize the scheduling and
control decisions of the power system operation, so as to ensure that the power system can operate

safely, stably and economically. EMS is mainly a closed-loop system consisting of three parts: the



control layer, data network and plant station. The basic working process of EMS is: First, data
collection such as power running status is performed by terminal devices such as RTU and PMU
located at the station floor. Then, the collected data is uploaded to the control layer through the
power dispatch data network, and the uploaded data is initially processed by SCADA. According
to the uploaded data for network analysis and optimization scheduling, the ASC/AGC/AVC real-
time control module is responsible for decision-making control, and control commands are
transmitted through the power dispatch data network. Finally, control commands are executed by

terminal devices such as ASC/AGC/AVC at the plant station level [7].

Obviously, SCADA is the most widely used information system as the main measurement tool
for power systems and it is the most important part of EMS. SCADA is usually used for power
system fault analysis, real-time regulation of reactive power compensation devices, information
facility monitoring, assistance in creating DTS training programs, power consumption forecasting,
actual network loss and loss calculation, dispatcher trend, reactive voltage comprehensive
optimization, real-time loss calculation, transformer operation mode research, and intelligent
maintenance tickets and operation tickets, in addition to providing steady state information of the

grid operation and initial values of the operation mode [8].



1.2.2 Cyber attacks on SCADA/EMS system

The power SCADA/EMS system is vulnerable to different network security threats at different
stages and at different levels of data and control command transmission due to different network
transmission methods [9]. Figure 1-2 shows the different network security threats of SCADA/EMS
at different stages. There are different levels of security threats and risks inside the plant-side
information collecting process, RTU controlling process, remote data transmitting process between

the plant station and the control center, remote devices of the control center.

Energy Management System (EMS)
internal cyber
threats of

Control Layer — t —

regulate device
SCADA
= F 3
\ 4 cyber threats
Data Network — Electrical Power Dispatch Data Network < uEsheduling
data in EMS

r 3 r

A\ 4 A\ 4
‘J) [Power Plant Monitoring Syste Substation Automation System
Plant Station RTU/PMU + ASC/AGC/AVC RTU/PMU + ASC/AGC/AVC

<

cyber threats
of plant

terminal device terminal device station

~——

Figure 1-2 Cyber threats of SCADA/EMS system

In the plant station layer, both sides of the communication are often confirmed by IP address

and MAC address. Since TCP/IP is an open protocol, TCP/IP protocol packets are easily captured



and tampered during transmission, so once the source IP address and source MAC address are
present, critical information such as addresses is maliciously tampering, which will cause
important data and resources to flow to illegal nodes. Because IP spoofing, MAC spoofing, and
denial of service attacks based on IP spoofing or MAC spoofing which are easy to attack and can
quickly stop the service of attack target, the control systems of plant station layer are highly

vulnerable to be under attacks.

In the control layer, the transmission of the power system real-time data and control commands
mainly relies on communication between SCADA servers and remote terminals such as RTU.
However, during the data transmission, there are security vulnerabilities from the communication
protocol itself or introduced by TCP/IP, so the control center may receive the forged power system
operation data transmitted by the dispatch data network and may also send the forged or falsified
control commands to the power dispatch data network. DNP 3.0 over TCP/IP is used for
communicating control commands and measurements between control centers and substations.
The protocol used in the substation is IEC 61850. Similar to other industry networks, the system
environment of SCADA/EMS was relatively closed in the initial design and configuration, that is,

the security of system was less considered [10].

To protect the reliability of SCADA/EMS system, the most important thing is to protect the

security of SCADA/EMS network systems used to transmit critical power information.



Safeguarding the security of the SCADA/EMS network system can be approached by analyzing
and studying the SCADA/EMS network security architecture, combining the universal network
security system principle with the characteristics of the SCADA/EMS network, effectively
ensuring the integrity and effectiveness of the SCADA/EMS network security strategy and better

meeting the security requirements of the power grid system.

1.2.3 Reliability analysis of electric power system and cyber attacks

Reliability analysis of electric power system can be carried out by considering various aspects
of components. Compared with the basic components such as the generators, the transmission lines
and the loads, SCADA/EMS system faces more serious issue when it is attacked, which may lead
to more critical security problem of the power system. In [3], the impact of security attacks which
occurred on the generators and transmission lines were estimated. To carry out the security strategy
of the generators, the model of evaluation was built, and the loss was evaluated when the generators
were out of service. To model the cyber attacks on the generators, the exponential function and the
Mean Time to Attack (MTTA) were used. Meanwhile, assuming that the security strategy of the
transmission lines is advanced relaying, various Mean Time to Attacks were used to simulate the
cyber threats. What’s more, the cyber threats on SCADA system were considered when
penetrations entered and affected the status of controls of the generators, transmission lines, and

the loads. To simulate the cyber threats of SCADA system, exponentially distributed random



variable and a Bernoulli random variable presented by the Average Percentage of Tripped Breakers
(APTB) are used. By applying these simulations in the Roy Billinton Test System (RBTS) [11], it
is found that cyber attacks on the SCADA system resulted in times more serious impact than on

the original components [3], [12].

In [13], Monto Carlo Simulation (MCS) was used to estimate the reliability of an electric
service in the SCADA system and the availability of system control. While it is reported that cyber
attacks that can be accurately detected is only occupied 30%, and more than half of them have
resulted in extremely huge economic losses that may more than 1 million dollars [14]. In other
words, evaluating the economic losses of an electric power system caused by the cyber threats is

still needed to be studied.

Thus, various reliability analysis of electric power system has called the attention of
researchers. In [15], a stateful Intrusion Detection System (IDS) method based on Deep Packet
Inspection (DPI) technology was firstly proposed, which can monitor and detect the IEC60870-5-
104 traffic in SCADA system to improve the cyber security of SCADA system. And in [16],
aiming at the cyber security vulnerabilities of SCADA system in the electric power EMS system,
a signature-based and model-based intrusion detection method was proposed. For existing attacks,
signature-based intrusion detection was used to generate blacklists. For unknown attacks,

communication protocols and intrusion detection of traffic models were used. In [17], by taken
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both system external and internal cyber attacks into consideration, vulnerabilities of the electric
power grid were estimated to collect the various cyber threats and model the respective effects on

the corresponding structure.

1.3 Research Objectives and Layout

This thesis is mainly to establish the reliability analysis model of SCADA/EMS system of
electric power system considering cyber security issue with different attack strategies. There are
two main research objectives taken into consideration in this thesis, which are going to be studied

within various scenarios.

® Mathematical modeling of scenarios studies under various cyber attacks on the

SCADA/EMS system of electric power system.

® System reliability analysis of the electric power system in view of cyber security issue on

the SCADA/EMS system.

It can be divided into four parts. Chapter 1 and Chapter 2 state the necessity of this research
and some basic knowledge. Chapter 3 to Chapter 5 focus on the establishment of the mathematical

models which can be used to simulate and analysis the system reliability, and various cases



considering cyber attacks are studied. In Chapter 3, two modified Bayesian Network (BN) models
are introduced and the corresponding attack graph models are built to calculate the failure
probabilities of electric power system vulnerabilities caused by cyber threats. By evaluating the
Mean Time to Compromise (MTTC) of each scenario and using Monte Carlo Simulation (MCS),
the effect of each cyber attack in different attacking skill level on the power system reliability is
evaluated. In Chapter 4, luring behavior of each cyber attack is taken into consideration. MCS is
used to simulate and analysis the system reliability of different skill level of cyber attacks
considering their lurking time with different lurking strategies. Results in Chapter 4 are compared
with each other to investigate the system reliability under different kinds of cyber threats. Finally,
insider attacks are studied and simulated by MSC in Chapter 5. SMP models are built and MTTCs
evaluation are finished based on corresponding SMP models. Results in Chapter 5 are compared

with them in Chapter 3 and Chapter 4.
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Chapter 2 Cyber Security Issue in the Electric Power System and Its

Analyzing Methods

2.1 Cyber Security Issue in Electric Power System

Electric power CPS can obtain more comprehensive and more detailed information of the
power grid in real time by means of larger-scale sensing measurement systems and information
communication networks which are more complex. Therefore, the dependence of electric power
CPS on information systems is getting higher and higher, and the role of cyber security in the
operation of the entire power system is becoming more and more important. The network attack
against the power system has the characteristics of strong concealment, long latency, and low
attack cost [18]. Although it cannot directly damage the primary equipment of power, it can
achieve the effect similar to physical attack by weakening or even completely destroying the
normal function of the secondary system, which has a serious impact on system reliability,
economic operation and social stability [19]. When the power grid is in normal operation, the
secondary equipment failure will cause measurement loss or error, affecting the dispatcher's
accurate sense of the primary system of the power grid; if the failure occurs on the primary system,
provided information interruption, delay, and tampering happen because of the failure or malicious
attacks on the communication network of the secondary system such as relay protection device,

supervisory control and data acquisition (SCADA)/energy management system (EMS), and wide
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area measurement system (WAMS), it is very likely to cause the control center to issue faulty
commands, as well as the decision unit malfunctions or exit the operation, etc., result in a primary

system oscillation and a large-scale blackout [20].

In [21], it states that the three elements of cyber security are confidentiality, integrity, and

availability, which is simply referred to as the network “CIA” security goal.

® Confidentiality: Access to information is restricted to authorized users or organizations,
and any access through illegal channels should be detected and blocked [22]. The destruction
of “confidentiality” will cause leakage of information on the grid, and there are threats that
important information (such as user privacy, property rights information, etc.) is used by

illegal elements [23].

® Integrity: Maintain and ensure the accuracy and consistency of data or information. The
transmission data (including rewriting, deletion, addition, replacement, etc.) cannot be
modified and destroyed by any unauthorized organization or data modification [22]. The loss
of “completeness” means that data in the network has been modified or destroyed, leading to

erroneous power management decisions [23].
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® Availability: Any information in the power grid can be 100% authorized by the authorized
party to access it at any time [22]. Even if there are sudden events (such as power accidents,
attack behaviors, etc.) in the power grid, users, power devices, control centers, etc. can still
obtain the required information. Once the “availability” is destroyed, it will lead to problems
such as the interruption of data transmission, and the case will have a huge impact on the

power transmission under severe circumstances [23].

Cyber attacks broadly refer to any malicious attack that undermines the security objectives of
the network “CIA”. While in the electric power system CPS, cyber attacks can be referred as the
attacks that for the purpose of destroying or reducing the function of electric power system CPS,
track the behavior of communication systems and control systems which contain the various power
automation control components that ensure the proper operation of the power system and the
operational status of the process control components that collect, monitor, and transmit real-time
data [24] without permission, and use the vulnerability and security flaws of the power information
communication network (such as operating system vulnerabilities/communication protocol

vulnerabilities/application software vulnerabilities) to attack the system itself or resources.

In recent years, attacks on the smart grid through networks and destruction have occurred from
time to time. On December 23, 2015, the Ukrainian electric power grid suffered a sudden power

outage, causing about 700,000 households in western Ukraine to have power outages for several
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hours. Afterwards, researchers at iSight Partners, a security company at Dallas, said that this was
a destructive event caused by BlackEnergy software/code. BlackEnergy malware was first
discovered in 2007. In this attack, its latest version of BlackEnergy Lite was used, and the Kil
IDisk component and the SSH (Secure Shell Protocol) backdoor were added. The Kil IDisk
component is used to delete data from the computer's hard drive and cause the system to fail to
reboot. After obtaining the SSH server access, the SSH backdoor opens the 6789 port of the SSH
server, allowing the attacker to permanently access or control the infected SSH server. The
blackout was seen as the first real case of malicious behavior against the power supply system [25].
What’s more, at the CyberTech 2016 conference, Yuval Steinitz, the head of the Israeli Energy
and Hydraulics Department, said that on January 25, 2016, the Israel Electric Authority suffered a
serious cyber attack. In this attack, the attacker sent a phishing email containing ransomware to
the power bureau staff, tricking the power bureau staff to execute the malicious code, and
encrypting the relevant content on the computer, requiring the electric bureau staff to pay to unlock

[26]. This is another example of a cyber attack on an electric power infrastructure.

In response to cyber attacks and ensuring cyber security, actions are carried out in several
aspects of the related components. In 2003, the US Department of Energy (DOE) proposed 21
elements to protect the information security of SCADA systems [27]. The US Department of
Defense's Advanced Research Projects Agency (DARPA) recently launched a program called

"Rapid Attack Detection, Isolation, and Characterization,” with the goal of developing an
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automated system that could restore electric power supply within 7 days against a set of devastating

attacks on the grid that are targeted at information networks or infrastructure [28].

For researchers, researches about cyber security and system protection are focused. In [29], a
model of the control system in SCADA was built to recognize cyber attacks by detecting abnormal
state. By using three mathematical methods to model the intruding of the control system in
SCADA, a number of impacts from integrity cyber attacks to SCADA are found. Reference [30]
pointed out a risky assessment model with Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OCTAVE) to modify different levels of cyber attacks and corresponding
vulnerabilities exposed in the control system of SCADA. Cases about possible cyber attacks on
the substations were studied in [31], and a logical model was stated as the approach to realize the

immediate action against the attacks.

It is showed that the cyber security of the whole electric power grid which affects the system
reliability, is closely related with the effects of cyber attacks and corresponding vulnerabilities
exposed in the SCADA/EMS system. Therefore, the reliability of the electric power system
considering cyber security highly requires for attention, and the corresponding counterplots need

to be stated.
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2.2 Mathematical Methods of the System Reliability Analysis Considering

Cyber Security

To model the cyber attacks and analysis their impacts on the SCADA/EMS system of electric
power grid, mathematical approaches are helpful and effective. Bayesian network (BN) and attack
graph model, Semi-Markov Processes (SMP) and Mean Time-to-Compromise (MTTC) are used

in the modeling processes.

2.2.1 Bayesian Networks (BNs) and attack graph models

There are a lot of uncertainties which need to be represented, reasoned and learned by expert
systems, decision support, and data mining in the real world. Probability model is a powerful tool
for dealing with random phenomena. Long-term and persistent researches have been conducted by
people on how to use probability theory to effectively deal with uncertainty information and
knowledge, proposing and implementing many probability-based intelligent information
processing models and methods. The Bayesian network (BN) is one of the most representative

intelligent information processing models.

The foundational work of the Bayesian network is a philosophical paper by mathematician

Bayes [32]. Jeffreys' book [33] marks the formation of the Bayesian school. For the uninformed
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distribution of information, Jeffreys proposed the important ‘Jeffrey Criterion’. Based on an in-
depth study of the relationship between the topological structure of the graph and the conditional
independence between the variables, Pearl first proposed the Bayesian network model in 1988 [34].
This network is based on probability theory and graph theory, which has both a solid mathematical
foundation and an intuitive visual semantics. It is one of the most effective theoretical models in
the field of uncertain knowledge representation and reasoning. Bayesian networks not only have
powerful modeling functions, but also have perfect reasoning mechanism, to complete various

queries by effectively combining prior knowledge and current observations.

As for attack graph model, the dependences among weak components and possible series of
attacks are represented [35]. Combined with BNs, cyber attacks in the electrical power system can

be easily model in a probability model and system reliability can be evaluated and analyzed [36].

The Bayesian network is also called the belief network, which is composed of three parts: X,
A and N, where <X, A> represents a directed acyclic graph G and N is a set of parameters in the
network. X is a collection of nodes in the network, where Xi € X represents a random variable
that limits the domain; A is the set of directed edges in the network, where ajj & A represents the
direct dependency between nodes, and aij represents the directed connection between X and X;,
Xi < Xj; N is the network parameter, where Ni € N represents the conditional probability

distribution function associated with the node X;. The Bayesian network implies a conditional
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independence hypothesis. That is, given a node's parent node set, the node is independent of all its
non-descendant nodes. Therefore, as shown in equation (2.1), the joint probability of all nodes
represented by the Bayesian network can be expressed as the product of the conditional probability

of each node.

P(ay, ..a,) = [, P(a;|parents(a,)) (2.1)

2.2.2 Semi-Markov Processes (SMP)

The Markov stochastic process based on discrete time is called a discrete-time Markov chain,
and its time period of decision-making cannot consider the time factor, so only the moments of
priority are considered. Practical problems often require continuous observation of the state of the
system. Because of the state transitions that can occur in the system, when decision makers need
to make decisions in a timely manner, a continuous model is needed. Semi-Markov Processes are

proposed for a half Markov process that takes time factors into account.

Semi-Markov Processes (SMP) are a large set of stochastic processes particularly containing
the continuous time Markov chains (CTMC), discrete time Markov chains (DTMC), as well as the
ordinary, modified, and alternating renewal processes. Compared with the Markov Process, the

state transitions of the SMP are temporary because their corresponding transition rates are only
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related to the current state. Additionally, the distribution of the inter-arrival times between
subsequent states is not exponential cause the transition rate between different states may change

during the state duration [37].

An SMP includes six components: {S,A(i),P;j(a),T(i,a,j),v(u,i,a,j,t),V,i,j €S, a€

A(i)}, where:

® S isassumed to be a countable set, and S is a state set. For the state i € S , A(i) isthe

set of actions available in state i. S and A(i) have the same meaning as discrete time Markov;

® P;;(a) indicates that the system is in state i at a certain decision time. When action a
is taken, the probability that the system is in state j at the next decision point, the time
required to move to state j which is the distribution function, are the non-negative random
variable of T(i,a,j); When transferring to state j, and considering the condition of the
transfer time t, the reward of the system obtained in the time period [0,u](u <t) is

r(u,i,a,j,t);

® I/ is a criterion function, which has the same meaning in discrete time Markov, and can

be divided into expected total reward criteria and average criteria.
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The definition of the SMP is described below in details:

Assuming S = {1, ..., N} which is the a collection of states in the system, and probability
function P as the probability space, a bivariate time-homogeneous Markov chain (X,T) =
{(X,,,T,);n €N ={0,1,2,..}} can be defined, where X,, gets value from S, and T,, states the
parameter on the half-real line R, =[0,), and constraintissetas 0 = Ty < T; < .. <
T, < Tpyq <-+.SetU,=T, — Tp_; forall n>1. (X,T) is a Markov Renewal Process

(MRP) with the transition function of the semi-Markov kernel:

{Qij(t) =P(Xpsy =j, Uy <t|X,=10),G,jES,i#jt=0) 2

Qi) =0,(i€S,t=0)

In (X, T), the component X represents a Markov chain which has the transition function
p(i,j) = Q;j(+). In addition, T,, is assumed to equal as U; + ... + Uy, standing time of the
n-th renewal with N; = sup {n: T, < t}, which is a counter process of the number of the renewal

between 0 and ¢.

Description above is about MRP, so Semi-Markov Process can be represented as: Z =
{Z;;t €R,}, where Z, = X, and X, = Zr . The transition probability is represented as
P;;(t) = PZ, = j|Zy = [, where j €S is the system occupied state at time ¢ = 0. Thus, P;;(t)

can be estimated by the renewal equation:
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Pyi(t) = hy(t) - 1= + X ft Qix(dx) - Py j(t — x) (3.3)

where h;(.) = 1 — Y Q;x(.). The transition probabilities can also be evaluated as:

P(t)=h(t)+ P x Q(t) (3.4)

where P(.) = P;;(.) States a square matrix functionand h(.) = diag(hi(. )) states a diagonal

matrix function [38].

Semi-Markov is a generalization of discrete-time Markov. Similar with all Markov systems,
the system can be divided into several states. The current state of the system is independent with
the previous state. The extension of Semi-Markov from standard Markov is mainly reflected in the

following three characteristics:

® Allowing or requiring the change selected by decision makers in system state when

making action decisions;

® Simulating the evolution of the continuous time system;
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® Allowing the duration of a particular state to obey a random distribution of probability

distributions.

Unlike the Markov Process, the Semi-Markov Process considers the duration of stay for each
state. Therefore, devices that are often used in semi-Markov have a limited number of states and
each state stays at a specified time or duration. However, similar to other stochastic processes,
SMPs are widely used in a range of modeling and simulation problems in computing and
engineering like the analysis of attacks on the intrusion tolerant system, and the evaluation and

modeling of mean time to failure (MTTF) between different states in a system [39].

2.2.3 Mean Time-to-Compromise (MTTC)

Learned from the physical system, a mean time-to-compromise (MTTC) can be estimated as
the time which a particularly skilled attacker will use to successfully attack a system. The attacker
levels are divided into Novice, Beginner, Intermediate and Expert, which are depend on
capabilities. Figure 2-1 shows the relationship among different skill levels of attackers. Parameter

s is set based on learning curves to represent the top of the skills group [40].

22



Novice

Figure 2-1 Relationship between different skill levels of attackers

Like the mean time-to-failure (MTTF) of the components in the electric power grid, the MTTC
also can be estimated. It is used to do quantification evaluation of the average frequency of the
cyber attacks on the vulnerabilities of the electric power grid [41]. Considering the idea of the
minimal attack order that all the attacks on the components are effective, with the increasing of
MTTC of the system, the probability and frequency of the attacks that make efforts will decrease
[35]. To evaluate the MTTC of a particular state, the Bayesian Networks (BN) and attack graph
are used to analysis the attack approach and its duration from the start of an attack to the end that

attacking goal is reached.

In the study of MTTC, a post condition is assumed considering the increased privilege, which

means that the system have various exploited vulnerabilities. The overall MTTC is stated as the

sum of MTTCs of all exploits in this study. The MTTC may vary with the change between different
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attack scenarios with different attack paths, structure of attacking target system, vulnerabilities of

the components, and skill levels of attackers.
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Chapter 3 Power System Reliability Analysis with Intrusion of the

SCADA system Considering Cyber Security

3.1 Introduction

In recent years, Cyber Physical System (CPS) has provided new research methods for the
reliability analysis of modern electrical power system. However, while CPS is improving the
reliability of modern power systems, due to the introduction of information systems, the scale and
complexity of power systems are further increased, and system reliability assessment is more
difficult. The SCADA system, as the most important and widely used information system, is
becoming the main target of cyber threats. Studies on the reliability analysis of the SCADA system
of CPS in electric power system require more attention. The reliability assessment for the SCADA
systems focuses on the reliability assessment of the information transmission link and the entire

network.

In this study, a mean time-to-compromise (MTTC) model [41] is expounded and used to
assess the time interval of successful intrusion into network components in the control network.
Additionally, to analyze different scenarios, Bayesian Networks (BNs) are described to create the
attack graph models of corresponding cyber attacks on the system [42]. According to [35] and [36],

BNs can be divided into two categories to model and quantify various cyber attacks of the SCADA
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system, first of which models the cyber threats on control center LAN, corporation LAN, and
substation LANSs by evaluating the probabilities that the root privilege of components above has
obvious vulnerabilities that are attacked. Another one focuses on the cyber threats on
communication links between control center and substation by evaluating the probability
respectively. By taking MTTC model and BNs model into consideration at the same time,
quantification models of various cyber attacks on the SCADA system are successfully established
to realize the quantification process. Finally, Monte Carlo Simulation (MCS) is run to analyze the

system reliability and evaluate the cyber security.

In this chapter, in 3.2, the structure of the SCADA system and its corresponding attack paths
considering cyber security are stated. Bayesian Networks (BNs) are used to build the attack graph
models in 3.3, and the estimation method of MTTC are mentioned in 3.4. Finally, in 3.5, MCS is
expounded, and based on MCS, combining BNs and MTTC model, the reliability of IEEE
Reliability Test System 96 (RTS96) [43] is analyzed by evaluating the reliability factors of

electrical power system.
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3.2 Cyber Attack Scenarios in the SCADA System of the Electric Power

System

3.2.1 Architecture of the SCADA system

With the development of information control technology, the SCADA system with the RTU
as the terminal will further improve the monitoring and control capabilities of the power grid.
SCADA is the most widely used information system. It is used as the main measurement tool for
power systems which is usually used for power system fault analysis, real-time regulation of
reactive power compensation devices, information facility monitoring, assistance in creating DTS
training programs, power consumption forecasting, and actual network loss. variable loss
calculation, dispatcher flow, integrated reactive voltage optimization, real-time loss calculation,
transformer operation mode and intelligent maintenance ticket and operation ticket, it can also
provide the steady state information of the grid operation and the initial value of the operation
mode. Figure 3-1 illustrates general structure of the SCADA system. It is mainly composed by the

RTU, the control center, and the communication system.
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Communication
System

The Switch

The Communication Network

The Communication The Communication The Communication
Interface Interface Interface
The RTU The RTU The RTU

Figure 3-1The general structure of the SCADA system

® The RTU: The RTU is a data acquisition and monitoring terminal unit, which is composed
of a power supply part, a control part, a telemetry part, a remote signal part, a remote
adjustment part and a modem part. SCADA can continuously monitor the voltage level, line
power and current level, generator power and system frequency of each node in the grid
operation. The monitoring data is then transmitted to the control center via the communication
system. RTU collects data at the same time point based on the specified time and transmits it

to the control center.

® The communication system: SCADA has a rich communication system, which is divided
into wired communication and wireless communication according to the presence or absence
of carriers. Wired communication methods include power line carrier communication, optical

fiber communication, and cable line communication, while wireless communication methods
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include satellite communication, radio wave communication, and radio communication. The
communication system is the bridge connecting the RTU to the primary station. An efficient
and secure communication system is an important guarantee for fast and secure data
transmission. According to the characteristics of data collection and security monitoring, the
current SCADA system mainly adopts optical fiber communication technology and transmits
measurement data to the main station center through optical fiber to realize data security

transmission.

® The control center: The control center is the commander of the entire system. It is
responsible for receiving the data transmitted by the communication system and processing
the data to realize the operation state analysis of the unit, the alarm of oscillation or disturbance,
the monitoring of low frequency oscillation, the control of the load and the generator. The
control center is mainly composed of front-end system, database system, workstation, WEB
server, etc. As shown in Figure 3-2, the front-end system mainly implements advanced
functions such as data reception, storage, and processing. Database systems are usually
divided into real-time databases and historical database systems. The real-time database
system mainly implements real-time data update, and the historical database system can be
used to view historical data. The workstations are divided into engineer workstations,
production scheduling workstations, monitoring workstations, and upper application

workstations. The engineer workstation is mainly responsible for system graphics production
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and system maintenance. The production dispatching station is responsible for monitoring the
entire power system and user data. Monitoring workstations are typically used in particularly
complex and large workstations that divide the system into sections for monitoring. The upper
application workstation is based on the monitoring data for power flow calculation, power
system stability analysis load forecasting. The WEB server is a user who browses certain data

of the grid through the server according to his own authority.

The Communication System

The SCADA Serve

Ethernet

The Database System The WEB Serve The Workstation

Figure 3-2 The structure of the control center

Figure 3-3 shows the function of the SCADA system in the electric power system. As an
information platform, the SCADA system can not only collect grid data for system condition
monitoring, but also further analyze the characteristics of grid operation, identify the dangerous
state of operation of the system, and take timely control measures to greatly improve the safe

operation level of the system.
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Figure 3-3 The function of the SCADA system in the electric power system

3.2.2 Attack scenarios and corresponding attack paths in the SCADA system

Various LANs of the SCADA system are the targets of the attackers to invade by discovering
the vulnerabilities among the components of cyber networks. Thus, there are 4 main ways of
intrusion as attack scenarios that the attackers can use to finish various cyber attacks to transmit

wrong commands, resulting in the malfunction of generators, transmission lines and loads.

3.2.2.1 Cyber attacks on the control center LAN

Though the control center can be carefully protected by improving the protection mechanism
from the physical structure design of the system, it is still possible to be attacked in practical
operation. Figure 3-4 states a simple control center LAN. After the attacker bypasses the hardware
firewall by using well-planned intrusion strategy, the attacker can access the switch through the

port scan method. When an attacker successfully hacks into the control center network, it can scan
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the network's hosts and servers by invading the history server without calling the attention of the
IDS. Because the application server can send commands directly to other devices, it is selected as
the target of network intrusion. The application server is used to store data and send updated data
to other clients, like the HMI [44]. To obtain the root privilege of the application server, the trip

command can be sent directly to the RTU in a substation by the front-end processor.

Hardware Firewall

Intruder

a ]

Active Directory Server [CCP Server

Switch - e

K __ Substation 1
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Work Station Historian Server Application Server FEP Q)\ E
Substation 24

Figure 3-4 Attack paths of the control center LAN
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3.2.2.2 Cyber attacks on the corporation LAN

Because of the complex communication network between the attackers and substation
networks, it is possible for the attackers firstly access the corporation LAN via the Internet. Figure
3-5 illustrates the possible cyber attacks on the corporation LAN. By accessing the communication
network between the control center and the substation, an attacker installs an eavesdropping device

on a wired or wireless network. The attacker monitors the traffic, intercepts and captures the
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measured values or status packets, and replaces some of the normal state data with the
manufactured anomaly data, which is sent to the state estimation module. When a false operating
condition is ultimately presented to the operator, some operators may be misled and send an

incorrect command.
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Figure 3-5 Attack paths of the corporation LAN

3.2.2.3 Cyber attacks on the substation LANs

The attacker uses IP and port scanning tools to identify the active system port of a substation
and log into one of the routers using a dictionary-based or strong password attack. Since the
adversary has access to the substation's network, the IP scanning tool is re-deployed for substation
user interface intrusion. The substation HMI is then accessed through the user interface and one or

more commands are sent.
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In the SCADA system of the electric power system, the substation LANSs can be classified
into three categories as shown from Figure 3-6 to Figure 3-8. The substation LAN in Figure 3-6
has the basic automation stage and the structure [45], since which only has the basic
countermeasure, it is easy for attackers to invade the HMI and immediately send the incorrect

commands to the IEDs by intruding into the substation LAN 1.

Hardware Firewall

Intruder

Switch v

=]

%ﬂ Iz &
‘ i) HMI s | g] Work Station

Figure 3-6 Attack paths on the substation LAN 1

Figure 3-7 states the cyber attacks against the substation LAN 2. Compared with the substation
LAN 1, the substation LAN 2 is more complex and completed with two networks with Virtual
LAN (VLAN). There are corresponding switches which are applied to realize the control of
devices’ communication, which requires attackers to access the shared server at the same time to

intrude the devices of the Bay VLAN. Thus, at least two VLANS need to be intruded by attackers
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when the substation HMI is under successfully attack. Because of the function that VLANS can

stop the unwanted data, the substation LAN 2 is much safer than the substation LAN 1.
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Figure 3-7 Attack paths on the substation LAN 2

Among all three categories of the substation LANS, the substation LAN 3 is the most
automatic and safest one because of a local SCADA system which is used to locally and remotely
control [45]. The communication and control between components are modular by building the
local SCADA system. The licensed action between panels becomes possible due to the particular
and standard protocols, such as IEC6185, IEC61870, and Modbus/TCP [46]. As there is only one

component, the local SCADA system connected with the external, the HMI can be protected well

35



against the external network. Therefore, if attackers want to successfully invade the HMI, the local

SCADA system needs to be attacked firstly.
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Figure 3-8 Attack paths on the substation LAN 3

3.2.2.4 MITM attacks on the communication links

Wired or wireless network provided the attack targets to attackers to set the bugging devices
from the communication links between the control center and the substations [36]. So the entre of
accessing is the communication links which may be entered the trip data by the intruder. As
messages in the communication links of the SCADA system are too plain even though they are

encrypted, it is easy for intruders to understand and decipher the information in messages by setting
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the bugging devices. This allows intruders to replace the real traffic data with the fabricated one

and mislead some operators to take incorrect actions via the intrusion during the transmission.

3.3 Cyber Attack Graph Models in SCADA System of the Electric Power

System

Bayesian Networks (BNs) are used to model the cyber attack graph in the SCADA system of
the electric power system. Because the vulnerabilities of components in the SCADA system can
be divided into LANSs of the control center, corporation, substations, and communication links,

corresponding attack graph are respectively classified into two models.

The first one models the probability of effective root privilege getting via LANSs of the control
center, corporation, and substations. Assuming an attack graph G(V U C), V represents the
vulnerabilities and C stands for component conditions. C is classified as service (S), standing
as service(host); connection (N), which means as < source hos, destiantion host >; and
privilege (L), stated as privilege(host). Figure 3-9 is an example of a Bayesian attack graph
model of vulnerabilities in the control center LAN. As for component conditions, they are satisfied
as all pre-conditions are which are assumed to be the initial conditions or post-conditions occurred
before [35]. Therefore, the privilege user(0) and the connection < 0,1 > are required to be

satisfied, and Dos(1) and Exec(1) need to be available to access by intruders. Then, the zero-
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day vulnerabilities < Dos, 0,1 >, < Exec,0,1 >, < ssh, 1,2 >, and the known vulnerability <

bof, 2,2 > will be exploited one by one.

Dos (1) user (0) 0,155 Ex7 ®
< Dos,0,1 > < Exec,0,1 >
< 1,25 user (1) ssh (2)
< ssh, 1,2 >

the zero-day vulnerabilities

<2,2> user (2) local_bof (2)
O the known vulnerabilities
'
root (2)

Figure 3-9 Bayesian attack graph model of vulnerabilities in the control center LAN

If any of the vulnerabilities is successfully attacked, the post-condition will be reached, which
means the post-condition analysis is the key to evaluate the probabilities of successful attacks
against the target components. According to [47], the probability that the vulnerability is exploited

is represented as equation (3.1).

p(w; =T)xXplc=Tlv;=T), i=1
p(v;Ac) = p(v; =T) x H;";lﬂ’(vj = F) xplc=Tlv;=T,v;v;_1=F),2<i<n

(3.1)
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where i means different numbers of the pre-vulnerabilities which result to the vulnerabilities that
are under attack finally. p(v;) is the probability that pre-conditions are reached and p(c) is the

probability that target conditions are reached.

Another attack graph model shows the attack paths in communication links of MIMT attacks.
Figure 3-10 is an example with three layers. In Figure 3-10, counterplots are represented as A4;,

while B; isthe sub-goals and C,, is overall goals.

. the known vulnerabilities
- the zero-day vulnerabilities

Figure 3-10 Bayesian attack graph model of vulnerabilities in the communication links

C,, can be achieved when all corresponding B; are reached at the same time. So, the
probability of C,, is related to corresponding B; as shown in equation (3.2), while the

probabilities that B; are realized are related to A; which can show the security level of

countermeasures which are represented as equation (3.3). Additionally, it cannot be neglected that
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B; are notonly related with A; butalso with C,, like the relationship between B, and A;, Ao,

and C; inFigure 3-10.

p(Crn=T) =[lie1p(B; =T) 3.2)

p(B) = Xi-1p(B: =T|4) -p(4)) (3.3)

3.4 MTTC Estimation of Cyber Attacks on SCADA System of Electric

Power System
3.4.1 Compromise time model of vulnerabilities

To calculate the compromise time of vulnerabilities, three statistical steps are identified to
describe the actions of a successful intrusion. Step 1 describes the issue that one or more
vulnerabilities are exploited by the intruders. Reference [41] assumes the probability of an attack

instep 1 as P; which is calculated by the search theory [48] as follows:

P, = 1 — e VXE/S (3.4)
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where V is the amount of the known vulnerabilities. E represents the quantity of exploits which
are related to the attack skill levels. In this study, E are assumed as 50, 150, 250, 360 respectively
corresponding to the novice, beginner, intermediate and expert. S is the quantity of all kinds of
vulnerabilities of the examined system. In this study, according to the National Vulnerability
Database, S is set as 7000. According to [41], the mean time of exploit occurred in step 1 is 1
day. Without the exploit of the known vulnerabilities, the zero-day vulnerabilities will be examined
in order to realize the attacks against the target system. S stands for the characteristics of
components and database, and V' as well as E’ represent the quantities of the zero-day
vulnerabilities and exploits. So, like P;, P’; is the probability that the zero-day vulnerability is

exploited which can be calculated as equation (3.4), and the mean time of exploit is 1 day, too.

P, =1— e VXES (3.5)

Step 2 indicates that there is no exploit can be attacked by the attackers. Thus, step 2 and step
1 are mutually exclusive, which means the probability of step 2 are 1 — P, and 1 — P',
corresponding to the known vulnerabilities and the zero-day vulnerabilities. And the mean time of
each attack on one exploit is 5.8 days [41], so the total mean time of step 2 can be estimated as

follows:

t, = 5.8 x ET (3.6)
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where ET represents the frequency expectation of tries on searching for new exploits, and it is
denoted as equation (3.7):
— V-AM+1|; i V-AM—j+2
ET=kx1+ Zi=1=2 [l X H;-=2 (ﬁ)] (37)

where AM is the average quantity of the vulnerabilities that require for creating or finding, and

k is the factor showing the attack skill levels whichis k = AM/V.

In step 3, both vulnerabilities and exploits can be found after previous steps. The mean time
between vulnerabilities (MTBV) is calculated in [41], and as there are different kinds of
vulnerabilities, MTBV are set as 30.42 days and 5.8 days when the time intervals of the known
vulnerabilities change. As for the zero-day vulnerabilities, more time is needed, so the MTBYV is
assumed as 65 days and 32 days. Therefore, the lifetime of the known vulnerabilities and the zero-

day vulnerabilities are evaluated respectively as equation (3.8) and (3.9).

ty = [(% ~0.5) 30.42] +5.8 (3.8)

t; = [(3-05) x 65| + 32 (3.9)

where % represents the ration of vulnerabilities, which is % = V/AM [41].
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Therefore, for the known vulnerabilities, the total compromise time is denoted as follows:

T=tP, +t,(1—P)(A—u)+tsu(l—P) (3.10)

where u is the probability if step 2 is failed. And the total compromise time of the zero-day

vulnerabilities is obvious as follows:

T, - tlpll + tz(l - Pll)(l - u,) + t3ul(1 - Pll) (310)

3.4.2 MTTC in the SCADA system with cyber attacks

Combining the attack graph models G (V U C), the MTTCs of the overall goal conditions can
be estimated. As initial conditions are pre-conditions without exploited vulnerabilities, the goal
conditions are the post conditions which can be realized by the exploitation of vulnerabilities, so
the MTTCs of the overall goal conditions are the MTTCs of all the post-conditions which denoted

by the every MTTC of each exploit. Assuming one goal condition is c, its MTTC is:

Zv;ev T() p(wiAC)
p(c)

MTTC(c) = (3.11)
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where T(v;) indicates the MTTC that exploiting the vulnerability v; takes, and p(v; Ac)
represents the probability of the success exploiting of the vulnerabilities. p(c) is the probability

showing the reaching of the goal condition [35].

According to two Bayesian attack graph models, the MTTCs of goal conditions can be
evaluated. For attack paths in the control center LAN, corporation LAN, and substation LANS,
supposing n — 1 goal conditions need to be reached before the successful intruding, the overall

MTTC is calculated as equation (3.12):

MTTC = ¥} MTTC(c;) (3.12)

While for attack paths in the communication links, each exploiting rate aiming at each
vulnerability on the counterplots needs to be considered, which represents the process that v;

and c are substituted into A; and B;. The MTTC to reach the sub-goal is:

Tv;ev T(4;)p(4;B;)

MTTC(B)) = o

(3.13)

where T(4;) is the MTTC that the known vulnerabilities or the zero-day vulnerabilities on the
counterplots A; are exploited. Additionally, because of the “AND” relationship between the

sub-target B; and the overall goal C,,, the overall MTTC is:
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MTTC(Cp,) = X7, MTTC (B;) (3.14)

3.5 Simulation and Reliability Analysis

3.5.1 Bayesian attack graph models and MTTC evaluation of the SCADA

system considering cyber security

3.5.1.1 Bayesian attack graph models and MTTCs of attacks on the control center LAN

In Figure 3-11, the attack path on the control center LAN is illustrated. The path that the root
privilege of the application server in the control center LAN is intruded from the attacker
(host(0)) to the target server (host(2)). As the zero-day vulnerabilities are easier to be firstly
exploited in the control center, <Dos, 0, 1> and < Exec, 0, 1 > are two zero-day
vulnerabilities used in the historian (host(1)), as well as < ssh, 1, 2 > is another one in the
application server. The root privilege may be stolen when < bot, 2, 2 > which is assumed as a

known vulnerability in exploited.
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Figure 3-11 The attack path of the control center LAN

The MTTCs of the attack on the control center LAN are showed in the Figure 3-12.
Corresponding to different attack levels (novice, beginner, intermediate, and expert), about 1039
days, 401 days, 163.5 days, and 44 days are needed respectively to realize the cyber attacks on the

control center. Additionally, it can be seen that the higher attack skill level is, the less MTTC is

needed.
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Figure 3-12 The MTTCs of the attack on the control center LAN
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3.5.1.2 Bayesian attack graph models and MTTCs of attacks on the corporation LAN

In the corporation LAN, because of two firewalls, the external system can only be connected
to the web server (host(1)), and if the attackers want to intrude the database server, they need to
open the FTP server by using its vulnerability. The attack path of the cyber attack on the
corporation LAN are stated in Figure 3-13, and through estimating the probability of hitting each
exploit (< ftp, 1, 2>, < DB, 2, 3>, and < DB, 1, 3 >), the MTTCs under different attack
skill levels can be evaluated as shown in Figure 3-14. 734 days, 289.6 days, 120 days, and 39.3
days are needed to finish a successful intruding. Compared with the MTTCs of the intruding in the
control center LAN, even though there are more exploits in the corporation LAN, only one kind
of zero-day vulnerability is exploited. Thus, the values of overall MTTCs are less than that of the

control center LAN.

Limes Web Server
Ionl)

Database Server
Host (3)

Intruder Firewall
Host (0)

Fm“ all

FTP Server
Host (2)

@ user(2)=> <DB,2,3 >
!
user(0) user(1) user(3)
<DB,1,3> raot(3)

Figure 3-13 The attack path of the corporation LAN
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Figure 3-14 The MTTCs of the attack on the corporation LAN

3.5.1.3 Bayesian attack graph models and MTTCs of attacks on the substation LANs

As there are three kinds of substation LANs in the SCADA system of electric power system,
the Bayesian attack graph are classified into 3 models as well. For the simplest substation LAN
(the substation LAN 1), once the only one firewall and two exploits in HMI are accessed, the root
privileged will be stolen. The attack path is shown in Figure 3-15 (a). For the substation LAN 2,
VLAN and the Bay VLAN are equipped to increase the security level, resulting in the finding of
the known vulnerabilities by the fast communication between them. In Figure 3-15 (b), one path
is that < ftp, 1, 2> and <ssh, 1, 2 > are two vulnerabilities in the HML and can be

exploited by hitting the exploit < DB, 0, 1 >. The root privilege will be obtained then. Another
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path is that attackers can steal the root privilege by hitting < ssh, 0, 2 > and < ftp, 0, 2 > in
the HMI straightforwardly. As for the substation LAN 3 in Figure 3-15 (c), like the attack path of
the corporation LAN, as the local SCADA is the only component that is able to be externally
controlled, once one known vulnerability < http, 0, 1 > of the local SCADA is used, the HMI

will be reached.
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Figure 3-15 The attack path of the substation LANSs: (a) LAN 1 (b) LAN 2 (c) LAN 3
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Figure 3-16 shows the MTTCs values of reaching the attack targets in three kinds of substation
LANS. Assuming that there are totally 24 substations in the studied SCADA system, 12 substations,
8 substations and 4 substations use the substation LAN 1, LAN 2, LAN 3 respectively. It shows
that the network of the substation LAN 1 is the weakest one because of the lowest MTTCs
compared with the substation LAN 2 and LAN 3. It may spend about half month to realize the
attack aim for an expert. The MTTCs of the substation LAN 2 are about 1.1 times higher than the
substation LAN 1, and the MTTCs of the substation LAN 3 are the highest because the network
of LAN 3 is the most separate one due to the local SCADA system, which are more than 1.5 times

higher than the MTTCs of the substation LAN 1.
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—— MTTC of LAN 2
—— MTTC of LAN 3
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Figure 3-16 The MTTCs of the attack on the substation LANS
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3.5.1.4 MTTCs of attacks on the communication links

24 links are investigated in this study, and according to equation (3.13) and equation (3.14),
the MTTCs that need to take to realize a successful intruding in the communication links are shown

in Figure 3-17. With the increase of the attack skill levels, the MTTC values still decrease.

600 -+

500 -+

400 -+

300 -+

MTTC (days)

200 -+

100

0 T T
Novice Beginner Intermediate Expert

Figure 3-17 The MTTCs of the attack on the communication links

3.5.2 MCS and simulation process

To analyze the reliability of the SCDAD system of the electric power system, Monte Carlo
Simulation (MCS) is applied. In the simulation process, it is assumed that all the cyber attacks

continually onset. Once the attack reached its goal, the repairing of the system will start. The repair
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time of the system is related to the process of cyber debating and physical structure restoring,
which is represented by the mean time-to-repair (MTTR). Therefore, the probability that a cyber

attack is eventually successful in the SCADA system can be evaluated as equation (3.15).

_ MTTR
Pa = Yrrr+mrrC

(3.15)

The simulation process based on MCS is stepped as Figure 3-18. The simulation is taken

within 30 years, and the step is 1 hour.

| Model the reliability of physical components (the generators, transmission lines, and loads). ‘

| Build the MTTC models considering the attack paths, structure of the SCADA system, and attack skills, etc. l

| Randomly select a physical system based on Monte Carlo Simulation by using a random number generator. }0—

‘ Check if the cyber attack successes by generating a random number with [0, 1] and comparing with p,,. |

Yes No

Update the status of the physical components (out of Evaluate the physical system state with optimal power
service or in service). flow (OPF) analysis.

—'{ Check if the stopping criterion is met. }<— .
0

Yes
‘ Calculated the final reliability index. l

Figure 3-18 The simulation process
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3.5.3 Reliability analysis

Based on IEEE Reliability Test System 96 (RTS96), the system reliability of the SCADA
system under 14 kinds of cyber attacks is analyzed. LOLP values are evaluated under 14 scenarios
with 4 attack skill levels. The MTTR in this study is set as 4 hours. Table 3-1 lists 14 scenarios

studied in this chapter, and Figure 3-19 is the LOLP curves of scenarios.

Scenarios Target of the cyber attacks
1 The control center LAN
2 The corporation LAN
3 The communication links
4 The substation LANSs
5 control center LAN and corporation LAN
6 control center LAN and communication links
7 corporation LAN and communication links
8 control center LAN and substation LANs
9 corporation LAN and substation LANs
10 communication links and substation LANs
11 control center LAN, corporation LAN, and links
12 control center LAN, corporation LAN, and substation LANSs
13 corporation LAN, substation LANSs, and links
14 control center LAN, corporation LAN, links, and substation LANSs

Table 3-1 14 Scenarios with different targets of the cyber attacks
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Figure 3-19 LOLP values of 14 scenarios

In Figure 3-19, the value of LOLP is changing with the change of the probability p, that a
caber attack is eventually successful in the SCADA system. This is because p, is influenced by
the MTTC of different systems, and the lower MTTCs are, the higher p, and LOLP values are.
Additionally, corresponding to the different attacking skill levels, LOLP values change as well.
The highest LOLP value comes from the cyber attacks by expert, which means the whole system

is in the most dangerous condition when experts do the attack.
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3.6 Summary

In this chapter, Bayesian Networks are used to model the attack paths in the SCADA system
by classifying them into two categories. MTTCs of successful attacks with four attack skill levels
on different Bayesian attack graph models are estimated. It is found that the value of MTTC is
closely related to the quantity of exploited known vulnerabilities and the attack skill levels. Monte
Carlo Simulation is used to simulate the LOLP curves based on IEEE RTS 96. With the shortening
of the MTTC, LOLP values increase, which means the whole system is more dangerous with less

reliability.
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Chapter 4 Reliability Analysis of the SCADA System Considering

Cyber Attacks and Their Lurking Strategies

4.1 Introduction

Cyber security is facing the most severe situation now because of the closely relationship
between physical structure with the Internet. Various cyber threats in the cyberspace attack the
system via kinds of ways. One of the most dangerous way to the system reliability is from the
lurking of modern threats [49]. The lurking of the cyber attacks can be also called rootkits, which
is harmful to the operating system by inserting malware to tamper the kernel like the jump tables
or file system handlers. This kind of cyber attacks can hide their ways on the compromised system
without calling the attention of operators and finally successfully intrude the system. On the other
hand, as the lurking time of the cyber attacks can be as long as possible, cyber attacks become into
the latent persistent cyber threats, hiding the fact that the system is under serious attacked from the
user. In other words, although attackers already have reached the root privilege of the system, it is
still invisible to the operators, so that latent persistent cyber threats can control the system and
tamper the kernel continuously for deeper and longer lurking. Finally, by making operators to think
that their system is safe enough and under perfect protection, the system losses control completely

[50].
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In order to protect the cyber security, it requires users and the intrusion detection system (IDS)
to take actions as soon as the cyber attack is found. However, even though there are amount of
researches on the system protection of computer hardware and software considering the lurking of
cyber threats were finished, studies on the cyber security of the SCADA system in the electric
power system considering the lurking of cyber attacks are few. In this study, different lurking
strategies of cyber attacks are considered, and their impacts on the reliability of the SCADA system
are analyzed. Monte Carlo Simulation (MCS) is used to simulate the reliability analysis by

calculating the factors.

In this chapter, in 4.2, the reliability of the SCADA system is analyzed under the lurking
strategy 1 that cyber attacks will be lurking is considered, and the reliability factors are compared
with that of cases that cyber attacks won’t be lurking. With the probabilities that cyber attacks may
be detected during their lurking, a limitation of lurking time is set, and corresponding reliabilities
of the SCADA system are discussed as the lurking strategy 2 in 4.3. In 4.4, based on the result in
4.3, the lurking strategies are optimized by optimizing the limitation of the lurking time via Hill
Climbing (HC) algorithm, to reach the most dangerous situation of the system as the lurking
strategy 3, and the system reliability is studied. In 4.5, the detection of cyber attacks during the
lurking process is considered, and different probabilities of detection are set to analyze the system

reliability considering the optimized limitation of lurking time based on the result in 4.4.
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4.2 Reliability Analysis of the SCADA System Considering Lurking

Threat

4.2.1 Lurking strategy

In this lurking strategy, only the behavior of lurking that cyber attacks may hide their presence
from the operators is considered. Lurking time is chosen to qualify the behavior of lurking. Only
generator buses are discussed in this Chapter, so according to the structure, 33 generator buses of

IEEE RTS 96 are studied and divided into 9 groups as shown in Table 4-1.

Groups Generator Buses Number

1 101, 102, 107, 113
2 114, 115, 116, 118
3 121, 122, 123

4 201, 202, 207, 213
5 214, 215, 216, 218
6 221, 222, 223

7 301, 302, 307, 313
8 314, 315, 316, 318
9 321, 322, 323

Table 4-1 Classification of 33 generator buses
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It is assumed that every attack against on the generator bus is able to lurk, when the maximum
of lurking time of each bus in the group is reached, all the generator buses in this group will be
under effectively attacks and out of service immediately at the same time. Figure 4-1 illustrates an

example of lurking strategy 1.

lurking time

1 1 Tc_l
prurmimim 0 1 (in service)
1 Tr_l
NO.1 r bt bl = 0 (out of service)
I
T.
1 1_2
NO2 . Tea ‘
| |
I T3
NO3 T3
I 1 1
! T s}
r4
NO.4 Tes

Figure 4-1 Example of lurking strategy 1

In Figure 4-1, there are 4 generator buses in the group, and T, ; is the time to compromise of
each generator bus, which is exponentially related to MTTC, and T, ; is the time to repair of each
generator bus that is exponentially related to MTTR. When the bus status is 1, the bus is in service,
otherwise, the bus is out of service. The time that is prolonged is the lurking time of each generator
bus. It assumed that when the longest T, ;, for example, T, , of bus NO.2 in this example, is
reached, which means that the last compromise time is finished, all other buses in this group will

take actions and the bus status will change into “0” immediately at the same time. This kind of
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attacks might occur when there is no protection in the newly-built electric power system, so cyber

attacks can hide from the users as long as possible.

4.2.2 Reliability analysis considering lurking threat

Sequential Monte Carlo Simulation is used to evaluate the reliability indexes of the SCADA
system of the electric power system. LOLP and EENS are chosen to reflect the system reliability
in this study. LOLP values of the system considering cyber attacks under lurking strategy 1 is

shown in Figure 4-2.

0.05 4 —— Novice
—— Beginner
— Intermediate
0.04 ~ —— Expert

0.03 H

LOLP

0.02 4

I, e ]
OOO T T T T T T T T T T T

T
1 2 3 4 5 6 7 8 9 10 11 12 13 14

Scenarios

Figure 4-2 LOLP values of scenarios considering cyber attacks under lurking strategy 1
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Compared with the scenarios under cyber attacks without lurking behavior, LOLP values

decrease than previous values. The highest LOL

P value now is 0.050, which is about 3 times lower

than before. This is because with the classification of generator buses, the freedom of cyber attacks

will be limited within one group, and the compromise time of some cyber attacks will be shorten

owing to the limitation created by other cyber a

ttacks. But the expert level still shows the highest

LOLP due to the low MTTC. EENS values are also calculated as shown in Figure 4-3.
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Figure 4-3 EENS values of scenarios considering cyber attacks under lurking strategy 1

It can be seen that, after taking lurk into consideration, EENS values don’t change as much as

LOLP values, and some of them even a little h

igher than EENS values of scenarios facing with

cyber attacks which are without lurk. Different from the LOLP values, EENS values can show the
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predictability of the electrical system. So after considering lurk, the electric power system becomes

more unpredictable and much more dangerous.

As EENS values are better to reflect the influence of cyber attacks with lurking strategies and
are more appropriate to analysis the system reliability than LOLP values, it will be more focused

as the reliability index in the following studies.

4.3 Reliability Analysis of the SCADA System Considering Lurking Time

and Its Limitation

4.3.1 Lurking strategy

In lurking strategy 1, as every cyber attack can hide their presence to the user, the drastic
measures for cyber attacks is to wait till the last compromise time is reached among all generator
buses and all the cyber attacks take actions together, creating the hugest impact on the electric
power system. However, for the electric power system under various overall protection, no attacker
is willing to do as above, because there are probabilities that cyber attacks in the system can be
detected or found during their lurking time. Hence, the limitation of the lurking time is set to

simulate the smart cyber attacks. Only generator buses are discussed.
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It is assumed that every attack against on the generator bus is able to lurk, and a maximum

lurking time is set as 5days, 15days, 30days, and 90days, which are corresponding to that attackers

will take actions at least one time per weekdays, per half month, per month, and per three months.

When the limitation of lurking time is reach, all the generator buses will be under effectively

attacks and out of service immediately at the same time. Figure 4-4 illustrates an example of

lurking strategy 2.
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Figure 4-4 Example of lurking strategy 2

In Figure 4-4, assuming the maximum of the lurking time of each bus is 5 days, 15days, 30

days, and 90 days respectively, when the limitation of lurking is reach on one bus, all T, ; in this

group will be renewed to equal as the T, ; of the attack on bus which reach the lurking limitation.

Lurking strategy 2 is much more practical and closer to the cases in reality, because the original

intention of attackers is to create the damage on the electric power system successfully.
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4.3.2 Reliability Analysis Facing with Attacks within Different Limitation of

Lurking Time

Sequential Monte Carlo Simulation is used to evaluate the reliability factors of the SCADA
system of the electric power system. The limitation of the lurking time of buses are set as 5days,
30days, 90days, and 180 days. EENS values of scenarios under cyber attacks considering the

limitation of lurking time (5days, 30days, 90days, 180days) are stated as follows.

It can be seen that EENS values are almost higher than that in the Figure 4-3 and that of
scenarios under cyber attacks without lurking action. The highest EENS value in Figure 4-5 (a)-
(d) are 521988, 489132, 421678, and 399976 respectively. And the expert level still creates the
highest EENS values, and with the increase of limitation time, gaps between the novice level,
beginner level, intermediate level and expert level are more and more narrow. It indicates that,
because of the limitation of lurking time, even though the compromise time of each attack is
shortened, the frequency of attacks is raised owing to the fast renewing speed of the compromise
time and repair time, so cyber attacks will cause worse damage on generator buses, finally

embodied in the increase of EENS values.
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Figure 4-5 EENS values of scenarios considering cyber attacks under lurking strategy 2: (a) the limitation of
lurking time = 5 days, (b) the limitation of lurking time = 30 days, (c) the limitation of lurking time = 90 days, (d)
the limitation of lurking time = 180 days

4.4 Reliability Analysis of the SCADA System Considering the

Optimization of Lurking Strategies

4.4.1 The optimization of the lurking strategy

From Figure 4-5, it is obvious that even though most of the EENS values of 4 different attack

skill levels are higher than before, there are some values decreasing, and the turning points are
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different among 4 different attack skill levels. This means that the change of the EENS values are
not only related to the different lurking time limitation, but also to the attack skill levels. Under
each skill level, to creating the worst impact on the reliability of the electric power system, the

lurking strategy needs to be optimized by finding the right limitation of lurking time.

Hill Climbing (HC) algorithm is used to find the optimized limitation of lurking time. Hill
Climbing algorithm is a locally preferred method. The heuristic method is an improvement on
depth-first search. It uses feedback information to help generate the solution decision, which is a
kind of artificial intelligence algorithm. Starting with the current node and comparing it with the
values of surrounding neighbor nodes, if the current node is the largest, then the current node is
returned as the maximum value (the highest point of the mountain); otherwise, the highest neighbor
node is used to replace the current node, thereby achieving the purpose of climbing to the height
of the mountain, which will keep cycling until the highest point is reached [51]. The optimization
of the limitation of lurking time can be found via HC algorithm, and the corresponding reliability

index can be evaluated via MCS.

4.4.2 Case study

Taking scenarios 1 as an example, scenario 1 is about the situation that the cyber threat attacks

the control center LAN in SCADA system of the electric power system, and MTTCs of scenario
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1 are 1039 days, 401 days, 163.5 days, and 44 days respectively when the skill levels are novice,
beginner, intermediate and expert. The limitation of lurking time is set as 5 days, 30 days, 90 days
and 180 days. EENS values are calculated and compared among different limitation as shown in

Figure 4-6.

Figure 4-6 is the EENS value curve which shows that different curvilinear trends occur among
different skill levels. For expert and intermediate, EENS values increase firstly and decrease later.
This is because the MTTC of these two levels are 44 days and 163.5 days respectively. After
closing to or even exceeding the limitation which is close to the MTTC of each skill level, the
limitation of lurking time will have less function on the cyber attacks, resulting in smaller EENS
values. However, for novice and beginner, EENS values don’t change as much as previous higher
levels. This is because the MTTC of these two levels are 1039 days and 401 days, while the
maximum limitation lurking time is only 180 days. There is light effect on each attack on every

bus by setting the limitation of lurking time.
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Figure 4-6 Comparison of EENS values among different limited lurking time

As the impact caused by attackers at novice and beginner levels is much lower than that caused
by attackers at intermediate and expert levels, the latter two levels are more focused in this part.
Figure 4-7 is the fitted curve which shows the EENS values of the system under expert and

intermediate attacks with more different limitation of the lurking time.
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Hill Climbing (HC) algorithm is used to find the best limitation of lurking time which can
result in the worst damage on the system reliability. Table 4-2 shows the optimization results of

the right limitation of lurking time, and the corresponding EENS values are compared between the
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Figure 4-7 The fitted curve of EENS values

simulation result and fitted result in Figure 4-7.

Attack Skill Levels The Right Limited Lurking EENS Values
Expert 16 days Simulation Result 244776
Fitted Result 245601
Intermediate 50 days Simulation Result 68968
Fitted Result 69374

Table 4-2 Optimization result of the right limitation of lurking time
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EENS values in Table 4-2 have slight difference between the simulation result and fitted result,
which indicates that the right limitation of the lurking time is found correctly. Under this limitation
of the lurking time, EENS values are the highest, so cyber attacks create the worst damage on the
corresponding generator buses, resulting in the harm on the reliability of the electric power system.

Other scenarios can optimize their right limitation of the lurking time in the same way.

4.5 Reliability Analysis of the SCADA System Considering the Probability

of Detection under Optimized Limitation of Lurking Time

4.5.1 Lurking Strategy

In reality, attackers are always facing with the detection from system protection software or
hardware, which means, even though the limitation of lurking time is set, there’s still probability
for attackers to be found during the lurking process. Different probabilities of detection are set as
0.0005, 0.001, 0.005, 0.01 to imitate the process that cyber attacks could be found during their
luring process. It is assumed that, once the attack is found, it will influence the status of
corresponding bus immediately, and the T, ; of this bus will be renewed. Considering the right
limitation of lurking time, lurking strategies change, which will influence the result of system

reliability.
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4.5.2 Case Study

Taking scenarios 1 as an example, scenario 1 is about the situation that the cyber threat attacks
the control center LAN in SCADA system of the electric power system. Based on results in 4.4,
16 days and 50 days are the right limitation of lurking time of expert-level cyber attacks and
intermediate-level cyber attacks, which are used to be discussed here. Different probabilities of
detection are set as 0.0005, 0.001, 0.005, 0.01. System reliability facing with cyber attacks of
expert and intermediate levels are analyzed by MCS considering the detection of cyber attacks

under the optimized limitation of luring time. EENS values of cases are shown as Figure 4-8 (a)

and (b).
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Figure 4-8 EENS values of cases: (a) considering the detection of expert-level cyber attacks, (b) considering the
detection of intermediate-level cyber attacks
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In Figure 4-8, it is obvious that both EENS values of two cases are decreased with the increase
of the probability of detection. This is because once the cyber attack is found, the attack action will
be taken immediately, the corresponding lurking time is shortened, so the system status is more
predictable. For expert-level cyber attacks, the EENS value decreases from 244776 to 74450,
almost 70%, and for intermediate-level cyber attacks, the EENS values decrease from 68968 to
9374, almost 87%. It can be inferred that when the probability of detection of cyber attacks is high
enough, the EENS value will be as low as possible, the reliability of system will be the best. This
result can be used to guide to draw up the protection strategy of the reliability of the SCADA/EMS

system of the electric power system.

4.6 Summary

In this chapter, the lurking behavior is taken into consideration and the corresponding
reliability indexes are calculated by using sequential Monte Carlo Simulation. EENS values are
more focused to reflect the system reliability. By setting the parameter, lurking time, different
lurking strategies are models. It shows that after considering the lurking behavior of cyber attacks,
the system reliability will be facing with bigger challenge, and the EENS values increase a lot. To
analyze the deepest impact on the system reliability, Hill Climbing (HC) algorithm is used to find
the best limitation of lurking time, and EENS values are estimated and compared with the fitted

results. Simulation results are very close to fitted results, so the optimization is successful to find
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the right limitation of the lurking time, and under found limitation, the system reliability will face
the huge damage. Additionally, different probabilities of detection of cyber attacks are considered
and discussed based on the optimizing results of limited lurking time. EENS values decrease with
the increase of the probability of detection, and it can be inferred that when the probability of
detection of cyber attacks is high enough, the EENS value will be as low as possible, and the

reliability of system will be the best.
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Chapter 5 Reliability Analysis of SCADA System Facing with Insider

Attacks

5.1 Introduction

In the previous discussion, attacks focused are mainly from the external system and intrude
the SCADA system via internet connecting facilities. However, the most harmful threat is the
insider attacks which apply rights for despiteful purposes [52]. It is reported by the US Computer
Security Institute (CSI) that the influence of insider attacks has exceeded the impact cause by
viruses and worm since 2007 [53]. Though insider attacks have drawn attentions among the cyber
security fields, there’s no standard definition reached a consensus by the researchers. In [54], the

insider attack is defined and classified into two kinds of offenders, traitors and masqueraders:

® Traitors: Traitors are will-organized to grant access to systems and information database
and take actions which are not in compliance with policies to impact confidentially, integrity,
or availability of some information quality [55]. For example, in 2004, the Vodafone Greece,
one of the Greek cell phone providers, faced with the issue that unwelcome software was hided
into the operating systems and finally lead to a bad insider problem resulting in the equal of a

rootkit on an internal Ericsson phone switch [56].
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® Masqueraders: Masqueraders are attackers that successfully steal a user’s permission and

act as another user for bad purposes. One of the best metaphors is credit card fraudsters.

Though much mature researches about insider attacks are studied in computer security,
financial security, and information security in recent years, unfortunately, insider attacks in electric
power system reliability and its countermeasures are far less focused. There seems to be little
researches focused to study the insider attacks in the electric power system, so in this chapter,
reliability of the SCADA system in the electric power system is analyzed considering insider

attacks.

In 5.2, newly Semi-Markov models based on insider attacks in relevant components in the
SCADA system are built, and corresponding MTTCs are evaluated. In 5.3, system reliability
considering insider attacks is analyzed via LOLP curve estimated by MCS and compared with the
original result in Chapter 3. Besides, lurking behavior and insider attacks are considered together,

and EENS values are evaluated by MCS. Results are compared with them in Chapter 4.
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5.2 SMP Models and MTTCs Evaluation of Insider Attacks in the SCADA

System

SMP models are used to show the process of insider attacks on the SCADA system of the
electric power system, and Figure 5-1 is the general model of the intrusion process. In Figure 5-1,
G represents the good state which is safe in the system, and n states the process that the attack
behavior. With the process is pushed forward, higher privileges will be stolen by the attacker,
finally reaching the state F which is the failure state. States G and n are intrusion states with
the transition ratio T;, and the state F is the absorbing state. The transition probability of state
changing from state i to state j is set as p;;. In this study, the transition probability of state
changing caused by insider attacks is set as 0.5. Obviously, insider attacks will change the

transition probability in the same component.

1_pnF
1-pet
S P < P12 Pnr
pO ‘G TG ' l T1 i 2 TZ : n Tn i F

1-p12

Figure 5-1 General SMP model of the intrusion process
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The MTTC of SMP models is the mean time that transient states develop into absorbing states.
It can be calculated from the transition matrix @ which consists of the transition probabilities p;;

as equation (5.1). With the change of transition probabilities, MTTCs value will change.

MTTC = ¥cs Vi T (5.1)

where V; is the average times that state j has been performed till the final failure states are

reached, and T; is the mean sojourn time in state j which can be referred in [41]. V; can be

calculated as equation (5.2).

Vi=4q; + XiViqij, Lj €S (5.2)

where gq; isthe probability that state j is the starting of the discrete-time Markov chain (DTMC)

[39], and as assumption that initial state in this study is state G, so q; is1andothersare 0. q;;is

the element in transition matrix Q.

Insider attacks may realize via many approaches on the various components in the SCADA

system of the electric power system. Details are as mentioned as follows.
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5.2.1 Insider attacks in the control center LAN

Figure 5-2 illustrates the SMP model of insider attacks in the control center LAN. Similar to
external cyber attacks, insider attacks can exist in the historian serve without calling the attention
of the IDS as well, resulting in the loss of root privileges of the application serve at last. p¢, is

the transition probability of insider attacks.

P2
1-p12
e ¥ Pc1 P12 P2F
Po | memmd mmmmd —

®
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Figure 5-2 SMP model of insider attacks in the control center LAN

The transition matrix Q of this case is Q;:

G 1 2
0, =& [ A=PaPez) P P (5.3)
! 1 1—p2 0 P12 .

2L 1-py 0 0

Thus, MTTC of insider attacks in the control center LAN can be calculated as Figure 5-3. It

can be seen that MTTC values of all four skill levels are 728, 269, 94, and 20, which are much
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lower than the previous results. This is because insider attacks are easier to attack successfully

faster than external cyber attacks.
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Figure 5-3 The MTTCs of insider attacks in the control center LAN

5.2.2 Insider attacks in the corporation LAN

The SMP model of insider attacks in the corporation LAN is as shown in Figure 5-4. If insider
attacks have already existed into the FTP server, there is no need to use its vulnerability again and

insider attacks can immediately affect the database serve. p,r is the transition probability of

insider attacks.
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Figure 5-4 SMP model of insider attacks in the corporation LAN

The transition matrix Q of this case is Q,. MTTC values under different skill levels are

shown in Figure 5-5. Only 441, 103, 52, and 9.8 days are needed to realize the successful attack.
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Figure 5-5 The MTTCs of insider attacks in the corporation LAN
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5.2.3 Insider attacks in the substation LANSs

Figure 5-6 (a)—(c) states SMP models that insider attacks happen in the substation LAN 1,
LAN 2, and LAN 3. In the substation LAN 1, HMI is the target of insider attacks. Once insider
attacks are successfully in the HMI, whole system is exposed to all attacks, which is extremely
harmful to the system reliability. psr is the transition probability of insider attacks. In the
substation LAN 2, as VLAN is equipped, shared server may be injected insider attacks. p *¢, is
the transition probability of insider attacks. And for the substation LAN 3, as local SCADA is the

only component that is able to be externally controlled, insider attacks can only exist in HMI, and

root privilege is easy to be obtained by attackers. p_ . is the transition probability of insider attacks.
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Figure 5-6 SMP model of insider attacks in the substation LANs

The transition matrix Q of these cases are Qs, Q4, Qs. MTTC curves under different skill

levels are shown in Figure 5-7.
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Figure 5-7 The MTTCs of insider attacks in the substation LANSs



5.2.4 Insider attacks in the communication links

24 links in the SCADA system are studied. Because each of links can become the hidden point
of insider attacks, according to equation (3.13) and equation (3.14), the MTTCs of insider attacks

in the communication links are shown in Figure 5-8.
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Figure 5-8 The MTTCs of insider attacks in the communication links

5.3 Reliability Analysis

5.3.1 LOLP values without considering lurking behavior

Based on IEEE Reliability Test System 96 (RTS 96), the same 14 targets in Table 3-1 are

assumed to be facing with insider attacks and discussed here to get better comparison. MCS is
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used to simulate the reliability analysis. The MTTR in this study is still set as 4 hours. Considering

4 different attack skill levels, Figure 5-9 shows the LOLP values of scenarios.
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Figure 5-9 LOLP curves of 14 scenarios under insider attacks

In Figure 5-9, the value of LOLP are much higher than that in the results of external cyber
attacks. This is because due to the insider attacks, shorter attacking paths are needed which result
in the lower MTTCs. Under insider attacks, system reliability is worse and the whole system is in

more dangerous situation.

5.3.2 EENS values considering both insider attacks and lurking behavior

Only 33 generator buses are discussed here and divided into 9 groups as shown in Table 4-1.

Under the lurking strategy 1 in Figure 4-1, when the maximum lurking time of insider attacks of
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each bus in the group is reached, all other generator buses in this group will under effectively
attacks and out of service immediately at the same time. Sequential Monte Carlo Simulation is
used to calculate the EENS of 14 scenarios which is facing with insider threats and lurking

behavior together. Results are shown in Figure 5-10.

900000
—— Novice
80000094 —— Beginner
00000d T Intermediate
1 — Expert
600000
%) i
2 500000
w
400000 1
300000

200000

100000 -+

0= T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14

Scenarios

Figure 5-10 EENS curves of 14 scenarios under insider attacks considering lurking time

Compared with Figure 4-3, EENS values of scenarios considering insider attacks and lurking
behavior dramatically increase, especially when the skill level of insider attacker is higher. It states
that facing with insider attacks and lurking behavior at the same time, the SCADA system of the
electric power system become more unpredictable and uncontrolled. These results prove again that
in the reliability analysis of the electric power system, insider attacks create much more severe

consequences than external cyber attacks, which require more attention and studies.
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5.4 Summary

In this chapter, insider attacks in the SCADA system of the electric power system is focused
and analyze. Different SMP models are built given with different attacking targets. MTTCs are
calculated based on corresponding SMP models. MTTC values dramatically decrease after
considering insider attacks compared with external cyber attacks, which is because shorter
attacking paths are needed to complete a successful attack. Via Monte Carlo Simulation, LOLP
values of 14 scenarios considering all buses in the RTS 96 under real-time insider attacks and
EENS values of 14 scenarios only considering that 33 generator buses are facing with insider
attacks and lurking behavior estimated. Both LOLP values and EENS values massively increase
in all 4 attacking skill levels, which states that insider attacks are much more harmful to the system
reliability and make the whole system more unpredictable, more unpredictable, and in more loss.
It can easily imagine that if the electric power system is under both a large amount of external
cyber attacks and insider attacks, it will be extremely unreliable, resulting in huge economic losses
and energy losses. These results provide evidence and references for subsequent researches and

the follow-up establishment of countermeasures.
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Chapter 6 Conclusion

Modern electric power system is a complex system with cyber-to-physical system, and
SCADA/EMS system is the main component of the C2P system. With the close connection to the
internet, various cyber attacks appear to cause huge damage on the reliability of the electric power
system. Issue of cyber security of power grid are calling for attention. However, few studies are
focused on the reliability analysis of the SCADA/EMS system of the electric power system
considering cyber security, so in this thesis, cyber attacks are considered and the system reliability

is studied in various scenarios. The thesis can be divided into four parts as follows:

In the first two chapters, background and main mathematical methods are expressed. The
structure of the SCADA/EMS system and their attack approaches are stated. The power
SCADA/EMS system is vulnerable to different network security threats at different stages and at
different levels of data and control command transmission due to different network transmission
methods. Mathematical methods of the system reliability analysis against with cyber attacks are
given. Bayesian Networks are explained to show its function on the establishment of cyber attack
path models. Semi-Markov Process and Mean Time-to-Compromise are stated to explain the

approach for probability evaluation.
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Then, in chapter 3, a mean time-to-compromise (MTTC) model is expounded and used to
assess the time interval of successful intrusion into network components in the control network.
Additionally, to analyze different scenarios, Bayesian Networks (BNs) are described to create the
attack graph models of corresponding cyber attacks on the system. 14 scenarios are studied based
on IEEE RTS 96. LOLP values are calculated as the reliability index by Monte Carlo Simulation.
It is found that with the increase of vulnerabilities in the system, the value of MTTC decrease, and

LOLP values increase, which indicates that the reliability of the electric power system is worse.

Besides, in chapter 4, lurking behavior of cyber attacks is taken into consideration to realize
more practical simulation. EENS values are calculated to reflect the influence on the system
reliability by sequential Monte Carlo Simulation. Different lurking time is assumed to stand for
different lurking strategies. After considering the limitation of lurking time of cyber attacks, EENS
values increase a lot, which means the power system is much less reliable. To analyze the deepest
impact on the system reliability, Hill Climbing (HC) algorithm is used to find the best limitation
of lurking time, and EENS values are estimated and compared with the fitted results. Small
difference is between two EENS values, so the right limitation of lurking time is found successful,
and in this situation, the power system reliability is the worst, requiring for better protection. After
considering the probability of detection of cyber attacks, it is found that EENS values decrease

dramatically with the increase of the probability of detection.
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At last, in Chapter 5, insider attacks are considered and analyzed. SMP models are built
considering different insider attacking paths of each scenario, and MTTCs are evaluated based on
SMP models. MTTCs dramatically decrease compared with them of external cyber attacks. LOLP
values of 14 scenarios considering insider attacks are evaluated by MCS, and they are much higher
than the previous results. EENS values of 14 scenarios considering insider attacks and lurking
behavior together are calculated by MCS as well, and EENS values greatly increase than the results
in the Chapter 4. It indicates that insider attacks create worse impact than external cyber attacks
due to the shorter attacking paths, which can result in the more unpredictable and uncontrolled

situation of the electric power system with more economic losses and energy losses.

Future work can be focused on the following aspects:

® There are more particular cyber attack scenarios in the SCADA/EMS system of the
electric power system needed to be considered and studied, for example, the cyber attacks on
intrusion detection system (IDS) and robust intrusion tolerant system (ITS).

® More completed and realistic probability evaluation model should be built to model the
various cyber attacks in reality. Patterns and characteristic of cyber attacks needed to be clearly
modeled and stated by better mathematical methods.

® In reality, scenarios are more complicated because of a variety of influence factors. More

kinks of insider attacks within the system should be taken into consideration. A completed
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attack model needs to be established by considering all factors.
® Calculating the system reliability for more systems with different topologies; and

considering the connection to the utility and calculating reliability indices in connected modes.
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