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ABSTRACT
A SYSTEMATIC FRAMEWORK FOR RADIO FREQUENCY IDENTIRKIATION
(RFID) HAZARD MITIGATION IN THE BLOOD TRANSFUSION &PPLY CHAIN
FROM DONATION TO DISTRIBUTION

by
Natalie Rahming
The University of Wisconsin-Milwaukee, 2012
Under the Supervision of Professor Timothy Patriik,D.
The RFID Consortium is developing what will be thhet FDA-approved use of radio
frequency identification (RFID) technology to idépnttrack, manage, and monitor blood
throughout the entire blood transfusion supply ch@ihe iTrac&” is an innovative
technological system designed to optimize the mhoes currently employed when
tracing blood from the donor to the recipient. Wathnovel technologies it is essential to
consider not only the advantages, but also thenfiatdharms that may come about from
using the system. The deployment of the iTF¥asonsists of two phases: 1) Phase One —
application of the iTrad& from the donor to blood center distribution, ajdBase Two
— application of the iTrac¥ from blood center distribution to transfusion. §hi
dissertation seeks to identify the possible haztdralsmay occur when utilizing the
iTrace™ during Phase One, and to assess the mitigatios@mection processes to
combat these hazards. A thorough examination dgfication and validation tests, as



well as of the system design, requirements, antlatd operating procedures was
performed to qualify and quantify each hazard sgecific categories of severity and
likelihood. A traceability matrix was also estahksl to link each hazard with its
associated tests and/or features. Furthermoreies ¢ analyses were conducted to
determine whether the benefits of implementingitmace™ outweighed the risks and
whether the mitigation and correction strategiethefhazards were effective. Ultimately,
this dissertation serves as a usable, generalisi@mework for the management of
RFID-related hazards in the blood transfusion sppbhin from donor to blood center

distribution.
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CHAPTER 1: INTRODUCTION

The elimination of tragic, yet avoidable, medicabes is not an impractical illusion but,
rather, a purposeful objective to pursue. Workmgards this goal will improve
healthcare delivery, reduce healthcare costs, arsd importantly, expunge the human
cost of such preventable tragedies. Medical ewocsir frequently and, while many
impose little potential for harm, those that dauiem injury can lead to severe
consequences (1). It has been estimated that agasak,000 to 98,000 Americans die
from medical errors each year (1-6). As such,hs& magnitude of errors in medicine
underlines the need for improved safeguards dureaithcare delivery. Despite the
common practice of identifying and penalizing tleegons committing the errors, it has
become increasingly evident that it is more effexto focus on the healthcare systems
themselves (1, 7). The systems can utilize teclyydio both mitigate and correct errors.
A systems analysis of medication errors found thattop eight of the 16 major types of
system failures discovered could have been aveuritbdoetter medical information
systems (1, 7). Hence, using technology to enhtrecaccess, availability, and
dissemination of healthcare information, and themestructuring current methods, is

worthwhile. In order to embark on the path towaadsdealized medical system absent



of avoidable missteps, a deliberate approach imvglthe addition of innovative

technologies and the optimization of current preesss valuable.

One area of healthcare where the elimination ofica¢@rrors is vital is the blood
transfusion medicine supply chain. According td@2US Department of Health and
Human Services Report (8), in 2004 approximated22 national medical treatment
centers reported a total of 32,128 transfusiontedladverse eventshese include
various issues involving sample documentation,liagestorage, and lab handling
throughout the entire supply chain process (9)Jntditely, these seemingly trivial errors

can lead to the most critical transfusion hazang:tnansfusion (2, 10-16).

Mis-transfusion occurs when the wrong blood is git@the wrong person. All humans
possess a type within the ABO blood group (Tablel'hg four key types are A, B, AB,
and O. There are two antigens (i.e. A, B) and tnitbadies (i.e. Anti-A, Anti-B). An
individual's blood type is determined by whethemnot an individual’s red blood cells
carry the A antigen (i.e. Blood Type A), the B geti (i.e. Blood Type B), both the A
and B antigens (i.e. Blood Type AB), or neitherigen (i.e. Blood Type O). Healthy
individuals produce red blood cell antibodies agbfor B antigens that are not
expressed on their own cells. For example, an iddal carrying the A antigen, who

therefore has Type A blood, will make anti-B antles. These anti-B antibodies will



attack and destroy the red blood cells carryingctireesponding antigen. Thus, if a Type
A individual receives Type B or Type AB blood, reell hemolysis or agglutination may
take place (Table 2). At best, mis-transfusion seitates therapeutic and diagnostic
interventions and, at worst, it may result in de&thorder to evaluate the best means of
eliminating medical errors such as mis-transfusiom the blood transfusion supply

chain, it is necessary to describe this procesd@etd.

Table 1: ABO Blood Types

ABO Antigen Antigen Antibody Antibody
Blood Type A B Anti-A Anti-B
A Yes No No Yes
B No Yes Yes No
AB Yes Yes No No
®) No No Yes Yes

Table 2: Blood Compatibility

Patient Type Compatible Red Cell Blood Types
A A, O
B B, O
AB AB, A B, O
0] ®)

The blood transfusion supply chain begins withdbkection of blood from the donor.
At this time, essential data elements such as bigme] donor identification number, and

other patient information details are gatheredstoced. The next step in the chain



involves physically packing blood products intoittapropriate containers. Containers
have associated temperature properties and cagacisgraints which dictates the type
and quantity of items that can be included. Aftextfthe containers are loaded onto
transport trucks and released for pick-up. Theaiaets then go through the check-in
stage, where station operators inspect the comsafoemissing or excess items. The
products are labeled with information taken atttine of collection and moved to
inventory. Finally the product and its associatgdrimation are verified and distributed.
At any point during this process, there existspbential for misplacement of items,
inaccurate transfer of data, or imprecise monigpohproducts and information. As such,
it is clear that improving the identification, tkaicg, monitoring, labeling, and storing of
blood products during the entire supply chain pssagould reduce the incidence of mis-

transfusion.

Many blood centers and hospitals have examinedtilization of radio frequency
identification (RFID) as a means of enhancing taeking, monitoring, labeling, and
storing in the blood transfusion supply chain, hade found it to be very promising (17-
27). RFID is the interaction and exchange of etenfaignetic radio waves between tags
and readers, enabling automatic identification daiz capture (AIDC) and real-time
information of marked objects (28-3®FID is a technology that is composed of

transponder tags, readers, and a hardware systetndb information is written. Also,



RFID systems operate at a range of frequenciesaiitesnas of RFID readers exchange
electromagnetic radiation waves with the tags. fBaelers then send information to
servers via wireless networks or docking stati®®eaders may be handheld or located in
gates and tunnels where they can read multiplesi@multaneously, as opposed to the

current system of using barcodes which requiredifisight individual readings.

Given the capacities for speedy information trarssion and batch reading of multiple
items, RFID is capable of supporting the need &pid and effortless access to process
data generated in the blood supply chain includwifgction, manufacturing, testing,
labeling, inventory, and distribution (30). Furthmare, RFID is a reputable technology in
logistics for identifying and tracking items, aidim the monitoring and optimizing of
logistical processes (17, 31, 32). For example PREthnology is common in the
automotive industry and is gaining widespread atzcege in supply chain processes such
as retail applications (17). Additionally, the bétseof RFID have already been
demonstrated in medical asset management. By trgqckedical devices using RFID,
both the amount of time spent searching for a aeaid the cost of replacing lost items
can be significantly reduced (32, 33). Moreovevesal other logistical areas have
examined RFID as a potential solution includingess control and time registration;

protection of expensive equipment; localizatioregflipment, staff, and patients in



healthcare facilities; organization of logistic pegses for beds, containers, and apparel,

safe identification of products and patients; grdfection against imitation drugs .

In response to the potential of RFID for automatentification and data capture (AIDC)
and monitoring of blood and blood products acrbgswhole transfusion medicine
supply chain, a consortium of blood centers (Bloewi€r of Wisconsin, Milwaukee, WI,
Carter Blood Care, Dallas, TX, and Mississippi Rlid®ervices, Jackson, MS), hospitals
(Baptist Health Systems, Jackson, MS, and Uniyedditowa Hospital and Clinics, lowa
City, 1A), the University of Wisconsin-Madison RFIRb, and several technology
partners (SysLogic, Inc., TAGSYS, Zebra Technolsgision TekLogix, Mediware
Information Systems) are developing and evaludtiedirst comprehensive RFID
system to document and track blood from donor ¢gorent (19). This system is designed
to identify, manage, track, and monitor the cowditdf blood products from the
beginning to the end of the blood supply chain.Rtdchnology is capable of both
preventing medical accidents in the health induasryvell as initiating an effective,
rapid, and corrective response in the case of argancy (34)For instance, in cases
where it is possible for incorrect administratidmeedication to occur, RFID has been
shown to enable accurate medical data transmissiaffering a control for the
identification and facilitating the administratiofthe correct quantity and type of drugs

(34).



The system being deployed by the consortium willHeefirst FDA-approved use of

RFID technology throughout all phases of the blsopply chain. This system, iTrdée
utilizes passive RFID technology that is superosimple barcode-based AIDC
methodologies in several ways (19, 35-38). Unliaecbde-based AIDC technologies,
RFID technology does not require line-of-sight. fhieans that the tag and reader are
not required to be within visual range of one aroth order for data transmission to
occur. Also, while barcodes must be read one iate RFID allows for batch — or
concurrent — reading of multiple items simultandpwusgthout disrupting the processing

of the data or its accuracy. In addition, RFID gsses a broader field of readability, is
more durable and capable of enduring harsh envieotsnand is able to store more
editable information on its chips than barcodess Thimportant as it demonstrates the
ability of RFID to more efficiently track and moaitproducts and information by
working at longer ranges, withstanding damage,haiding more relevant information

on its chips. Additionally, whereas barcodes ameegaly used once and discarded, RFID
technology enables the data to be completely eraseédhe tag to be reused if necessary.
Moreover, RFID tags may be integrated with sengoessist with time and temperature

tracking, reducing waste and diminishing patiemtg#a due to spoiled products.

RFID technology is generally applied when thera reeed to read tagged items outside

of the short visual range of a bar code (39). ldittah, processes like the transfusion



medicine supply chain may involve environmentaldibans such as temperature, dirt,
or contamination that make optically scanning bdesoneffective (40). Also, RFID
technology allows for better tracking and recomatitin of products. Additionally, it
augments the precision of product locations byzutiy its tag memory qualities of data
encoding and storage, as well as its broader dtdadability and batch reading
capabilities (30). Furthermore, RFID may boostdheuracy of tracking time and
temperature, reducing product waste and incredbmguality and availability of blood
products due to its integration of temperature sent® assist with time and temperature
tracking (30). Hence, RFID is the preferred solutior the blood transfusion medicine
supply chain. While the employment of barcodes @loais been somewhat effective at
reducing medical errors, the systems are not &ffigient as individual scanning of each

item and searching for relevant data does littleettuce staff workloads (41-46).

The iTracé" system incorporates RFID technology as a complétoethe traditional
procedures. It will initially serve as a supplemntnot a replacement of, the barcode so
that it will work with current processes, not agdithem (37). The integration of

barcodes and RFID tags has the potential to impcowgplex systems and support, and
align all components to produce optimal outcomésThis is significant as it will reduce
tragic errors such as mis-transfusion, eliminagehthman cost of these errors, and enable

better delivery of healthcare.



Bar codes will still be utilized as a backup inea$ unforeseen RFID troubles or system
failures during the implementation and testing @erBarcodes will be applied as a
secondary identification source for ensuring thatgroducts are properly labeled. The
iTrace™ was created for a more intelligent blood supplgisiwhere every element

works together cohesively (47).

The impact of integrating these technologies ints@ful system triggers an evaluation
of the value proposition. In other words, in orfterthe tool to be implemented, it must
be apparent that the return on investment is seffid1), and that the deviation from
inexpensive barcode-alone processes would be wuethenture of implementing this
new system. The consortium conducted an impacysisab quantitatively model and
estimate the effects of RFID on the business neetriche blood center (38). The
analysis consisted of two primary components: argdional impact and cost/benefit
analysis. In terms of the business metrics, it eg@axluded that the key gains would be in
productivity and quality due to automated processahiction of discarded products, and
enhanced inventory management. For the cost/bemefitl, the chief outputs measured
were total expected costs, total expected benefifsected payback period, and net
present value. The consortium projected that thendd be a $83,560 (11.2%) return on
investment (ROI) over 5 years resulting in an appnate 4 year payback period. For

larger organizations, the recovery may be less thiaa® years (approximately 30
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months), but for smaller institutions the paybaeki@d may be as much as 6.9 years (2).
Ultimately, the researchers of the consortium estiah that, by improving quality control
and identification procedures through RFID, theoblbanking industry would save more
than $9 million per year and result in 40,000-48,88wer units of discarded blood
products (9). Thus, it may be justifiable operagibynand economically, particularly for

larger organizations, to employ RFID technologyhia blood supply chain.

Moreover, since iTrad¥ software introduces a new technology to the Twsish
Medicine field, a pre-market approval from the Feod Drug Administration (FDA) is
essential before employment of the new softwapeimitted. All technological devices
in their infant stages trigger an array of questioancerning the effects of their use.
Although the benefits of using the tool may apgdaagible, the uncertainty of the actual
advantages or consequences of using the technmawgins until confirmation is
attained through research and testing. Thusyielig important to identify and

understand not only the gains, but also the haz#rdmploying new technologies.

The potential hazards of using new technologiesbeaseen in the story of the Therac-25
(48). This notoriously defective system would mafftion up to 40 times per day as a
result of its software. In a 20-month period, tb&ware defects led to massive radiation

overdoses for six cancer patients, leading to daths of three. In dealing with medical
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devices and, hence, the lives of others, the exdstef potential harms may outweigh the

likely advantages.

Several types of hazards — technological, impleatamnt, functional — may occur.
Technological hazards are potential sources of fwaigmating from technology or
system conditions, or from the interaction of huraativity with these conditions.
Implementation hazards are potential harms rel@téglchnology usage in an everyday
setting. Functional hazards are the potential havhish may disrupt the ability of the
system to perform its intended duties appropriaaely accurately. Full awareness of the
hazards, as well as system specifications ancegtest for mitigation and correction are
essential. Since the iTrakis the first tool to account for complete bloogygly chain
management from the donor to the recipient, tHesraé utilizing RFID in blood supply

operations has not previously been assessed.

There are two phases for the implementation offttece’™. “Phase One” encompasses
all of the activities at the blood center startmith blood donation, manufacturing,
testing, inventory management, shipping, and d¢hstion of blood products to the
hospital. “Phase Two” comprises all activities rafnsfusion services at the hospital
starting with receiving blood products and endinthwross-matching and transfusing

patients. The consortium has completed developarahi pilot for both phases and is
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currently finalizing all documentation and delivieles necessary to submit for Medical
Device Class Il clearance from the FDA for iTrdt@hase One. The submission will be
done in accordance with Section 510(k) of the F@ydg and Cosmetic Act, which
requires device manufacturers to register andyntig FDA of their intent to market a

medical device. This is known as Premarket Notiftca- also called PMN or 510(k).

In this instance, the RFID Blood Transfusion Cotisar becomes a medical device
manufacturer that is required to submit a premankéfication because of the intent to
introduce a device into commercial distribution fioe first time or reintroduce a device
that will be significantly changed or modified twetextent that its safety or effectiveness
could be affected. In the case of the iTfdcehe substantial change is the addition of
RFID to the current blood supply chain processedldi®ig a comprehensive analysis of
its technological, implementation, and functionatards is a key component of receiving
approval before releasing to the commercial ma&ieice the project is still in its early
phases and the types of hazards that would be etered vary extensively between the

two Phases, the analysis presented here will fsclety on Phase One.

A major function of any new project or developmisna thorough risk analysis. It
includes rigorous, fact-based methodologies witdpfined criteria for assessing the

risks associated with all elements of the offerib@lso consists of structured reviews of
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each potential hazard to assess the status, seyablems, issues, and dependencies.
Additionally, mitigation strategies are developediefine the preventive actions required
to minimize the risk, and correction strategiesdesigned to address the hazard in the
instance of occurrence. SysLogic’s Quality Systeanival and FDA guidance

documents provided preliminary direction for thasalyses.

Although the Consortium used these applicable statsdand pre-identified hazards for
the implementation and functional portions of tihejgct, assistance was needed on the
technology portion. Using RFID in this environménan entirely new practice, and help
from someone with biomedical and health informatiesiing was essential in
uncovering the issues that could potentially ocburesponse to this need, | was tasked
with discovering what these technological hazamigdbe. The consortium also wanted
help in producing a thorough analysis — includimg tategorizing, qualitative and
guantitative ranking, and mitigation/correctiorastigy evaluation — of all of the hazards
that could take place throughout Phase One. Asafisssment was a requirement for
FDA 510K approval and critical for the system ewadilon overall, | was responsible for
completing this initiative as well. My role was aykcomponent in revealing potential
harms, assessing the system’s value, and answarasjions regarding the system’s

usability.
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Therefore, the purpose of this project was to cehdihazard analysis of this new
medical device to deduce answers to the followggiries: 1) how the benefits of the
tool outweigh the existence of the potential haza®) how sufficient are the applied
mitigation and correction strategies, and 3) how tha methods employed to qualify
and quantify the hazards into specific categoreerénsferred to other new medical

devices.

There were several objectives to this study. Tist Was to identify all of the possible
hazards that may occur when using the iTFadeom donation at the blood center to
blood product distribution at the hospital, ancridite severity of each. The consortium
had already begun to identify hazards based oByskeogic Quality Document and FDA
guidance documents which detailed what hazardsamenonly encountered with
medical devices, as well as which steps to taknguhe verification and validation
milestones of product development. | managed teetification and assessment of the
technological hazards associated with RFID usherbtood supply chain. Next, an
analysis of the severity and likelihood for all b types was performed. The strategies
taken to eliminate, mitigate, prevent, or respanthbse hazards were then documented.
Third, the effectiveness and success of these melbgies were assessed. Fourth, an
evaluation of whether the application benefitshaf iTracé™ were worth the risks was

completed. Lastly, the ultimate goal of the projetb construct a comprehensive hazard
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analysis and traceability matrix, establishingfthendation of a systematic framework
for managing RFID-related hazards in the bloodgfasion medicine supply chain from

donation to distribution for generalized use withey technologies — was completed.

RESEARCH QUESTIONS

RQ 1: How do the benefits of using the iTrace! outweigh the potential

RFID-related hazards?

RQ 2: How sufficient are the mitigation and correcton strategies for
managing RFID-related hazards in the blood transfu®n medicine supply

chain from the donation to blood center distributin?

RQ3: How can the methods utilized in this paper e#ctively qualify and
guantify the associated hazards into standard categies which may be

transferable to other newly deployed RFID-based hd#ncare technologies?
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CHAPTER 2: BACKGROUND

This chapter will provide insight into the primattgsign features of the iTrdce It will
also give details on the particular “pain points’sduations in which there is the highest
demand for RFID use, as well as on the “touch gdiot areas within the blood
transfusion supply chain where RFID-enabled praxzease the most advantageous. In
addition, the types of hazards that may be encoethi@uring Phase One will be
described. Lastly, background information on thélR€onsortium itself will be

supplied.

iTRACE ™ DESIGN
The iTracé" design consists of specific RFID technologiesjotar RFID touch points,
and a particular architecture formulated for besst practices from donation to blood

center distribution.

RFID Technology

Radio Frequency Identification (RFID) is a techrgylavhich identifies items by using
electromagnetic radio waves (wireless air interfacenteract and exchange data
between transponder tags and readers (30) (Figuheid generally composed of

transponder tags, readers, and a hardware systetmdb information is written, and it



17

operates at a range of frequencies. Tags may we ggassive, or semi-active/passive.
Active tags are battery-powered and able to emitads without activation by a reader.
Passive tags “awaken” when in the field of the eza@ihe power from the reader
prompts them to communicate. Semi-active/passiye tiae a thin battery, which can be
used to increase the read range of the tag, tompwehip. The iTracé solution uses
the passive tag, which is the most widely accefiietiealthcare supply chain solutions

(40, 41, 49).

RFID Reader
Antenna

Computer

Antenna Coil IC Chip

Figure 1: RFID Technology Structure

The readers of RFID systems have antennas thaaegelelectromagnetic radiation
waves with the tags. The information that is repdhe reader is sent to servers via
wireless networks or docking stations. Readers Ineglyandheld or located in gates and

tunnels where they can read multiple items withgingle container at once.
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There are three different kinds of frequencies aictvRFID can work that determine the
range at which the tags can be read. The firstsfitequency. Low frequency (LF)

bands typically work at frequencies of 125-134 KHigh Frequency (HF) bands operate
at 13.56 MHz. This is the global ISO-standardizedjfiency, and is widely accepted for
use in the healthcare industry. Ultra High FreqydiuHF) works at 850-900 MHz.
These are the most expensive tags, possessingsheabges and transferring data the
fastest. However, UHF licenses vary in allowance tuhealth and safety issues. UHF is
capable of exciting water molecules in blood pragdue the extent that they would likely
raise the temperature of the blood beyond acceptabéls. The iTrad& employs the
international standard 13.56MHz, which is the resmnded standard for blood

transfusion medicine (30, 38, 40, 50).

Furthermore, RFID tags are capable of storing médron and carrying all major data
about the product. The minimum suggested memorgaigpof 2 Kbits enables the use
of International Society of Blood Transfusions (I§B.28 data structure and messaging
(30). The data on the tag may be locked to prateesitive information, or it may be
unlocked to allow for reuse of tags. Data carmetependent ISBT 128 compliant figures
which use 7-bit ISO 646 (ASCII) characters are Usedhe tag memory (35). Tag user
memory is distributed in 4-byte physical memorydi®which are individually

addressable and locatable (35).
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iTrace™ Architecture

The iTracé" is made up of a set of devices installed and aséuk central blood center,
remote fixed donation sites, and remote mobile tlonaites as described in the

iTrace™ Technical Specifications documents.

The components of the central blood center faaiigjude a server on which the
software and application are installed, a netwdrkxed and handheld RFID/barcode
readers and antennae that are connected to a sexrtbe blood center’s local area
network (LAN), one or more servers on which theodl@enter’s Blood Establishment
Computer System (BECS) is installed, one or maentivorkstations used to access the
iTrace™, and a network connection through which a serganects to and interoperates

with devices at remote donation sites.

Remote fixed and mobile donation sites both corttamiware components such as a
server software installed on a PC connected tinteenet and a Wi-Fi LAN at the
donation site, one or more handheld RFID/barcodders that are connected to the
donation site Wi-Fi LAN and interact with the servand printers and supplies used to
print shipping manifests, blood donation recordrfsy and labels. Additionally, for fixed
remote sites, an electronic interface between lgetrenic blood donation record and the
server software which reduces manual entry for eatibction may be employed.

Similarly, a USB thumb drive may also be used twestionation record information.
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For all site types, there is a set of design festand underlying assumptions on which
all of the applications that comprise the iTratdepend. These include the physical
items tracked, the use of RFID tag identificatiammipers (TINSs) and user memory,
containers, locations, notes and tracks, and haeddevices supported at each touch
point. Moreover, the physical location and movenadrthe following items are all
tracked with the iTrac&': blood donation records (BDRS), test tube setmdbags, and
containers. Each item is distinguished and idestdiiy the RFID system using a
combination of RFID tags and bar code labels uksjr128 format. While blood bags
and containers have RFID tags attached, test etseaad BDRs are identified by bar
codes. Collection bags use 14 x 31mmRFID tags glaoéer the standard ISBT 128
DIN label (35). The items are tracked both indinatlypand as a set. All of the
applications that comprise the iTraleare designed to work with either bar code only or
RFID-enabled blood bags and containers, allowiegRREID application to have a back-

up in case the tag becomes unreadable.

Every item within a collection, as well as the isstlf, shares the same donation
identification number (DIN). However, each itenfusther identified by its type (BDR,
test tube, or blood bag), content type name (RBRBC-2), and globally unique tag
identification number (TIN). The TIN is fixed atdhime of manufacturing, can never be

changed, and is guaranteed to be unique even atifftesent tag manufacturers.
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Each RFID tag has a small amount of random accessnobemory that can be used to
store information about the item to which it isaatied. The tags record the following
information: Product Code, ABO/Rh, Donation Ideioaition Number, and Product
Expiration Date. The Procedure Code is also catetd assist in the manufacturing
process. The user memory can be read and writtéiiptauimes. Areas of the tag may
be hidden to inhibit modification. Furthermore, thgs are capable of responding to a
one-time “kill” signal, which triggers the self-dasction of the tag such that neither the

TIN nor the user data memory can ever be read ibiewragain.

There are four readers that are used in the iTfadeagsys L400, PA600, Tracient
Paddle, and traditional barcode scanners. Theypeatrected to read tag TINs or read
and write tag user memory. During the writing dbimmnation to the tag’s user memory,
the software first directs the reader to writedlesired data to the tag’s user memory and
then read the data back from the tag. The softa@nérms that the data was successfully
written to the tag. Data written to the blood bag is never read or used by the system
software. Only the TIN is read at each of the REHbled touch points to associate,
retrieve, and process blood bag information froemdhtabase. Figure 2 depicts the RFID

reader display.
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Figure 2: iTrac8" Reader Display

PAIN POINTS
The dynamic nature of the blood transfusion supjplin results in considerable
difficulties in information acquisition, processirgnd management (51). As the volume

of information increases, so does the potentiahtonan error. Consequently, blood
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centers are turning to information technology resesi to improve the productivity and

efficiency of blood banking processes (17-27).

Blood banks are looking to RFID technologies faritification, authentication, tracking,
traceability, management, labeling, inventory, siégusensing, and regulatory purposes
(32, 52). The auto identification and data captagabilities of RFID enable the
elimination of mistakes and the optimization ofgesses. RFID technology in healthcare
has also been shown to be cost effective for heaéhoperations (53). The combination
of these benefits helps facilitate the constructibtransparency and trust for the

healthcare system through the use of a total guajgtems approach.

The goal of the iTrac¥ is to enhance the delivery of transfusion meditipsupporting
the operational process at critical points. Prooeasers from blood banks participating
in the consortium identified “pain points” in tharcent transfusion supply chain
processes. “Pain points” denote areas throughewutupply chain where inefficiencies or
errors often occur (38). Each pain point was om@ezording to the frequency of the

incidence and the magnitude of the consequence.

In Phase 1 — from donation to blood center distrdou- there were four primary pain
points (35, 38) (Figure 3). The first involved racding data with physical reality. This

means it was necessary to ensure that the datalréetailing the expected amount and
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type of products matched the amount and type afymts that were actually delivered.
With the current barcode process, each blood ptadust be tracked and accounted for
individually. The RFID-enabled iTraf® solution was designed to construct
unit/container relationships, allowing for bettexaking and faster container

reconciliation of products.

The second pain point dealt with physically locatproducts. Like the first pain point,
this was reflective of single product tracking doamits. The solution was to use RFID to
capture details and log data/update a databasedtvetimost recent location of all

products encountered during searches to enabler etteability.

Similarly, the third pain point was the difficuliy scanning multiple items. Unlike the
barcode-based processes currently in place, the Rféicesses enabled by the iTrate
will support the preferred capacity to read mudéiphits simultaneously and without the
necessity of line-of-sight reading. This will fatake rapid donation check-in and
shipment verification at the blood center. The €Y is capable of reading all of the

units in a closed container at the same time, denably increasing efficiency.
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Reconciling data with e Build RFID unit > RFID container
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Each blood product physical reality ena
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Rapid check-in and «  Use RFID’s ability to read multiple units in
shipment verification closed containers to dramatically reduce labor

Track time out of . Provide an alert if the time between “last

No temperature-controlled led seen” in a uncontrolled temperature locations
alert in place temperature- controlle is too long
locations

Figure 3: Pain Points

The final pain point identified during PheOne was difficulty irtracking time anc
temperature. Existing barcc-only procedures do not utilize tempera-controlled
alerts. The iTrace' solution remedied this pain point by providing téf and when th
time between scans/reads in uncontrolled or incoteanperature locations ceeded
expectations. As such,appears evident that RFID is capable of solvingyradrihe
challenges fang traditional blood banking operations. The asepf the currer
processes and pain points served as the groundamodesigning the iTrac™, and

enabling its application across various processh points.
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iTRACE ™ TOUCH POINTS

The touch points are the areas of the blood sugimjn in which the iTrac¥
complements the current processes (Figure 4). Aaogto the Functional Specifications
Document of the consortium, they include the follagvactions throughout the supply
chain: collection, pack container, load and relgaskup, check-in container, label
product, check-in inventory, verify container, ckae returns, check-in imports, and

inventory management functions.
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. 2|
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Location Audit i‘;'—'—
P A~ Find and Move - e
F ;5 A Fd ‘ 5 Check-in Returns
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Figure 4: iTrac&" Touch Points

Collection

During donation collection, RFID technology is usediniquely identify and track

physical components that make up the collectiol siscBDRs, test tube sets, and blood
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bags. It is also used to gather key data elementoflection. The selected information
about the collection is encoded and stored in thlDRag memory associated with the

blood bags included in the collection.

Pack Container

When packing the container, RFID associates iteitisttveir containers by their DIN as
they are physically packed into the containerssTacilitates fine-grained tracking of
each item’s location, as well as the formulatiopick-up documentation to be used in
reconciliation activities. Each container has asvamted type, capacity, and temperature
property, which is used to determine the maximungity and kinds of items that can

be packed in the container. The container typescapedcity constraints are verified as

each item is packed.

Load and Release Pickup

RFID technology enables the association of containgh a pick-up as they are loaded
onto transport trucks, allowing the detailed tragkof the container’s location. The
technology also permits automatic creation of pipkdocumentation for use in

reconciliation. This establishes a chain of custwdgsfer from the donation site to the
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pick-up transport service as well as visibility fooducts in transit from remote donation

sites to blood centers to assist in advanced ptmguplanning.

Check-In Container

During the check-in stage, the RFID technology nedes the content of each container
individually and as a whole, giving the check-iat&in operator the ability to view and
classify containers, as well as found, missing, exxess items within each container.
Items are “batch read,” meaning they are read sanebusly. The information that is
read is sent electronically to the Blood EstablishhiComputer System (BECS) to

check-in the items.

Label Product

Product labeling information from the BECS for tileod bag being returned to the
blood center is received. Additionally, the RFIDcedes, updates, and verifies the
information (DIN, product code, expiration date, @HRh, etc.) on the bag’s RFID tag

memory.
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Check-in Inventory

The RFID provides chain of custody details when Igdabeled products move from the
labeling area into inventory, updating both theksand BECS as appropriate as well as
the product’s inventory storage location informattbat is maintained in the RFID

system.

Verify Container

RFID, again, allows for batch reading of an outhlibshipping container’s contents and
performs a final verification of a packed shippoantainer’s content before the container

leaves the blood center.

Check-in Returns

When the blood bag is returned to the blood cepteduct labeling information from the
BECS is received. Simultaneously, encoding, updataind verifying of the information
on the bag’s tag memory occurs. Any patient infdromathat is located on the tag is

removed.
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Check-in Imports

During check-in imports, product labeling infornmatifrom the BECS is received, and
the information on the bag’s RFID memory is encqdguiated, and verified. The

product’s inventory storage location is also update

Inventory Management Functions

The RFID technology helps the user find blood baygipcts in inventory and move them
to new locations in single batch operations. Addilly, it helps the user update the
inventory of items currently stored in a specifiedation as a single batch operation. The

BECS is updated appropriately.

The impact of RFID appears to be substantial. iieti] the risks of utilizing the
technology are examined, the full impact of itslaggpion cannot be measured. The
hazards of using RFID technology in the first tadlthe blood transfusion supply chain
must be assessed and the appropriate responskeselisso that a functional, valuable

framework may be established.

POTENTIAL iTRACE ™ HAZARDS
The three primary types of hazards that are eneoeditare during Phase 1 of the BSC

are technological, implementation, and functioha}.role was to serve as the project
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lead for the technology hazard group, identifyitegting, and analyzing technological
hazards that may occur with the introduction of RE¢chnology into the blood supply
chain processes. The implementation and functioazérds listed were derived from the
SysLogic Quality Plan document which details hagax@mmonly met with the adoption
of new medical devices. The Project Manager anmbuamembers of the consortium

identified them as potential hazards that may i use of the iTrac¥ tool.

Technology Hazards

Technological hazards involve the read/write e¢indy of the RFID system and the
effects of the high frequency (HF) radio frequentggnetic waves on other medical
devices and the blood products themselves. Theyiattude tag and system capabilities
and survivability under harsh conditions. Theresatety and critical functionality
requirements that must be fulfilled in order foe guccessful mitigation of the hazards
associated with the iTrat® The safety and critical design requirementsfierpiotential

technology hazards of the iTrd¥einclude the following:

e Preventing Read/Write Errors or Failure.

e Ensuring No Adverse Effects of RFID Technology dad#l Products.

e Ensuring Performance Capability of RFID Tags Duttimg Most Common Blood
Supply Chain Processes.
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e Ensuring RFID Tag Survivability After Experiencitize Most Demanding
Conditions in the Blood Supply Chain.

e Ensuring No Interference of RFID High Frequency JldRd Electromagnetic
Interference (EMI) with Other Systems.

The specific hazards that were pinpointed and asdesill be discussed in Chapter 4.

Implementation Hazards

SysLogic, Inc. maintains a list of recognized aekeeable hazards associated with

medical devices under both normal and abnormalitond. Previously identified
hazards are also taken into account. Possible meieation hazards encompass a broad
range of issues related to the realization or etxacwf the device specifications. They
include matters involving the database, interfaega processing, data corruption or loss,
and audit trail items. The safety and critical dasiequirements for the implementation

of the iTraceTM consist of the following:

e Preventing Sequencing or Timing Errors
e Preventing Data Loss / Corruption
e Preventing External Interface Errors

Functional Hazards
The functional hazards identified and tested ase abmponents of SysLogic, Inc.’s

known and foreseeable list of risks associated midical devices. Functional hazards
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consist of any potential risks to the performanicéhe system/device in a daily
operational setting. They are comprised of conceglaged to the ability of the system to
record read/written information appropriately awdwately. They also include other
software design and capability issues such asisgcaccess, traceability, notification
alerts, monitoring, tracking, and labeling. Theetafand critical design requirements

associated with the functionality of the iTrd%enclude:

e Preventing Unauthorized Entry or Override of Sysizata

e Preventing Loss of Traceability

e Preventing Packing in Improper Containers at CtbbecSites

e Ensuring Reconciliation of Materials from Collecti8ite

e Ensuring Blood Product Labeling Information is Redp Captured from BECS
e Preventing Unsuitable Products from Being Releasdistribution

CONSORTIUM ROLES AND RESPONSIBILITIES

Due to the existence of several valuable playetearRFID Blood Center Consortium, it
is important to identify the roles and responsdiieii of each. This will enable a better
understanding of the project’s organization. Thesootium consists of personnel from
the multiple aforementioned organizations workimgler the guidance of the Program
Director, Rodeina Davis. Members of the consortmaake up various components of the
organizational structure including the Steering Guttee, Project Management Team,

Product Manager, Project Manager, Project Coordim&rant Administration Team,
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Activity Team Leads, Activity Teams, and Grant Adistration Team members (Figure
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Figure 5: RFID Consortium Organizational Chart

My role in the consortium fell under Team 4 for Qiya510(k). | served as the project

lead for technology hazard analysis. | identifiéd¢cumented, and analyzed the hazards
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associated with the technology itself. Additionallparticipated in the analysis of the
implementation and functional hazards. Furthermioassisted Alfonso Gutierrez and the
UW RFID team in performing and analyzing the Wissl€ommunication Protocols
study. Finally, | constructed the traceability ngtltinking all of the hazards and

mitigation strategies with verification and valiat procedures.

CHAPTER 3: METHODS

The hazard analysis for Phase One consisted opfimiary steps: the identification,
definition, crosschecking, and ranking of hazaralsdal on the impact the hazard has on
the system, patient, or safety of the blood proadwn the system fails or a design flaw
is uncovered. Verification and validation of thetigmation strategies, as well as corrective
actions, were examined through extensive use @abpobtesting, unit testing, and system
testing. This was done to ensure that the funclitynaf the system remained continuous
and effective. A traceability matrix was also counsted to illustrate the sources,
methods, and results of the tests of each hazadrgation strategy. Upon complete
analysis of the results of each test, completeaijmeral understanding of the new
iTrace™ throughout the entire supply chain was achievéenT a subjective evaluation

was completed to determine the resultant risk gpiagpriate steps to be taken. There is
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no consistent or standard method for estimatirgy thiut the severity and likelihood
matrix which will follow generally derives acceptalvesults for low- to medium-risk

devices.

HAZARD IDENTIFICATION

The process undertaken for identifying the hazhedgmn with a thorough analysis of the
use of the iTrac® in the entire blood transfusion supply chain nitaéled detailed
consideration of the system'’s intended use, fesfamed functions throughout each stage.
The first step involved the review and gatheringatiential relevant harms from a list of
known and foreseeable hazards. These hazards eweré in the SysLogic Quality
Document standard. They tended to consist of imefgation and functional hazards

such as those involving security, access, alemt$ natifications.

The next step consisted of the analysis of diststgable iTrac&” characteristics using
the system design and requirements documents. thahentified for this group
comprised those which had an impact on the basittifunality of the system. General
system attributes and properties such as readfaritees, bad tag data, and altered tag

data were found by reviewing the possible vulndites or threats associated with each
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feature or requirement. In other words, harms wiexgnosed by accounting for any

inadvertent instances of system failure or deviatiom intended use.

After that, additional hazards were discovered tglyzing factors presented in the
protocol studies. The Limit Testing protocol reveghhazards dealing with the effects of
13.56 MHz radio frequency (RF) magnetic field raidia on the temperature elevation
and toxicity of cellular protein structures of eldod cells (RBC), aged red blood cells
(aRBCs; near expiration of the 42 day shelf lifeiole blood derived platelet products
(WBDP), plasma, and plasma coagulation factors uexigeme RF exposure conditions.
This study was concerned with the potential conseqge of 13.56 MHz on blood
products, and its possibility of leading to: 1)serin the temperature of blood products
(red cells, pooled platelets, and plasma) duedtediric heating generated by extended
exposure to the intense RF field, or 2) cellulapatein degradation from extended
exposure to the intense RF field. Therefore, hazesete uncovered by noting the
adverse thermal or biological effects on the trasisin safety or efficacy of blood
cellular products and coagulation factors that ew@se from exposure to intense RF

radiation from 13.56 MHz RFID readers.

Additionally, the Performance Testing protocol souig determine the commercial

applicability of the RFID system solution in thebtl transfusion medicine industry. As
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many aspects of the performance capability of Rfal§® as possible during the most
common blood supply chain processes were evalu@ledstudy combined the four
different types of readers: (1) TagSys HF RFID Teln(R) TagSys HF RFID Flatbed, (3)
Unitech handheld, and (4) Tracient PadL with aliref traditional containers used for
blood products — Coleman cooler, tray, two genSticofoam boxes and platelet boxes —
in varying groupings to determine the efficacy. Thigerent combinations were applied
at each of the RFID-enabled checkpoints in thedkgpply chain process to thoroughly
assess where and what types of hazards may oscwelbas how to combat them.
Hazards were revealed by probing the scenarioshadaald occur if the system did not
perform as expected with any of the above-mentiaoedbinations of commercial

application.

Furthermore, analysis of the RFID Tag Survivabiktytocol helped to identify hazards
by investigating functional tag performance chanes could arise from exposure to
centrifugation, blast freezing, and gamma irradiatiThe studies simulated operational
conditions equivalent to those a blood product wdrdditionally undergo. These
methods can lead to degradation in tag functionalit ultimately, failure. As a result,
hazards were discovered by understanding the wasst effects that these processes

could have on the system and users.
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The HF RFID Application in Blood Centers WirelessrSiderations Protocols
investigated the potential effects of electromaignaterference (EMI) on existing
medical equipment and systems, as well as amonlg Higquency (HF) RFID entities.
Such consequences included instances in which tesen interruption or failure in
wireless, waveform data, or communication transioiss Hazards were identified by
assessing unfavorable outcomes related to EMItsfeend erroneous and/or incomplete
system communications. The culmination of all thefegesaid processes has led to the

comprehensive group of hazards identified, desdribad rated in this study.

In analyzing the hazards and the procedures thatomaaken to mitigate them, the

following verification and validation methods wesmployed.

VERIFICATION STRATEGY
For each, the team analyzed the risk of implemgrttie technology to avoid potential
hazards. Testing protocols were created to ertBateeach technology hazard was
mitigated. It was verified that the technologydiseet safety and critical functionality
requirements, via the following:

a. Limit Testing Protocol — Ensured RF radiation had no adverse effectdandb

products. Limit testing in phase 1 of the RFID patjindicated 13.56 MHz RF
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energy had insignificant temperature and biologatgdcts on RBC products that
were < 11 days old and whole blood-derived pladedeen at very high magnetic
field levels of 5 amperes/meter and extended expadurations. Results of initial
limit testing were reported to the FDA on Januaty 2008, which confirmed the

safety of 13.56 MHz RF with RBC and platelets agdito the agency’s consent

to proceed with prototype testing and pilot uséhefsystem with those products.
Aged red cells (nearing expiration of the 42 dagif§land thawed plasma

products were also tested.

This protocol was initiated to examine the effaxftd3.56 MHz radiofrequency
energy under the most extreme conditions possibdeder to demonstrate the
slight likelihood that the identified potential lzads could arise. It was utilized to
evaluate the effects of RF frequency becausegittnditions established for the
study far exceeded any to which a blood productlevoustomarily be subjected,
then the probability of the hazard occurring wolddminimal. Thus, this test of
extreme conditions was highly valuable for rankiing hazards associated with it

by demonstrating the ways in which the hazard cbeldeduced.

All of the blood products were tested in the sana@mer. The only variation was

in the bag volumes and normal storage and testimgérature requirements for
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each type of product. Therefore, all of the norprakcesses that blood products
would experience were considered, yet with the umigquirements essential for

each.

. Tag Survivability Protocol — This protocol was used to confirm the safety,
reliability, and performance of the 13.56 MHz RREzhnology as follows:
RFID tag survivability and resiliency under cenigétion, irradiation, extreme
cold (blast freezing and thawing), as well as REIQ security and integrity,
electromagnetic interference effects and tempegand biological effects of

13.56 MHz RF energy on plasma and aging red bledld.c

The Survivability studies were designed to eitherutate operational conditions
equivalent to those a regular blood product wowdmally undergo or subject the
blood product to extreme exposure when encounteengyifugation, blast
freezing, and gamma irradiation. Since the solutwdhbe commercialized in the
transfusion medicine industry, it was critical tacover the impact of both. The
survivability tests were intended to serve as aglement to the standard systems

software test.

The protocol was selected because of its abiligcmount for different processes

and show the functionality of the tag in a genemahmercial environment. All of
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the different types of tests were run in the saraemer, and the potential hazards
that arose from each process — centrifugationf bleszing, gamma irradiation —

were identical as they could lead to similar fumcéility deviations and failures.

Performance Testing Protocol -Evaluated RFID tag read/write performance
during the most common blood supply chain processeg) a defined set of
performance measure indicators. Tag performaneeséd whether the coupled
system tag/reader performs satisfactorily (reagimggding tag content) in
simulated scenarios including different bag cordesnpackaging materials, and

different types of readers.

This protocol was significant as it tested varyoognbinations of system
functionalities. It was selected to mimic traditbprocesses. As it was based on
the performance of the system, it was importatiaee protocols which would
imitate scenarios that would occur in common sg#tiikewise, it was valuable
to evaluate all possible reader/container relahigpssto investigate all potential

situations that could take place.

EMI Testing Protocol — Determined whether there is potential electrameéig
interference (EMI) from high frequency (HF)-baselR systems on existing

medical equipment, as well as the potential EMHBfRFID equipment on
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existing wireless devices and systems found in timma@and processing centers.
The protocol also identified any potential for ereous and/or incomplete
communication between HF RFID entities (e.g., betw&ag and reader or
between reader and server) due to EMI from otheicds. Where applicable,
proactive measures to minimize or eliminate EMéef§ were also suggested.
This protocol was essential as it demonstrate@tfeetiveness of the system
when placed in proximity to other similar technokxy It showed the ability of
the system to still function without impeding thegabilities of the other systems.
It also demonstrated the ability of the iTr8¢¢o work as intended without
leading to the harm of patients as a result ougisng wireless, waveform, and

communication transmissions.

The capabilities of the system were tested by ptattie iTracg” at varying
proximities to a range of other medical devicessThethodology was selected in
order to determine its effects within and betwesahhologies at different
distances. It was a worthwhile procedure as it gtbthe impact of the

technology on an array of different systems anthfeorange of distances.
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VALIDATION STRATEGY

Validation tests were used to determine whethetetlenological design,
implementation, and functional capabilities of Hystem operated as expected. The
instances in which the system was unsuccessfahat\ang anticipated results served as
demonstrations of potential weaknesses, riskshaadrds to system use. The tests
consisted not only of desired outcomes, but alamédvorable circumstances that could
potentially cause malfunctioning of the systemhar teading/writing of inaccurate data.
The thoroughness of the testing was essentiaktdigtovery of both the benefits and

hazards of employing the system.

a. System Testing- Final end-to-end test of the RFID solution contdddy the
RFID Consortium. All system functionalities of thHeace™ were evaluated.
The system tests were conducted in accordancehgt@onsortium’s
software development life cycle. Successful conghedf system testing was
required prior to release for user acceptancenggsiluring system testing, the
proper interdependency between hardware, softwaténderfaces was
validated. Each system capability throughout eaapyesof the blood
transfusion supply chain from donor to blood cenistribution was
evaluated.

A total of 29 system tests were run on the iTH4c@he common operational
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functions and systematic procedures of the iTPa@ee all referenced in one
or multiple system tests. System testing was sadless it took into account all
of the possible system functionalities and captidslj as well as potential
hazards and hazard mitigation/correction procedinascould be applied
from the beginning to the end of Phase One.

During testing, team members validated that thetfanality included in the
system operated accurately and reliably as a wdrademet performance

criteria prior to user acceptance testing. Testaliglated the system by:

e Following the System Test Plan (developed using the

Consortium’s System Development Life Cycle)
e Checking that the interface is properly designed
e Proceeding “top down” or “bottom up” as required

Nonconformance was documented on the system testsdfs documentation and

summary documentation. Correction and retestingroed as required.

b. Unit Testing — Extensive unit testing was conducted on thec@fa The
principal objective of unit testing was to takeiindual components of

testable software and processes of the applicasolate them from the
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remaining elements, and analyze their behaviortdumere tested
independently prior to incorporating them with atpeocesses. In other
words, each stage within the blood transfusion jugpain was tested
separately. Several hazards anticipated as a gtk implementation or
functionality of the iTracB’, as well as some based on the technology of the
system, may be linked to one or many unit tests.

The unit tests were performed to verify that theEE " and its middleware
software piece would accurately capture data rejab the Blood

Transfusion Supply Chain collection, tracking, ntonng, and processing of
products and materials. The aim of the systemit®nly to enable greater

traceability, but also to enhance the efficienckey supply chain operations.

There was a total of 21 Unit Tests carried outftectively test the

functioning of the system throughout all stagethefsupply chain from donor
to blood center distribution. Various conditionattibould occur within these
stages, as well as expected results, actual reanlisdiscrepancies were
documented for each test. The test was deemedssiicci the operation
concluded as anticipated. The test was considefaitLige if the incident

which actually ensued was a deviation from thendésl design or
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functionality of the system. These steps were takemomprehensively

evaluate all aspects of the system from end-to-end.

Performance Qualification — Formal validation completed by a
user/customer in a regulated environment. The mar®to validate use of
the system tested solution within the context eicd operations using
Standard Operating Procedures (SOPs) or QualitieByBesigns (QSDs)
and training documentation. It further ensured Kegt functions perform at
acceptable speeds. Key functions are identifiegl,(eemote and on-site user
access screens, system processing and data retnietveork interfaces and
external system interfaces) and an acceptablenpegsifce standard is
achieved. This validation ensured that the systeaming of users, and
SOPs/QSDs work together, as expected. Successfigletion of
Performance Qualification (also referred to as aseeptance testing or beta
testing) was a precursor to allowing use of theesgsn the pilot phase. This
test was done to demonstrate the usefulness slytem in a real,
commercial environment.

Prior to testing, the test team received trainmgcbnducting testing. During

testing, users thoroughly tested and accepted i@ Rpplication before it
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could be authorized for pilot use. They testedsystem in the QA instance

by:

e Following the Performance Qualification Test Pldayeloped using

BCW'’s QSDs relating to Performance Qualification)

e Testing their own SOPs or QSDs

e Validating the training received to use the system

Validating the user guide

Nonconformance was documented according to perfocengualification QSDs in place
at BCW. Correction, retest, and validation occumedequired before placing the system
into the pilot phase. Following a successful pitbg system was released for production
use. After the Performance Qualification Test emscuted, a summary was prepared

and approved.

Thus, the methods described illustrate the foundadf a comprehensive strategy for
identifying hazards and assessing the strategiaediicing or mitigating them. There
was a detailed, thorough process for identifyirghhzards, as well as an all-inclusive
approach for testing them with simulated, extreregulated, actual, and end-to-end

methodologies. All tactics were valuable for the@l formulation of a practical
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procedural framework for hazard identification desting.

SEVERITY AND LIKELIHOOD ANALYSES

The hazard class was determined by the impacteodhélzardous effects on the system,
other systems, or individuals. The level of injwags rated by the damage done or degree
of harm. For example, if the hazard had the paétdisimply interrupt current

processes, then it was given a severity level ef @n the other hand, if the hazard led to
the complete destruction of the system, failurtheftag, or mis-transfusion to the

patient, then the severity rating was the highegve — critical.

Severity Estimate
The severity estimate has been determined in kgepith definitions, criteria, and
guidance as defined in SysLogic’s Quality Planis efined as the qualitative rating of
the possible consequences of a hazard. There aréplevels of severity ratings as seen
in the Guidance on Severity Levels table (Table 3):

1- Negligible (no injury; irritation and/or discomfort only)

2- Minor (recoverable minor injury; no loss of function)

3- Moderate (moderate injury or recoverable, non-life-threatgrinjury)
4- Critical (major/life-threatening injury, or death)



Table 3: Guidance on Severity Levels
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Severity Level Description

Negligible 1 No injury; irritation and/or discomfoonly

Minor 2 Recoverable minor injury; no loss of fuicti

Moderate 3 Moderate injury or recoverable, norifeeatening
injury

Critical 4 Major/life-threatening injury, or death

Likelihood Estimate

Consideration was also given as to the likelihdwt each identified hazard might occur.

As the iTraceTM is a new technology, the probapiit occurrence was deemed by

assessing the number of times the hazard actuadiyreed during system testing and/or

by taking the opinions of consortium experts intoaunt. The final estimate was the

weighted average of all responses. The numbertobmes that were possible were also

specified and discussed. The number of times tkatemay occur over a particular

period of time in relation to the number of possiblutcomes is the means by which the

likelihood estimate was established.

SysLogic’s Quality System uses five (5) likelihoadings as seen on the Guidance on

Likelihood table (Table 4):

1- Improbable (so unlikely that it is assumed it will never occu
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2- Remote(unlikely but may occur over the range of users)

3- Occasional(once per device over its intended life, or oncé months)
4- Probable (less than once per week but greater than oncenpeth)
Frequent (greater than once per week)

[0}
1

Table 4: Guidance on Likelihood Levels

Likelihood Level Description

Improbable 1 So unlikely that it is assumed it witlver occur
Remote 2 Unlikely but may occur over the rangesara
Occasional 3 Once per device over its intended@ifenonths)
Probable 4 Less than once per week but greaterotiea per month
Frequent 5 Greater than once per week

Risk Acceptability Rating:

By weighing the severity of a risk against its likeod of occurrence, an overall risk
acceptability rating was obtained. SysLogic’'s Qudliystem uses the legend and matrix
below (Table 5) to assign a risk acceptabilitymatiThe way to compute the Risk

Acceptability is shown in Table 6.



Table 5: Legend for Determining Resultant SeveRitsk of the Device
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Risk/Hazard Class Severity Probability Risk Level
1-Improbable A-Acceptable

No damage; inconvenience

only 1-Negligible 2-Remote A-Acceptable
3-Occasional B-Tolerable

4-Probable

C-Intolerable

5-Frequent

C-Intolerable

1-Improbable
Minor damage, no loss of

A-Acceptable

tag/system function, or 2-Minor 2-Remote B-Tolerable
recoverable minor damage
3-Occasional B-Tolerable
4-Probable C-Intolerable
5-Frequent C-Intolerable
1-Improbable B-Tolerable
Moderate damage or
recoverable non-permanent3-Moderate 2-Remote B-Tolerable

impairment/loss of function

3-Occasional

C-Intolerable

4-Probable C-Intolerable
5-Frequent C-Intolerable
1-Improbable B-Tolerable
Major damage (permanent
impairment or total loss of | 4-Critical 2-Remote C-Intolerable
function)
3-Occasional C-Intolerable
4-Probable C-Intolerable
5-Frequent C-Intolerable




Table 6: Risk
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Acceptability Computation Table

Severity
Negligible Minor Moderate Critical

Likelihood 1 2 3 4
Improbable 1 A A B B
Remote 2 A B B
Occasional 3 B B
Probable 4
Frequent 5

SysLogic’s Quality System defines the risk accejitglvatings as follows (Table 7):

Table 7: Definitions of Risk Acceptability Ratings

A Acceptable Risk: The risk comes within the broadly acceptable (gyeegion, i.e., either the severity
of the harm or the likelihood of occurrence of aer is so slight that the risk can be neglected
compared to the risks of other hazards. Theretis@oessarily a need to reduce this risk.

B Tolerable Risk: The risk comes within the ALARP (As Low As ReasblyePracticable) region

(yellow), between the broadly acceptable and ureabde region; i.e., the risk is reduced to thedstn
reasonably practicable level. Risks in this areatrbe carefully weighed with regard to the efficgn
of the device and the workload/expenditure for otidm of the risk. A risk ranging near the
unacceptable region will normally be reduced eveugh this may involve high cost expenditure.

Intolerable Risk: The risk comes within the (red) unacceptable/lantble region, i.e., the risk of the
hazard is so severe that a system/ device invosiiet) hazards would be intolerable. A risk within
this region has to be reduced by reducing theilikeld of occurrence of that hazard.
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Risk Assessment Process and Inter-rater Reliability

The risk assessment process involved determinmgxtent of the consequence as well
as the frequency with which it was expected to ncthe severity was determined by
measuring the impact to the system, staff, or ptgid-or example, the wireless
communication hazardous event in which unauthoraaess occurs during the
communication between the transmitter and recewaer given a level three severity.
This is because the unauthorized access coulddeambugh problems that it would
generate a fair amount of concern, yet not enoaglatise irreparable damage to the
system or harm to the patient.

Additionally, this hazard was assigned a level ldtedihood. This is primarily due to the
rigor applied to reduce it. There were severalnépes performed including adhering to
provisions in air protocols and standards which eniakiifficult to inappropriately access
data during communication, limiting the communicatrange between the tag and
reader, designing the tag to ensure data integréiglecting to include transmission of
confidential medical data, and incorporating dattergption security on the wireless
network. The combination of these approaches magchihe potential of occurrence to
the point that it was improbable. Furthermore,ribmber of times the hazard was
experienced during any of the verification or vatidn procedures was also taken into

account. Ultimately, this hazard received a Pregdtton Risk level score of B.
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Nevertheless, since this assessment took placetprammpletely implementing the
device, the evaluation was obviously highly subyectAs such, inter-rater reliability was
essential. My assessment and scoring assignmenésrewgewed, discussed, and
approved by the teams of consortium members. Theorbum met and agreed on the

risk assessment assignments for each hazard.

SUPPLEMENTAL SEVERITY ASSESSMENT

As a supplement to assessing the risk using thepéed SysLogic, Inc. technique, |
included an additional measure. Since the sevefitige hazard is partially calculated by
the success of the method of control, the follonsngle was included to further illustrate
its impact.

l. Prevents/Mitigates the Hazard from Occurring This measurement reflects
the ability of the method of control to deter tiekifrom happening. It is the
most highly desired effect of the controls. Thé& fegend would extend to,
for example, Al.

Il. Corrects/Remedies the Situation Following the Occuence of the
Hazard: This measurement reflects the ability of the radtbf control to
respond to the hazard post-occurrence. It incluelsslution strategies and

back-up plans to account for hazards. It is n@msealing as the prevention
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methodologies, but it does provide an effectiveisoh to dilemmas that may
unfold. The risk legend could potentially extendid or BIl for example.

[I. No Effect on Hazard Mitigation or Correction: This measurement reflects
the total inability of the strategy to proactivémnibit or counter the risks
associated with iTrac¥ use. It consists of the most undesired methodetogi
due to the lack of efficiency in negating or amexgdprocesses in the face of

hazards. The risk legend could apply as CllI faragle.

CHAPTER 4: TECHNOLOGY HAZARD ANALYSIS

It is evident that it is necessary to analyze tblesrof implementing HF RFID (13.56
MHz) technology and system tools to avoid poterftedards. The impact a hazard would
have on the efficacy of blood products and, perhéipmately, on patient safety in the
event a failure occurs or a design flaw is discedeshould be assessed. The technology
hazards are the potential harms that may occur feztmology or system conditions, or
from human interactions with these conditions. EBhegzards were identified using the
methods described above. The following safety aitidal design requirements will be

discussed in this chapter:
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e Preventing Read/Write Errors or Failure.

e Ensuring No Adverse Effects of RFID Technology dadsgl Products.

e Ensuring Performance Capability of RFID Tags Duttimg Most Common Blood
Supply Chain Processes.

e Ensuring RFID Tag Survivability After Experiencitize Most Demanding
Conditions in the Blood Supply Chain.

e Ensuring No Interference of RFID High Frequency JldRd Electromagnetic

Interference (EMI) with Other Systems.

TECHNOLOGY — SAFETY CRITICAL DESIGN REQUIREMENT: PR EVENT
DATA READ/ WRITE FALIURE

There are six potential system hazards which cpatdntially affect the ability of the
iTrace™ to effectively read/write essential data. Thetfissa general read/write failure
due to any malfunction of the handheld or pad Rid&der. The consortium team rated
this as a one on the severity level and three etikklihood level. This indicates that,
while the hazard may occur occasionally, it wilt sause any significant harm to the
patient, blood products, or system. The mitigaapplied to this is a simple, yet helpful
solution that is reflective of the inherent funciaity of the middleware used in the

application. Each time a tag is read/written byaadheld or pad reader, an audible sound
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is heard. This notifies the user that the tag wasessfully read/written. Additionally,
the handheld and/or work station display is alstatgd with the newly read/written
information in the instance of successful completéthe activity. If an error is, in fact,
detected, the application prevents the user fromtilmeing the process until the current
problem is resolved. Moreover, should the RFID ezddil, the user may revert to the

standard barcode reader to read/write the samematmn.

The pre-mitigation risk for this hazard was ratdgl &evel B signifies a tolerable risk. It
falls within the As Low as Reasonably Practica®leARP) region. The hazards which

fall into this category must be measured in congoarito the advantages of utilizing the
device and the methods taken to reduce the riséthier words, the cost of minimizing

the risk must be lower than the value of usingdéece. The results of the analysis on
cost vs. benefit of employing the iTra¥ewith regards to each hazard described will take

place in the Discussion Chapter.

Likewise, the second hazard is again an overatl/ve#e failure, this time due to any
breakdown in the process associated with the R&Déel reader. The RFID tunnel
reader reconciles blood product containers and tdositents as they are checked into the
Blood Center and shipped to/from the Blood CerRexconciling refers to the system’s

role in verifying that the expected container asdcontents correctly match what is
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actually presented. As with the first hazard,dbesortium rated this hazard a one on the
severity scale and a three on the likelihood scdiewing that it has the potential to

happen intermittently, but will not lead to any imawhen it does.

The mitigation strategy used here was the apptinaif yet another inherent

functionality of the middleware: the software driver the tunnel reader. The software
driver can determine whether items are missingcoess items are present in containers.
If a RFID tag is detected for a product that is awaticipated to be included in a container
during the tunnel read check-in process, the produtagged as an “excess” item. The
operator is then required to manually inspect th@ainer and its contents to correct the

issue.

Similarly, if the RFID tag for an expected prodighot identified during the tunnel read
check-in operation, the application notifies thempor of the potentially “missing” item.
Again, the operator is instructed to manually irt$lee container to determine if the
product is, in fact, missing, if the RFID tag faljeor if the tag was blocked by other
container contents. For this hazard, the operatalways charged with manually
examining the container to resolve any discrepandmeaddition, in the event of an RFID
reader failure, the user maintains the option tothe standard barcode reader to read the

same data which is barcoded on the label.
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The pre-mitigation risk for this hazard is alsoevelB. The risk is tolerable, yet there is
a need to diminish it. We must assess whethereaheflis of employing the device

outweigh the cost of mitigating this hazard.

The third hazard that must be lessened to meesategy critical design requirement of
preventing data read/write errors/failures is 1Bk of bad data on the tag. This RFID
hazard is caused by corrupted data existing otatiperhis hazard was given a level
three severity and level one likelihood. The radimgdicate that the risk is of moderate
severity, leading to relative, though recoveralpié aon-permanent, damage, injury, or
loss of function; however, it is improbable, assognit will likely never occur. This

presents the highest severity, yet least likelihdlods far.

Bad data on the tag could hypothetically be thaltes harsh conditions experienced by
the tag such as centrifugation, blast freezing,gardma irradiation; but, formal protocol
testing was conducted on tag survivability, examgrthe effects of these techniques
under extreme and excessive circumstances. Theg, stiach will be explained in more
detail subsequently, demonstrated that these mgtivodld not significantly affect the

performance or survivability of the tag.

Furthermore, a new ISBT128 data structure was dpeel to enable more advanced

detection of tag memory corruption. An ISBT-128dbdata identifier is used to facilitate
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the parsing of this field from other ISBT-128 datauctures. Also, the ISBT-128-
compatible memory checksum data structure is udegelsystem is designed to
recalculate and rewrite the data every time thaltig changes. When the full tag data
structure is read, the reader calculates and caspErresult with the data values already
stored in the memory block. If even one bit of thg memory is corrupted, the
recalculated and stored data identifier will digggrindicating that memory corruption

has occurred.

The pre-mitigation risk for this hazard is a LeBelAs such, the hazard is determined to
be tolerable. Despite the moderate risk presenttdtins hazard, it is still acceptable

due to the unlikely possibility that it will occur.

The next RFID system hazard that falls into thelfedte error category involves the
subsequent alteration of the donation identificaiamber (DIN) written on the tag at
collection. This hazard may be due to the lacknédecement of the DIN field locking on
the tag. It was rated a two on both the severity/l&elihood scales, indicating a minor

severity with no loss of tag/system functionalitydaa remote possibility of occurrence.

The method of control involves the configurableige®f the application, which allows
the organization to use the DIN locking featuréhatpoint of collection or at labeling.

The locking process unfolds as follows:
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1. The DIN labels for the entire blood collection aet placed on individual bags
prior to collection. This includes placing an RR#y on the RBC bag. All bags
receive both an RFID tag and DIN label during apbercollection.

2. The handheld reads the DIN bar code label and switte ISBT-128 DIN data
structure contained in the bar code directly i tag without any data
transformation.

3. Every ISO 18000-3 mode 1 RFID produced has a Tayubber (TIN). The
TIN is a unique factory-programmed 64-bit seriaintoer, which includes the
manufacturer ID and tag model number. Both the i the DIN are recorded
in the RFID database.

4. The DIN data structure is read back into the RFd&der to verity that it was
written precisely.

5. The four 32-bit data blocks containing the DIN be tag are then permanently
locked by the RFID reader, inhibiting the threathsd data ever being modified or
overwritten.

6. The lock bits can be read back by the reader tfircothat locking did actually
take place.

In the rare instance in which the tag failed togbally lock the DIN memory blocks,

and the DIN was altered, the DIN and TIN are as#oediin the RFID database.
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Therefore, if the DIN on the tag changes, the tiex¢ the tag is read, an error will be

displayed to alert the operator that the DIN and @b not match.

The pre-mitigation risk for this hazard was ratdcegel B by the consortium. Here, the
risk is highly tolerable because it is both minodaare. Nevertheless, as with all

tolerable risks, the value in relation to the reducof the risk must be assessed.

The next hazard to be evaluated was the poteotidhé DIN created at final labeling to
be altered. As with the last hazard, this hazard oeathe result of the DIN field locking
not being enforced. Additionally, this hazard alsceives a severity and likelihood rating

of two and two.

The method of control executed to mitigate this as$ollows. If there was no RFID tag
present at final labeling, a blank RFID tag wasxafl to the product bag. The process of
printing, applying, and verifying the barcoded fifebel occurred as normal. The
labeling operator then began the process of praggthe ISBT 128 label data structure
by placing the product on an RFID pad reader wisatonnected to the RFID server.
The server had an application titled “Label Produehich the operator launched. The
operator then scanned the DIN and Product Cod®tescrom the blood bag, and
selected the “Label” button. The data was thenagad to the RFID server, which

gathered all other required information from theE The pad RFID reader wrote all
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the required ISBT-128 data structures includingl8®T-128 DIN Data Structure into
assigned memory blocks. All memory fields on theeviere then read again to confirm
that the data was successfully written to the R&dPs memory, and coincided with data
received from the BECS’ master file. The tag’s WMisls read by the RFID server and
permanently associated with the DIN and producedodhe database. Finally, the two
32-bit blocks containing the ISBT-128 ABO data stwe and the four 32-bit blocks

containing the ISBT-128 DIN data structure werekemt, rendering them unalterable.

Here, again, the Pre-Mitigation Risk was a Le®elt fell in the middle of the tolerable
risk category, putting it at the exact midway pdietween the acceptable and intolerable
region. Consequently, it was likely that it coulel ieduced without a great deal of cost

expenditure.

The final risk falling into the category of readfterRFID system errors was the potential
hazard of the ABO being rewritten on the tag. Ténesity and likelihood ratings of this
hazard were three and one respectively. This iteBca moderate severity with an
improbable chance of occurrence. The method ofrabapplied here dealt with the
placement of the ABO label for the blood bag onitftividual bags during final

labeling. It included placing an RFID tag on proguthat did not already carry one. The

process of printing, applying, and verifying thedmles on the final label remained



65

unchanged. As with the hazard of the alteratiothefDIN at final labeling, this
procedure for programing data structures was agplieimately rendering the ABO data
structure unchangeable. The Pre-Mitigation Risk a&dor this hazard. The risk

remained tolerable, yet needed to be mitigateceorehsed.

TECHNOLOGY — SAFETY CRITICAL DESIGN REQUIREMENT: EN SURE NO
ADVERSE EFFECTS OF RFID TECHNOLOGY ON BLOOD PRODUCT S

The five hazards that could impact the safety aitgt& design requirements necessary
to ensure no adverse effects of RFID technologlload products were examined
through the use of a formal protocol and testirgcpdures. The Limit Test Protocol for
Radio Frequency Exposure Testing was performedbabkkground for the protocol
testing was as follows. 13.56 MHz is the globahdtrd frequency recommended for
blood transfusion medicine by the Internationali€tycfor Blood Transfusion (ISBT)
working party. There were several criteria foreséibn of this operating frequency,
including: 1) 13.56 MHz is a global standard fregeyefor RFID usage, supporting the
ISBT’s global mandate, and 2) at this frequencg, Rt signal contains only a magnetic
field component and the electric field is supprdstieereby minimizing the possibility of

biological interaction.
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In order to prevent adverse occurrences resultmmg the use of RFID in the transfusion
medicine supply chain, the objective was to outtest protocols and success criteria for
evaluating the worst-case effects of 13.56 MHz Rfgnetic field radiation on the
temperature elevation and toxicity of cellular piotstructures of red blood cell (RBC),
whole blood derived platelet products (WBDP), plasand plasma coagulation factors

under extreme RF exposure conditions.

The RFID Consortium, under the guidance of the FB&\eloped and undertook this
protocol testing regimen to ensure that the propethods of control for mitigating the
potential hazards were established. The RBCs, WBDEgplasma products followed
identical RF testing protocols. The only differeneas in the bag volumes and normal

storage and testing temperature requirements @r type of product.

The testing methodology for these protocols inatltieee iterations of identical
exposure conditions to CONTROL and TEST bags apjatapto the product being
tested under exposure guidelines provided by Céotédevices and Radiological Health
(CDRH). The testing was designed to focus resnlts/o primary areas of interest to

CDRH and Center for Biologics Evaluation and Rese4CBER) respectively:
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. Any rise in temperature of blood products (relisc@ooled platelets, and plasma)
due to dielectric heating generated by extended®xe to the intense RF field,

and

. Cellular or protein degradation from extendedasype to the intense RF field.

The potential hazards included:

1. High Frequency RF radiation could increase the satpre of RBCs and

platelets beyond acceptable level of 1.5 °C dulotde heating.

2. High Frequency RF radiation could lead to increategtadation of RBC cellular

and protein structures beyond acceptable levekofdlysis 0k1%.

3. High Frequency RF radiation could lead to increagsgtadation of WBDP
cellular and protein structures, such that the perelases beyond acceptable level

of >6.2.

4. High Frequency RF radiation could increase the tatpre of plasma types

(FFP, FP24, and TP) beyond acceptable level of du&to Joule heating.

5. High frequency RF could degrade the activity of ¢tbagulation factors (PT,

aPTT, Antithrombin Activity, Factor V, Factor VIIEactor Xl, Protein C, Protein



68

S, VWF: RCo) levels of three types (FFP, FP24, Baylof thawed plasma

products beyond an acceptable level of 20%.

The joint mitigation strategy for all of these hatmawas associated with this protocol.
The RFID Consortium study team chose to enlisiritielvement of the FDA CBER at

an early stage to determine its level of interestrcover any concerns related to the use
of RFID in transfusion medicine. The FDA emphasittezinecessity of identifying and
assessing the total impact, if any, that radiodesipy energy may have on the safety and
efficacy of blood products. The FDA also prohibiteé use and transfusion of blood
products in an RFID-enabled pilot study until thed reviewed tha vitro test results

of an accepted protocol.

As a result of the testing conducted at the CDRH ), the FDA CBER and CDRH
proposed the execution of a more specific and esthauprotocol consisting of a limit
test that would simulate worst-case scenarios. & baganizations, along with the
consortium, collaborated to develop the Limit Testtocol, including the parameters to
be studied, the length of time the products wodekposed to RF energy, the RF
magnetic field strength, the type and number ofipots to be studied, and the

acceptance criteria. A single RF Limit Test Protagould be performed for all products.
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The intent of the Limit Test was to expose bloothponents to extraordinarily higher
RF power levels and for longer durations than wawer be seen in practice, and
compare those results with an unexposed controipgrdhe Limit Test in question would
test for both thermal (Joule Heating) effects anlttood products, as well as assay

changes in cellular and chemical parameters.

The consortium estimated that the average expaswadlood bag over its entire useful
life would be at a RF magnetic field strength dirhpere/meter for a discontinuous
period of less than 21 minutes. The Limit Test dated a 13.56 MHz RF magnetic field
strength of 5 Amperes/meter for a continuous exgopariod of 23-25 hours (56). In
other words, the blood products were tested at taaisdof times the exposure they were

anticipated to experience during normal use.

Because there was no known apparatus that wag gizb and capability to hold a blood
bag in a uniform, intense 13.56 MHz RF magnetildfed 5 Amperes/meter field
strength, Hohberger and Tsirline of Zebra Technekmdesigned and constructed a
segmented 86cm Helmholtz coil with 90 Watts RF tn{p6). This simulated a constant
repeating RFID reader interrogation. Zebra Techgiebdonated the entire apparatus to

the University of Wisconsin RFID Lab.
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Each test used identical test and control bags, oty the test bags experiencing the full
RF exposure. The control bags were placed outditteedRF field. Product samples were
collected from each bag prior to the start of &sd,tafter 7 hours, and at the end of the
test period of 24 hour#n vitro chemical, morphological, and biological assay$oti
control and test bags were performed. The temperatueach bag'’s surface and core
were measured every minute. The detailed testidgesults have been documented and

published (19, 57).

There were two rounds of Limit Tests. The firstmduncluded tests performed on young
red blood cells (RBCs) and whole blood-derivedgi&s (WBDPSs) at the BloodCenter
of Wisconsin. Personnel from the University of Wissin RFID Lab, under the direction
of Alfonso Gutierrez, and from the BloodCenter oiS@onsin under the direction of
Graminske, conducted the Limit Testing on both Afatked RBC products at@ that
were six to nine days old and fresh WBDP at 2X=2& hese Limit tests were performed
at RF magnetic field levels of 5A/m and extendepasxre durations for 24 hours. Three
pairs of bags were tested, with each pair congigifra control bag (placed 2m outside of
the coil center) and a test bag (placed at theecefithe Helmholtz coil). Due to the
extension of the magnetic field beyond the Helnthotiil, the control unit was exposed
to only 0.64% of the RF magnetic field strengtheyated at the location of the test

product (56). This exposure was deemed acceptabl@egligible in the protocol review.
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The study results demonstrated that RBC and WBDByats had no increased
cellular/protein degradation after extended exposoiRF. Joule heating by the RF field
had acceptable effects on the temperature ris&8af &d WBDP (35). More

specifically, the findings were as follows (19):

* Hemolysis of young (6-9 days old) RBCs after 231@birs of RF energy
exposure was <0.2% for all TEST and CONTROL RBGgnvell within the<

1% limit of the FDA-approved acceptance criterion.

* While there was minimal RBC TEST versus CONTROL bagter temperature
rise due to Joule heating, the average 0.14 +@3®lative temperature increase
measured at the end of the test between TEST amMITROL units never

exceeded the 1.5 °C acceptance criterion.

* No clinically significant changes were observedRBC, Hb, Hct, MBC, RBC

morphology and potassium in the RBC TEST versus TROLL group.

* For WBDP,the mean pH of the measured TEST group pH was CTONTROL

group pH was 7.19, exceeding the minimum pH coteri 6.2.

* The maximum temperature increase of the WBDP THESfrelative to the

CONTROL was 0.30 £ 0.27°C, not exceeding the C%titerion.
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For the second round of testing, the FDA expressadern that aged red blood cells
(aRBCs) — those near expiration of the 42-day dHe}fmight be more susceptible to the
effects of radio frequency than young RBCs and khbe tested. This study utilized the
same testing protocol as the first, and allowedsueament of peak transient
temperatures in the aRBC and plasma bags pritveiodchieving thermal equilibrium

(57).

Pairs of aRBC control and test bags of the sameaadélood type from no later than

day 41 of storage were used so that testing wapleted by the 42-day product
expiration. For the plasma tests, the objective wahow that long-term RF exposure
did not impact the coagulation factor levels ofwied plasma products. All plasma
products were donated by females of blood grouph@.Applied Research Lab at
BloodCenter of Wisconsin (BCW) thawed the frozemsphas at 30-3T. Nine pairs of
aged frozen plasma products, three each of thpsstwere randomly selected by the
BCW’s Component Department. Nine pairs of agedenoglasma products, three each of
three types, were randomly selected by the BlootE e Wisconsin’s Component

Department. The three types of plasma units seldotetesting were:

1) FFP plasma frozen within 8 hours from collectjonas freshly thawed and

stored at 1°C - 6°C for up to 24 hours. Testingtstbon the day of thaw.
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2) FP24 plasma frozen within 24 hours of collecfjonas freshly thawed and
stored at 1°C - 6°C for up to 24 hours. Testingtsthon the day of thaw.

3) Thawed plasma (TP)plasma frozen within 8 hours from collectjowas
thawed 4 days prior to testing and stored at 18@C-for up to 5 days. Testing
started on day 4 of thawed storage.

Plasma testing always began on the day prior tih kteeexpiration so that the end of the
testing was on the same day the product expiredr #rany Limit Testing, the thawed
plasma pairs were each aseptically pooled togethi&ed and then equally divided into
test and control bags.

The RF exposure protocol for all plasma pairs wlastical to that used in the aged RBC
trials. All plasma products were assayed at zereers, and 23-25 hours for Prothrombin
Time (PT), activated Partial Thromboplastin (aPTARfithrombin Ill, Factor V, Factor
VIII, Factor XI, Protein C, Protein S, and von Welirand factor ristocetin cofactor
(VWF:RCo) activities.

The results for the second round of testing for @RRrere consistent with earlier tests on
young RBCs (19). The results were as follows:

» Hemolysis after 23-25 hours of RF energy exposiag #0.3% for all TEST and

CONTROL aRBC units and well within the1% acceptance criterion.
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* No notable changes were observed in red bloodcoaht, hemoglobin,
hematocrit, mean cell volume (MCV), RBC morpholagpre, free hemoglobin,

and potassium or percent hemolysis in the TESTugeZONTROL group.

* The maximum transient relative center temperatuceease between TEST and
CONTROL units of 0.77 £ 0.17 °C due to Joule heatifhe highest peak

recorded of 1.00 °C never exceeded the 1.5 °Cricnite

» Biological test results were within acceptanceecidt and consistent with earlier

tests on 6-9 day RBCs.

» There was no detectable acceleration in cellulgratiation of aRBCs over young

RBCs.

Similarly, the 3x3 sets of thawed FFP, FP24 angairRed plasma units had comparable
results between test and control bags, demongjrtitat long-term RF exposure does not
impact the coagulation factor levels of thawed plagproducts (57). The results of the

plasma testing were as follows:

» All three groups of plasma products (FFP, FP24,Wil) one exception met the
FDA limit test acceptance criterion 0f<20% diffecerbetween TEST and

CONTROL parameters assayed before and after RFsargdor Antithrombin
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activity, Factors VIl and IX; PT and aPTT; Protei@ and S; Fibrinogen and
VWF:RCo. (There was a single exception in TP pair #1. Feat hair, the
CONTROL product VWF:RCo inexplicably dropped muster than the TEST
product. Since, however, the CONTROL sample hgligitde RF exposure, the

anomalous result is not likely due to any RF expmguocess

While Joule heating was present in the TEST bagatterage relative
temperature increase between TEST and CONTROL weitters was 1.36 *
0.68 °C. The highest peak temperature recorded36f Z never exceeded the 4

°C criterion for plasma.

Overall, the results demonstrated that 13.56 MH&da&RFID technology is unlikely to

have any significant temperature or biological eeon RBC and WBDP units under

normal RFID operating conditions. More specifically

Both young RBCs and aRBC products do not have margased cellular/protein
degradation after high levels of extended exposuRF energy. All results on

aged RBCs were consistent with the earlier testgoong RBCs (57).

WBDP products do not have any increased cellulaidon degradation after high

levels of extended exposure to RF energy (19).
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» All tested plasma products (FFP, FP24, TP) with exygainable exception met
the FDA limit test acceptance criterion 0f<20% eli#fnce between TEST and
CONTROL parameters assayed before and after RFsarpdor all test

coagulation factors.

* The RF field emitted by the Helmholtz coil had mgngicant effect on the
temperature of RBC and WBDP blood products, andcaeptable effect on
plasma products. The relative temperature increbdee exposed blood products

did not exceed at any time their acceptance aiteri

Consequently, in review of the five hazards whiobld affect the safety and critical
design requirements of ensuring there were no adwedffects of RFID technology on
blood products, the methods demonstrated in thét Oiest Protocol and Results show
that this will not likely occur during applicatiasf the technology. For these five hazards,
the entity at risk of the RFID radiation hazard wlaes product or patient. Furthermore, all
were given the same severity and likelihood measeangs of two and one respectively,
indicating that, even in the very unlikely incidenthat the hazards will occur, they will
only lead to minor, recoverable injury. Moreovérr tesults of the aforesaid method of

control described in the Limit Test protocol canapplied to all.
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The first hazard involves the event in which thexmmum temperature increase of the
RBCs and Platelets exceeds the acceptable lev&l&af. The results demonstrated that,
for RBCs, the maximum average transient temperatgrease of test versus control
units due to Joule heating was 0.77 + 0.17°C. Tha®no transient increase of greater
than 1.00°C. For platelets, the maximum averagesiteat temperature increase of test

versus control units due to Joule heating was 8.827C.

The second hazard was the potential of the celardrprotein structures of RBCs
(complete blood counts including sample weight, RB®Gnt, Hb, Hct, MCV; potassium,
aluminum; free hemoglobin; level of blood gaseshde&egraded or altered beyond the
acceptable level af1% hemolysis. Test results demonstrated that,dang RBCs,
Hemolysiswas < 0.2% for both test and control RBC units. ifiddally, for aRBCs, hemolysis

was < 0.2% for both test and control RBC units.

The third potential hazard was the possibilityhaf tellular and protein structures
(Lactate, Aluminum, P-Selectin, and complete bloodnts including sample weight,
WBDP count, PIt, and MPV) of WBDPs being degradechshat the pH decreases
beyond the acceptable levelx.2. The results of the Limit Test Protocol showleat

the average pH of the test bags was 7.27. The gargatd of the control bags was 7.19.
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The next hazard involves the potential for the mmaxn temperature increase of plasma
types (FFP, FP24, and TP) to exceed the accepeatakof 4 °C. The study showed that
the maximum average transient temperature of gtevge control bag was 1.36 + 0.68

°C. Also, there was no transient temperature irserelaat exceeded 2.30 °C.

Finally, the last hazard in this group deals wité potential activity of coagulation factor
(PT, aPTT, Antithrombin Activity, Factor V, Fact@ill, Factor Xl, Protein C, Protein S,
VWEF: RCo) in all types (FFP, FP24, and TP) of thdwé&sma products being altered
beyond an acceptable level of 20%. The protocalltesevealed that all three groups of
plasma products (FFP, FP24, TP) with one exceptienthe FDA limit test acceptance
criterion of <20% difference between test and cargarameters assayed before and after
RF exposure for PT, aPTT, Antithrombin activityckas V, VIII and IX; Proteins C

and S; Fibrinogen and VWF:RCo. There was a singbegtion in TP pair #1. For that
pair, in the control product VWF:RCo inexplicablsgogped much lower than the test
product. Since, however, the control sample hagigible RF exposure, the anomalous

result was deemed unlikely to be due to any RF &xgoprocess.

The Pre-Mitigation Risk of all five hazards in tltigtegory was determined to be at Level
A. Level A is indicative of acceptable risk. Thisans that either the severity of the harm

or the likelihood of occurrence of the event issamall the risk can be considered
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negligible compared to the risks of other hazafdsa result, there is not a great need to

reduce this risk.

TECHNOLOGY — SAFETY AND CRITICAL DESIGN REQUIREMENT

ENSURE THE PERFORMANCE CAPABILITY OF RFID TAGS DURI NG THE
MOST COMMON BLOOD SUPPLY CHAIN PROCESSES

Similar to the hazards potentially impacting theyious safety and critical requirement
of ensuring no adverse effects of RFID on bloodipots, the hazards which threaten this
requirement of ensuring the performance capalhtRFID tags during the most
common blood supply chain processes were all tagtddr the same protocol. The

Performance Test for RFID Tags in Blood Productddtiol was conducted.

In order to best understand the iTratand the Performance Test for RFID Tags in
Blood Products Protocol, it is important to be aavaf the type of tag used, as well as the
reason for why this particular tag was selectedn@ird ISO/IEC 18000-3 mode 1
passive RFID tags, which are also compliant withI®0O 15693 standard, were selected
for use at 13.56 MHz frequency. These tags weresaihfor several reasons: 1) ISO
18000-3 is the international standard for passi¥ORags and describes the parameters,

which are specifically optimized for healthcare lagggions, for use at 13.56 MHz, 2)
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The tags are read/write capable, 3) The tags heevahility to store up to 3 kilobit of
memory, some of which would be locked on the tag,4) The tags are unaffected by
water and are able to withstand harsh environméwesty Dennison AD-730 HF RFID
tags with an operating temperature range of -4Bt&®C were placed underneath the
DIN barcode on the 0.9N saline filled blood bagse Tags operate using the 1 kilobit
NXP|*Code SLlI integrated circuit, consist of alumnin antenna external dimensions

measuring 14x31 mm, and has an average free amaase tuning of 14.0 MHz.

To determine the commercial applicability of thelRBystem solution in the blood
transfusion medicine industry, this protocol wasigeed to develop procedures and
success criteria for evaluating the performancelogipy of RFID tags during the most
common blood supply chain processes. The protassd @ defined set of performance
measurement indicators. Tag performance was mehaaoerding to whether the
tag/reader system performed satisfactorily whetirgavith tag content in simulated
scenarios including: different bag containers, wayyypes of readers, and packaging

materials.

The UW RFID lab attached the RFID tags to simuldtiedd bags (actual blood bags
filled with saline-based liquid content). The pradbconsidered all typical containers

used for blood products at the BloodCenter of Wite@han cooler, tray, two generic
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Styrofoam boxes, and platelet boxes. The performaheach tag was measured by
reading the containers with four different RFID gfied readers (tunnel reader, flatbed
reader, dual barcode-HF handheld, and HF paddéeergaicceptance thresholds were
set for each test metric after analyzing the redultim pre-testing and practicality
considerations for real world application. Furthere) the thresholds were established

prior to fine tuning, thereby reflecting the wocsise acceptable operation conditions.

The testing methodology for this protocol includddtest scenarios and 23 separately
analyzed experiments of container-reader combingtibat have been documented by
the BloodCenter of Wisconsin. The instances whistolive reading all blocks with the
handheld or the paddle were executed one blooédbagime. The handheld devices
cannot read more than one at a time since havirgpbeuags in the reading field creates
reading problems for these readers. Thereforegppécation will limit the use of these

devices to reading one bag at a time.

The testing was designed to focus results in tpriseary areas of interest:

e Time to read (header) — Time in milliseconds togbant when the tag was seen

for the first time after start of test,
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e Time to read (memory blocks) — Time in millisecondsead the predefined

number of memory blocks from the tag memory, and

e Time to write (only done with single bag scenarieg)ime in milliseconds to the
point when the tag acknowledges encoding complgtitich includes reader
header, reading the current data in the tag, eyabatag by writing all zeros,
writing a random pattern and finally verifying thtae data was written correctly.
All operations would be done to a predetermined lmemof blocks in the tag
memory after start of test. If the written operatis not completed the trial is

ignored and repeated.

The three potential hazards that may be experieaceds follows:

1. The time to read the headers of 20-bags-equivabadeds the maximum

threshold established for specific container/reagenbinations.

2. The time to read/write all memory blocks of 20-bagsiivalent exceeds the

maximum threshold established for specific contdieader combinations.

3. The time to write all blocks exceeds the maximumeghold established for

specific container/reader combinations.
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The RFID Consortium is seeking to implement theREystems solution into
commercial applications of the transfusion medientistry. In doing so, a series of
tests were planned to complement the standard sty stems test. These included two
phases of testing: tag survivability and tag perni@nce testing. This portion of the
document discusses the tag performance testingquiotxecution and results. The

survivability testing aspect will be discussediate

The consortium developed this protocol based omb&t common scenarios where
RFID tags would be utilized in the blood supplyichd he goal was to evaluate as many
aspects of the performance of RFID tags as possildeder to determine its full

potential. The method was to combine the four deffe types of readers: (1) TagSys HF
RFID Tunnel, (2) TagSys HF RFID Flatbed, (3) Unité@ndheld, and (4) Tracient PadL
with all of the traditional containers used for duioproducts at the BloodCenter of
Wisconsin — Coleman cooler, tray, two generic Stbamn boxes and platelet boxes — in
varying groupings to determine the efficacy. Thigedent combinations were applied at

each of the RFID-enabled checkpoints in the blagipl/ chain process.

The UW RFID lab used a factorial design to formeilattotal of 41 test scenarios. The
combination of scenarios generated 23 experimé&his factors or variables that were

manipulated during each experiment were the amofutidita processed and the number
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of units in the container. There were also two legtls for each variable: the two
extreme values for the number of bags and the nuoflmeemory blocks. For the
number of bags variable, the 60 bags were randgrolyped into the corresponding
number of bags per container and tests were ruhalld0 bags were read in each

scenario.

The testing team worked closely with the softwaseeloper (S3Edge) and the tunnel
manufacturer (TagSys) to ensure the tunnel cordigur was appropriately attuned for
the test purpose. Since tags were read individugliyg the handheld and paddle reader,
it was found that the packaging type did not maitet the only variable that had an
effect was the number of tagged units. The unitewested in groups of 2, 4, 10, 17, and

30, and the only difference was the absence ofdhéainer.

Using two level factor analysis on preliminary detdlected on the variables’ effect
between the different levels, it was estimated sghainimum of 60 test units was
required as a sample size to ensure 95% confide#nesults applying two replications

per run.

The acceptance thresholds were set for each testmatter analyzing results from pre-
testing the most difficult scenarios of the blooggly chain. The time to read/write was

taken as the average value of all data obtainethéscenario. If the average time to read
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or write exceeded the threshold by a statisticgthpificant amount ai=0.05, the test

failed.

All measurements were converted to 20-bags-equivaled compared with its

corresponding 20-bags-equivalent threshold.

The results of this protocol show that RFID tagsidestrate acceptable levels of
performance in all scenarios of real world appiaatMore specifically, the results were

as follows:

All scenarios passed the statistical t-test witdoafidence level of 95% when

compared to the pre-determined threshold.

* Some scenarios, such as the tray with the flatbere wependent upon the
operator because the flatbed reader only usedyesantenna that had

dimensions smaller than the length of the tray.

» The system can be fine-tuned to improve performamwee the results obtained

through this study.

» The handheld and paddle reader need to have exaeltag in the reading field,

making it difficult to read all blocks within pacged containers where there is
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interference from neighboring tags — each bag mesead individually with

these devices.

* When reading headers with handheld and paddle redtie type of packaging

did not significantly affect the performance.

Thus, all scenarios passed the performance thidskiwht were set based on actual pre-
test data and practicality considerations for weaitld applications. The tunnel reader
was found to perform the best with the fastest tamads in its applicable scenarios. Next
was the flatbed, then handheld, and the last weapdldle reader. Other tests showed
that the paddle antenna had the highest Q, theeslucing its sensitivity to RFID tags
which are detuned form the 13.56 MHz reader ingg@ation frequency. Consequently,
this increased the number of retries needed totressi tags and boosted the average

reading time.

Additionally, when using the handheld and paddésiezs, bags had to be read
individually. As a result, the performance of tlystem in some of these scenarios
depended on the user’s ability to properly emplwydevice and the software user

interface.
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Furthermore, when comparing the time to read basad individual bags with the
results obtained from the RFID tags, a marked imgmeent in performance is shown.
The improvement can be highlighted by the read fon¢he tunnel where one can read
at a rate of less than a second per bag withouhae open or unpack the container.
This compares with approximately 0.5-1 minute perfor unpacking and reading the
barcodes on each bag individually, depending omogeeator’s skill level, as measured
by the check-in process in other studies. RFID iclanably improves the time it would
take to read barcodes from each bag, serving ag@ source of return on investment in

the blood center.

Even with the poorest performing reader, the padeHéer, it is possible to read a tag
every 2 seconds. Moreover, through additional fumeng of the tunnel reader’s
parameters, the possibility of greater performang@ovement is feasible. This
enhancement will take place in tandem with the-fumgng of the final user application

development.

As a result, the evaluation of the three hazardshwtould affect the safety and critical
design requirement of ensuring performance capploliRFID tags during the most
common blood supply chain processes could be atéubto the Performance Test

Protocol and Results. For these three hazardgntity at risk of the RFID hazard is the
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system itself. In addition, the hazards are alkealby system capability. Furthermore,
all were given the same severity and likelihood sneaments of one and two
respectively. This means that, even in the remlotéace that the hazards will occur, they
will only lead to negligible injury. What is morthe results of the abovementioned
mitigation strategy for the Performance Testingtétol can be applied to all three

hazards for their methods of control.

The first hazard refers to the potential scenariohich the time to read headers of 20-
bags-equivalent exceeds maximum threshold establifir specific container/reader

combinations. The results of the Performance TestbPol demonstrated the following:

Tunnel Reader:

1. Maximum threshold = 15-25 seconds for the 20-bagsvalent, depending on

container.

2. Maximum average time to read only headers was €t8énds.

3. Mean time to read the header of any one tag wa&sg®onds.

Flatbed Reader:
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1. Maximum threshold = 20-40 seconds for the 20-bagsvalent, depending on

container.

2. Maximum average time to read only headers was $3@nds.

3. Mean time to read the header of any one tag wak<g8onds.

Handheld Reader:

1. Maximum threshold = 35-45 seconds for the 20-bapgsvalent, depending on

container.

2. Maximum average time to read only headers was $3t@nds.

3. Mean time to read the header of any one tag wassk@onds.

Paddle Reader:

1. Maximum threshold = 70, 75, & 80 seconds for thébd@s-equivalent,

depending on container.

2. Maximum average time to read only headers was €36nds.

3. Mean time to read the header of any one tag wdssk&onds.
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The second hazard deals with the possibility inclwithe time to read/write all 28
memory blocks of 20-bags-equivalent exceeds maxitiueshold established for
specific container/reader combinations. The resfltee Performance Test Protocol

were as follows:

Tunnel Reader:

1. Maximum threshold = 25-40 seconds for the 20-bagsvalent, depending on

the container.

2. Maximum average time to read all blocks was 26cosds.

3. Mean time to read all blocks on any one tag wa8 8eonds.

Flatbed Reader:

1. Maximum threshold = 30, 50, & 60 seconds for thébd@s-equivalent,

depending on the container.

2. Maximum average time to read all blocks was 45085ds.

3. Mean time to read all blocks on any one tag wa8 $&tonds.

Handheld Reader:
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1. Maximum threshold =80 & 60 seconds for the 20-bagsivalent, depending on

the container.

2. Maximum average time to read all blocks was 25ddsés.

3. Mean time to read all blocks on any one tag wag &ezonds.

Paddle Reader:

1. Maximum threshold =130, 140, & 150 seconds foraéags-equivalent,

depending on the container.

2. Maximum average time to read all blocks was 102cbsds.

3. Mean time to read all blocks on any one tag wasdobnds.
The third and final hazard of this category invaltlee potential situation in which the
time to write all blocks exceeds the maximum thoddlestablished for specific

container/reader combinations. The protocol tesilte showed the following:

Flatbed Reader (Write): Tag read and written twice:

1. Maximum threshold =70 seconds.

2. Mean time to write one tag was 50.7 seconds.
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Handheld Reader: Tag read and written twice:

1. Maximum threshold = 130 seconds.

2. Mean to write one tag was 120.5 seconds.

All three of the hazards described in this sectemeived a Pre-Mitigation Risk Level of
A. Again, a level of A indicates acceptable riskddnhotes that there is not necessarily a

need to reduce the risk.

TECHNOLOGY — SAFETY AND CRITICAL DESIGN REQUIREMENT

ENSURE RFID TAG SURVIVABILITY AFTER EXPERIENCING TH E MOST
DEMANDING CONDITIONS IN THE BLOOD SUPPLY CHAIN

There are several hazards that could impact tletysand critical design requirement of
ensuring the RFID tag survivability after experigngcthe most demanding conditions in
the blood supply chain. In order to investigatesthbazards, a formal protocol study
entitled “RFID Tag Survivability Testing ProtocolSentrifugation, Blast Freezing, and
Gamma Irradiation” was conducted. As the RFID @oiism is seeking to implement
the RFID systems solution into commercial applmadi of the transfusion medicine
industry, this protocol represented the survivappiortion of a series of tests that were

designed to complement the standard software sgdtesh
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The general objective of this protocol was to ea#RFID tag survivability and changes
in functional performance as a result of exposarhe effects of centrifugation, blast
freezing, and gamma irradiation. Whereas centrifagand blast freezing generally take
place during processing at the blood center, gammadiation may be performed in
either the blood center and/or prior to transfusiothe hospital. The studies were
designed to simulate operational conditions eqamaio those a regular blood product
would normally undergo since the solution will l@yanercialized in the transfusion
medicine industry. Basic scenarios were devisatbserve the behavior of the functional
RFID tags before and after the simulated units B&peed the demanding conditions.
The survivability tests were intended to serve asraplement to the standard systems

software test.

The first condition measured was centrifugatione ©hjective of the centrifugation
protocol was to test the applicability of the u$&®&ID technology in the transfusion
medicine supply chain. It was performed in ordeetaluate the RFID tag survivability
and resiliency when exposed to the effects of dagation under high levels of exposure
conditions (higher number of processes than tylyieadpected with three centrifugation
cycles approximately 10 minutes long at a speeti260 RPM (47509), rather than the
expected maximum of two centrifugation cycles fop@ximately 10 minutes in

duration at a speed of 4,200 RPM (4750g). The ourand speed of the centrifugation
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cycles were consistent with the maximum values @adlynused in standard

manufacturing processes. Sixty operable RFID tagye wampled testing their post-test
operability at each distance of Ocm, 5cm, and 10dm.tags were tested for read/no read
and write/no write capabilities, as well as thedita read (header), time to read (all
blocks), time to write, and data integrity. The RMBlood Center Consortium developed
and undertook this testing regimen to ensure treptoper methods of control for

mitigating the potential hazards were established.

The potential hazards that could result from cérggtion were the following:

1. RFID tag may not survive the exposure to centrifiogaprocess. Evidence of
survivability should be proven by complying witrethcceptable performance

criteria laid out by the other potential hazardsadéed below.

2. Increased exposure to centrifugation processesd®ergase the ability of the

RFID tag to read tag data within 30 seconds ofthg.

3. Increased exposure to centrifugation processesd@ergase the ability of the

RFID tag to write information within 30 secondstioé start.

4. Increased exposure to centrifugation processesmsegase the time it takes to

read the tag after it was seen for the first timeagler) by greater than 20 seconds.
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5. Increased exposure to centrifugation processesmsegase the time it takes to

read all blocks of tag memory by greater than £o8ds.

6. Increased exposure to centrifugation processesmsegase the time it takes to
write information after the tag acknowledges enngdiompletion of all blocks

by greater than 75 seconds.

The next condition investigated was blast freeZzirige objective of the blast freezing
protocol was to determine the applicability of @sRFID technology in the transfusion
medicine supply chain. It was performed in ordeevaluate RFID tag survivability and
resiliency when exposed to the effects of blasiAiieg under high levels of exposure
conditions. Sixty operable RFID tags were sampéstirig their post-test operability at
each distance of Ocm, 5cm, and 10cm. The tags wested for read/no read and write/no
write capabilities, as well as the time to readafle), time to read (all blocks), time to
write, and data integrity. The tags were affixegt@sma bags and subjected to blast
freezing for approximately 50 minutes, and thercg@thin a walk-in freezer set to -30°C.
After being stored in a frozen state for about @@rk, the bags were thawed in a water
bath using standard plasma thawing procedure. HiB Blood Center Consortium
developed and undertook this testing regimen tarenhat the proper methods of

control for mitigating the potential hazards wesgablished.
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The potential hazards that could result from Histzing include the following:

1. RFID tag may not survive the exposure to blastziregtechniques. Evidence of
survivability should be proven by complying wittetacceptable performance

criteria laid out by the other potential hazardsadéed below.

2. Exposure to blast freezing techniques may decrbasability of the RFID tag to

read tag data within 30 seconds of the start.

3. Increased exposure to blast freezing techniquesdeenease the ability of the

RFID tag to write information within 30 secondstloé start.

4. Exposure to blast freezing techniques may incréaséme it takes to read the

tag after it was seen for the first time (headgryteater than 20 seconds.

5. Exposure to blast freezing techniques may incré@séme it takes to read all

blocks of tag memory by greater than 45 seconds.

6. Exposure to blast freezing techniques may incréeséme it takes to write
information after the tag acknowledges encodingpmetion of all blocks by

greater than 75 seconds.

7. Exposure to blast freezing techniques may affexirtegrity of the written data.
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The final condition examined under this protocobwgamma irradiation. The objective
of this study was to determine the applicabilitytteé use of RFID technology in the
transfusion medicine supply chain. It was perfornmedrder to evaluate the RFID tag
survivability and resiliency when exposed to thesta@wase effects of gamma irradiation
under high levels of exposure conditions. Sixtyrapke RFID tags were sampled testing
their post-test operability at each distance of 0som, and 10cm. The tags were tested
for read/no read and write/no write capabilitiesyeell as the time to read (header), time
to read (all blocks), time to write, and data imitgg The tags were affixed to blood
product bags and subjected to a higher numberozfess cycles of ¢¥ gamma
irradiation than normal. In standard manufactupngcesses, exposure to gamma
irradiation will be limited to a total of approxinedy 3.8 minutes to reach the desired
dose of 25 Gy. Under typical circumstances, an RBtPis expected to be exposed to a
maximum of two gamma irradiation cycles. The testain the study were exposed to
that maximum level of two 25 Gy doses of gammadiaion exposure. The RFID Blood
Center Consortium developed and undertook thiggesegimen to ensure that the

proper methods of control for mitigating the poiaiihazards were established.

The potential hazards associated with blast freeimclude:
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. RFID tag may not survive the exposure to gammali@teon processes. Evidence
of survivability should be proven by complying witie acceptable performance

criteria laid out by the other potential hazardsadéed below.

Increased exposure to gamma irradiation procesagsietrease the ability of the

RFID tag to read tag data within 30 seconds ofthg.

Increased exposure to gamma irradiation procesaggiatrease the ability of the

RFID tag to write information within 30 secondstloé start.

Increased exposure to gamma irradiation procesagsnuorease the time it takes
to read the tag after it was seen for the firset{imeader) by greater than 20

seconds.

Increased exposure to gamma irradiation procesagsmorease the time it takes

to read all blocks of tag memory by greater tharse&onds.

Increased exposure to gamma irradiation procesagsnuorease the time it takes
to write information after the tag acknowledgesaghieg completion of all blocks

by greater than 75 seconds.

Increased exposure to gamma irradiation procesagsietrease the integrity of

the written data.
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Thus, although the harsh conditions may differ. @gentrifugation, blast freezing, gamma

irradiation), the hazards that may ensue from exgot these conditions are the same.

The testing methodology for these protocols inatbidesimulation of operational
conditions equivalent to those to which a regulao product would be subjected under
normal operating conditions. The basic scenariag\designed to observe RFID tag
behavior before and after the simulated units umdet the demanding operational

conditions of centrifugation, blast freezing, araargna irradiation.

A total of 180 RFID tags were sampled. Prior toxafy the tags to the test units, each
sample tag was validated to ensure only operagkevere tested. Different test
parameters were measured for each tag before @arceath survivability scenario, and
were collected at three different distances froerader antenna — Ocm, 5cm, and
10cm. The parameters measured included read syea#igssuccess, as well as time to

read, time to write, data integrity, read rate, aigghal strength.

The mitigation strategy followed for all of thesazlards were related to the tags. The
RFID tags used for the RFID Blood Center Solutimm@mpliant with the ISO 15693
and ISO 18000-3 standards, and are specificallynoged for healthcare applications.
Durable Avery Dennison AD-730 HF RFID tags wereduard placed underneath the

DIN barcode.
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The risk mitigation strategy is three fold:

1. RFID tag suppliers will be required to certify theadability of tags supplied by
implementing internal controls to statistically ggenproduction batches and
eliminating defective tags prior to shipping taggshe blood center. The blood
centers should establish a procedure to periogligaliify the certification levels

established in the purchasing contract.

2. In case of an eventual tag failure, the operatastrfallow the general procedure
established for proceeding when an inoperablestagtected in any blood center
process: The unit must be clearly identified &8AR CODE ONLY” unit and all
subsequent operations with such unit must be pwaddrthru the back up operating

procedures (barcode scanning).

3. Failed tags will be reported documenting the paaéctuse for failure (when
apparent). If failure rates surpasses the thrdsestablished by the quality control
department, a joint investigation with the manufiaet will be conducted to establish

root causes.
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The resulting performance levels observed for falhe survivability tests —

centrifugation, blast freezing, and gamma irradiat at least 92% of the tags survived

with 95% confidence.

Centrifugation secondary analyses: There was stitatly significant increase in
time to read/write and read rate performance maiftlr the third centrifugation
cycle. Some degradation was expected becausegh&te exposed to the high
levels of centrifugation (4750g) conditions twicesuccession. However, despite
the statistically significant difference, the résg performance level observed

was well within the acceptable operational rangg®eeted for a normal tag.

Blast freezing secondary analyses: There was mifisignt degradation in read
rate or signal strength observed after the freeaimjthawing cycles (Note that
the tags rated operating temperature range i0-48%°C). Statistically
significant degradation was observed for mean tomead and write all blocks
mainly after thawing. However, despite the stataty significant difference, the
resulting performance level observed is well witthia acceptable operational

ranges expected for a normal tag.

Gamma irradiation secondary analyses: There wasgndficant degradation in

read rate observed. However, there was a signtfabenwnward trend in signal
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strength when measured at 10cm distance afterigadmation cycle. Signal
strength was not a hazard in itself but one ofinle@asurements used to explain
poor performance. In all cases except the tinredd all blocks, there was not a
statistically significant deterioration in tag fuimmality. The resulting
performance levels observed were well within theeatable operational ranges

expected for a normal tag.

Overall, although there was some degradation irfisagtionality after the last exposure
cycles, the degree of degradation observed wasamstidered critical in practical terms
as the post-test measurements were still deemed@pgie for acceptable tag operating

performance.

The seven hazards which could impact the survikglof the RFID Tag subsequent to
experiencing the most demanding conditions in thedsupply chain were all tested in
the above Survivability Testing Protocol. All seveazards are RFID-based, and they
may affect the ability of the system to perforndasired. Additionally, the same method
of control may be applied for all. This mitigatistrategy is based on the tag itself. The
durable Avery Dennison AD-730 HF RFID tags, whick eompliant with the 1ISO

15693 and ISO 18000-3 standards and specificatiyngged for healthcare applications,

were used and placed underneath the DIN barcode.
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Survivability tests were conducted in which tagsenexposed to higher numbers of
process cycles of centrifugation, blast freezinggamma irradiation than those regularly
applied during normal operations. After the tetis,tags behaved within acceptable

performance levels.

RFID tag suppliers will be required to certify tteadability of tags supplied by
implementing internal controls to statistically ggenproduction batches and eliminating
defective tags prior to shipping tags to the bloedter. The blood centers should
establish a procedure to periodically verify thdifieation levels established in the

purchasing contract.

In case of an eventual tag failure, the operatastrfallow the general procedure
established for when an inoperable tag is detantady blood center process: The unit
must be clearly identified as a “BAR CODE ONLY” uand all subsequent operations
with such unit must be performed following backagerating procedures (barcode

scanning).

Failed tags will be reported by documenting theepbél cause for failure. If failure
rates surpass the threshold established, a jaiastigation with the manufacturer will be

conducted to establish root causes.
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Furthermore, with the exception of the first hazavdich was given a severity and
likelihood score of three and two respectively, timaining hazards were given severity
and likelihood scores of two and two respectivélye first hazard described the general
risk that the tag failed to survive the processdéfstandably, it is essential for the tag to
maintain functionality throughout the entire praz@sorder to achieve the objectives of
the iTracé™. The severity rating illustrated the remote chahe¢ moderate damage or

loss of function could occur.

Thus far in the analysis, this hazard has presahtedreatest risk. While the Pre-
Mitigation Risk was still 8, the risk range was near the unacceptable region.
Consequently, even though this hazard could beyatéd and the severity reduced, it

may involve high cost expenditure.

The remaining hazards all had severity and likelthtevels of two and two, but they all
presented a Pre-Mitigation Risk Bf Although they had the same rating as the previous
hazard, these hazards all fell within the middi¢heftolerable risk range. Therefore, the
cost expenditure or efforts that must be takenitaate the hazard were lower for these

hazards than the former.

The list of remaining hazards that fell in thisezadry included:
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e The ability of the RFID tag to read data withins3$conds of the start is
damaged.

e The ability of the RFID tag to write information thin 30 seconds of the start is
damaged.

e The time it takes to read the tag after it was deethe first time (header)
increases greater than 20 seconds.

e The time it takes to read all blocks of tag menmaryeases by more than 45
seconds.

e The time it takes to write information after thg t&cknowledges encoding
completion of all blocks increases by greater tharseconds.

e The integrity of the written data is compromised.

TECHNOLOGY — SAFETY CRITICAL DESIGN REQUIRMENT: ENS URE NO
INTEREFERENCE OF RFID HIGH FREQUENCY (HF) AND
ELECTROMAGNETIC INTERFERENCE (EMI) WITH OTHER SYSTE MS

There were 11 potential hazards identified thatcc@upact the safety critical design
requirement to ensure no interference of RFID HidR) and electromagnetic
interference (EMI) with other systems. Like theypoeis technology hazards described,

these hazards were all tested through the uséoofral protocol. The protocol was
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entitled: “Wireless Considerations Test — HF RFIppAcation in Blood Centers

Wireless Considerations.”

The objective of this protocol was to outline tegtmethods and success criteria for
evaluating the potential effects of electromagnietierference (EMI) on existing medical
equipment and systems, as well on and between IHgguency (HF) RFID entities. The
RFID Consortium developed and undertook this syatenand repeatable protocol
testing regimen based on the recommendation cAmherican National Standards
Institute (ANSI) to ensure that the proper methafdsontrol for mitigating the potential

hazards were established.

There were four main goals of the study:

1. Identify potential electromagnetic interference (Ee®ffects from High
Frequency (HF)-based RFID systems on existing naédguipment found in

donation and processing centers.

2. ldentify potential EMI effects of HF RFID equipmemt existing wireless devices

and systems found in donation and processing center
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3. ldentify any potential for erroneous and/or incoetglcommunication between
HF RFID entities (e.g. between tag and reader twdxn reader and server) due

to EMI from other devices.
4. Suggest proactive measures to minimize or elimiaddé effects.

A major prerequisite to understanding the possffiects that high frequency and
electromagnetic energy from the iTrdeould have on interfacing and communications
transmission was learning how the iTrBt#self operates. The implementation of the
RFID blood center solution iTral& consists of RFID devices securely interfacing
through servers to the Blood Establishment Compguiysstem (BECS). The servers run
the application iTrace' that is built on a middleware developed by S3HEtigeis based

on the Microsoft BizTalk RFID platform.

Wireless considerations for interfacing and comroaition transmissions were taken into
account for the iTrac¥. The two types of wireless technologies that vesnelicable to
this project were High Frequency (HF) RFID and WiHf- RFID operating at 13.56
MHz is the recommended technology for use in tl@dlsupply chain under the ISBT
Guidelines. It utilizes near-field magnetic indocticoupling and the electric field is
suppressed. The tag types — ISO/IEC 18000-3 mauohel Hownward compatible

ISO/IEC 15693 — use the ISO/IEC 15693 wireless camoations protocol. Wi-Fi,
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which is already used in blood centers and at readphation sites, consists of
technologies using wireless local area network (Wl.Aased on the IEEE 802.11
family of standards, device to device wireless @mtinity. The coverage of one or more
interconnected access points (hotspots) comprisasea the size of a few rooms
depending on the number of access points with appithg coverage. Both wired
Ethernet LAN-based RFID readers and wireless batiperated RFID readers interface

to the iTrac&" server over the existing T-100 LAN, 802.11b/g \éss LANS.

Prior research has shown that RFID systems, beadukeir wireless communication
transmitters, may have the potential to both ge¢aexad fall victim to electromagnetic
interference (EMI). In order for successful adoptamd deployment of RFID technology
in blood centers, key areas of concern such astgjoalservice, data corruption, security,

and electromagnetic compatibility must be propadgressed, examined, and approved.

The testing methodology for this protocol includiecee sub-protocols. The first was the
HF Electromagnetic Compatibility (EMC) Test Protb@@rotocol ID 1).For this

protocol, medical devices at the blood center vgetaip to operate in normal working
conditions with relevant measurements taken frooh elgvice and compared against the
expected range of values. Operations of the RFHDesy were also monitored to assess

successful completion of blood center softwaredaations. Two types of outcomes were
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used in a binary pass/fail measurement — norn&lr{d deviation from the expected
range of operating values) and abnormal (i.e. dewvidrom outside the normal expected

range of operating values). The acceptance criteritnis sub-protocol were as follows:

e Blood center routine must be successfully completedl the test locations.
Failure is indicated by the following situation3:The reader is unable to
complete the operation and/or emit error beeps 2aridhe routine is completed
but the data in the server database has some rolsmvdh what is expected or is

corrupted.

e No medical device should show abnormal measureprentin-, or post-test.

The second sub-protocol was We-Fi EMI/EMC Test Protocol (Protocol ID 2Yhe
goal of this test was to verify the wireless fuantng of the Unitech RFID handheld
reader, as well as multiple medical and blood pcottandling and processing devices.

The acceptance criteria for this sub-protocol vaeréollows:

e The fraction of packets lost when running a pingioand from the handheld

must not exceed 10% in any location.

e The blood center software routine must be succigsiompleted in all the test

locations within the protocol. Transaction failuvas indicated by the following
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situations: 1) an error message appeared on tlghbkhindicating that the
process was terminated prematurely for any reas@ismever, and 2) the routine
was completed but the data in the backend datdizabeome mismatch with

what was expected or was corrupted.

e No medical device should show abnormal measurenpeetsin-, or post-test.

The third sub-protocol was th&ilure Recovery Test Protocol (Protocol ID Zhis
protocol was designed to examine the behavior@RRID blood center solution in the
event of a sudden failure in Wi-Fi signal conneityiand to analyze the recovery

mechanisms of the system. The acceptance critereavere as follows:

e There should be a clear indication on the devidfithat informs the user about

an interruption in wireless connectivity.

e The handheld should clearly indicate that the tatisn must be repeated in the

instance of a failed attempt to store informatiohte central database field.

e The central database should not contain erroneomgsteading information
about the intermittently stopped transaction. tdt notify the user of an

incomplete entry.
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e The handheld should complete the transaction wikemvireless connection is

resumed.

e If applicable, entries created in the database afiepletion of the handheld

routine should match up with the information on RfelD tag.

Finally, the HF RFID tag write failure recovery dipption was examined. The purpose
was to perform a write-read-verify cycle to confiproper tag commissioning. If an error
was indicated during the process, the solution aseahfigurable number of automatic
retries to ensure the tag was correctly commissiohke acceptance criteria here was an
assessment of functionality, examining whetherstbfewvare first detected a verified

write, then a failed write, then another verifiedtesto demonstrate the capability of the

automatic retry.

The potential hazards investigated under this patand sub-protocols included the

following:

1. Electromagnetic interference (EMI) effects couldsmconnections to be lost

without warning.
2. EMI effects could cause a failure to establish emtions.

3. EMI effects could lead to degradation of service.
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4. EMI effects could produce delays and packet logkertransmission of

information to and from a handheld reader or aoathaptop.

5. EMI effects could negatively impact the wirelessgmission of critical medical

device alarms.

6. EMI effects could impede the transmission of phiggjwal waveform data.

7. EMI effects could prevent the real-time controtloérapeutic medical devices.

8. EMI effects could hinder the transmission of timical medical telemetry.

9. EMI effects could obstruct the wireless controtludrapeutic devices.

10. EMI effects could lead to data corruption and/@oks.

11.Communication between the transmitter and receiveld lead to unauthorized

access.

The mitigation strategy applied for these hazards extensive. Several considerations
were taken into account in the creation of the RBl@bd center solution application.
The first was RFID interference with wireless degcThis posed minimal concern
because, aside from the extensive frequency sepatstween 13.56 MHz RFID and

2.4 GHz for wireless communication that enablesbeawt signal filtering, the signal
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propagation characteristics of RFID make interfeeswith wireless communications

unlikely.

Next, the near-field magnetic propagation of thpligation reduced the potential for
electromagnetic interference in all but the closdgects. The RFID reader operated at
13.56 MHz and 22m wavelength with the electricdfislppressed. Additionally, the
magnetic field strength was largely limited to Hreenna and the propagated field
strength was inversely proportional to the cubthefdistance from the antenna.
Although the maximum operational range varied adex power and antenna size, this
generally remained less than 50cm. Consequentthymagnetic field strength @R =

11m made far field electromagnetic propagationragsl/ non-existent.

Furthermore, the 2.4 GHz wireless antennas of pipécation lacked a metallic loop-
shaped device. This structure eliminates the pisgibf EMI because the RFID

magnetic field in the air cannot be induced witheabmplete loop.

In general, EMI may be avoided in three ways: seggfing the source, breaking the
interference path, or shielding the device at ridke potential hazards depended on the
severity of the EMI, which was determined by thevpoof both the electromagnetic
leakage and channels. The two general guidelingiécaple to reduction in all types of

EMI are diminishing electromagnetic leakage andosegsing electromagnetic channels.
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Electromagnetic radiation leakage is a consequehc®st electronic devices operating
with digital signals that have sharp temporal tr@mss. As a result, these devices serve
as sources for EMI. As performance requirementease, the speed of digital signals
and the strength of radiation and leakage incrddigfer electromagnetic output power
boosts the risk for EMI. Agencies such as the F&lilate the amount of radiated and
leaked electromagnetic power. EMI can be reducechdgifying the internal circuit
design of the device. Two of the most commonly usethods to achieve this are the
filtering and the spread spectrum techniques. Tteihg technique blocks the frequency
bands while the spread spectrum technique sprbad=sergy over a wider frequency
range. With proper design following these princgplelectromagnetic leakage from
devices can be greatly reduced. Nevertheless,pbatonal frequency bands of HF
RFID readers and Wi-Fi devices are restricted erHig regions of the electromagnetic
spectrum, and most medical devices fail to genaigitromagnetic fields at these

frequencies.

The next guideline, suppressing electromagnetiomdla, consisted of three different
types of electromagnetic channels that warrantideration: electro-coupling, magnetic-
coupling, and electromagnetic radiation. Among theragnetic-coupling may play a
primary role in producing EMI between HF RFID reexdland medical devices. Yet,

electromagnetic radiation is the dominating factiothe EMI in Wi-Fi devices. For HF
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RFID readers, suppressing the magnetic-couplingd®t devices can be implemented
by providing electromagnetic shielding or pullingvites away from potential sources of
EMI. Electromagnetic shielding blocks electromagnields and is typically achieved
by surrounding the susceptible device with a gamtactor such as a metal film or foil

cover.

Another strategy was to pull HF RFID readers awaynfall medical devices as much as
possible to significantly lessen electromagnet@rnctels which are constrained to within
a few centimeters of the HF RFID antennas. Thengtreof the channels drops
dramatically with distance. Most HF RFID readerat thperate as per FCC regulations

for maximum power have magnetic fields spreadisg than 20 cm from the antenna.

Electromagnetic shielding or spreading the distdreteveen devices are valid measures
for Wi-Fi as well. Even a thin sheet of metal iffisient to provide significant
electromagnetic shielding. As well, increasingaises between medical devices and
Wi-Fi devices can reduce the efficiency of the ¢teds since the radiation energy density

is inversely proportional to the square of theatise.

Furthermore, there are two EMI-related hazard raito strategies that blood centers
and hospitals may need to implement. The firsb imtorporate EMI test requirements

into the new medical device/equipment sourcinggyolbevice sourcing involves several
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practices which are geared towards finding, evalgaand engaging suppliers of goods
and services. The first EMI-test related stepientkefining the specific electromagnetic
frequencies and wireless communication protocolized in blood centers and hospitals.
This will facilitate effective communication andduece damaging interference between
devices. The next EMI-test related step is to compaie those specifications in Request
for Proposal (RFP) and Request for Quotation (R#&guments that are customized to
particular use cases in order to record businegsreanents for and competitively price
potential solutions. The final step in the sourctigtegy is to ensure that manufacturers
provide evidence of EMI shielding specificationsmethodology and testing of their

products to confirm the safety of their use.

The second strategy is to incorporate EMI testirequents into the procurement of new
medical device/equipment or existing medical de'eigeipment upgrades policy. For
implementing this policy, it is necessary to fisffine the appropriate EMI test protocols
applicable for the device in question. It is alseantial to consider the operating
environment where the device will be employed. Wilsenable a comprehensive
analysis of the effects of utilizing the device eTpolicy should then require the
performance and documentation of the applicable &8ting protocol prior to installing

the device.
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The results of the testing showed that all hazaudsessfully passed acceptance criteria,
and that EMI and wireless communication issuesamwily be minor risks in the

implementation of the iTrac¥.

The 11 hazards tested with this protocol were BIDRhazards caused by EMI/Wireless
communication and were capable of impacting théesysTwo of the hazards: 1)
Connections/communication links are lost withoutniuag and, 2) Degradation of
service/ transmission of information share the samathod of control. The method of
control involved the HF RFID 13.56 MHz radio comnuation protocols as dictated by
the ISO/IEC 15693 standard, as well as the ISOAB@0-3 mode 1 standard, which are
used in the RFID readers for this application. Thebit cyclic redundancy check

(CCITT CRC-16) is run on the message bits righinftbe start of the flags to the end of
data and the CRC-16 accompanies the messagesaiiti This is used for
communication both from the reader to the tag dsagdrom the tag to the reader, and
is capable of detecting 99.998% of all possibleshibrs. When an error is detected, a
complete bit sequence must be retransmitted. Funtbre, the CCITT 16-bit CRC on the
data stored in the tag memory serves as a secgaiddaprotection against the remaining

0.002% cases of bit stream corruption not caughhéyriginal transmission CRC.
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Another hazard in this category was the possihiligt the systems will experience a
failure to establish communication. Here, the stggitwas to revert to the current
standard. The key information for safe transfussocarried in ISBT-128 barcodes, as
well as in human readable form, on the bag itéelfhe event of any communication

failure of the RFID system, bar code data will lsed

The next five hazards utilize the same method ofrob The hazards which comprise

this group are the following:

1. The wireless transmission of critical medical devadarms is disabled.

2. The transmission of physiological waveform dataripeded.

3. The real-time control of therapeutic medical desgitseprevented.

4. The transmission of time-critical medical telemasyindered.

5. The wireless control of therapeutic devices is miased.
The method of control was reflective of the strae@s previously described for this
protocol. All wireless communication and EMI inteménce tests in this protocol
successfully passed acceptance criteria for tratiegikey devices operating in the Blood
Center. EMI and wireless communications issuesimblve minor risks in the

implementation of the RFID blood center solution.



119

There are two steps for effective control for preugy these hazards from occurring for
future acquisition or upgrading of key equipmerithe first is at the new medical
device/equipment sourcirgjage. The EMI study protocol described above dédfihe
specific electromagnetic frequencies and wirel@ssmunication protocols utilized in
blood centers. The specifications were documemedested. These specifications are to

be used as templates for defining EMI-related $pation for new/upgraded equipment

The second step is at the procurement of new aradptp of existing medical
device/equipment stage. Here, the appropriate Ebtigrotocols applicable for this

device will be executed. The test results will bewmented.

Going a step further than the general practicerdest with the former hazards, the
method of control for the next hazard — delays axket loss in the transmission of
information to and from a handheld reader or ao@thaptop — took into account formal
standards useful for WLAN communication. The WLAdhamunication used for the
iTrace™ adhered to the IEEE 802.11b and 802.11g standériit define one Medium
Access Control (MAC) layer and multiple physicaldes (PHY). Various error detection
and corrections steps were employed at both lagehsding Reed-Solomon codes (that

can detect up to 8 byte errors) and 32-bit CRCdhatdetect more errors than a 16-bit
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CRC in ISO 15693. The error detection and corractteps were achieved by appending

a frame check sequence (FCS) at the end of ea&etpac

All of the nine aforementioned hazards in this gatg were rated at a level two severity
and a level one likelihood. That means that thesatus all represented improbable
instances which would only lead to minor loss afdiion or impairment if they did
actually come to pass. As such, they were all assign Pre-Mitigation Risk Levél.

They were all acceptable risks that can be disdeghin comparison to other risks.

However, the remaining two risks which threatenfthi#lment of the safety critical
design requirement to ensure no interference oDRHHF and EMI with other systems
both received severity and likelihood scores oé¢haind one respectively. This moderate
severity in conjunction with an improbable likeldwresulted in a Pre-Mitigation Risk of
B. These risks were considered tolerable, yet tloetdb mitigate the hazards may be

greater.

One of these hazards — data corruption and/orsearer produced — utilized the combined
mitigation strategies of a few of those describeove. The HF RFID 13.56 MHz radio
communication protocols as dictated by the ISO/IB693 standard, the ISO/IEC
18000-3 mode 1 standard, the 16-bit cyclic redunoga@heck (CCITT CRC-16), the tag

data encoding procedure, and the WLAN communicatioor detection and correction
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(i.e. IEEE 802.11b and 802.119) standards demdadteacomprehensive mitigation and

correction strategy for preventing and rectifyihgsthazard.

The second of these hazards was the event in winigbthorized access during the
communication between the transmitter and receraespired. The method of control
engaged formal guidelines concerning access, etieny@nd data manipulation security.
There were particular provisions in the air prote@nd standards that made it difficult to

inappropriately access data while the transmitterr@ceiver were communicating.

Furthermore, the RFID reader operates at 13.56 Ehdlz22m wavelength with the
electric field suppressed. Additionally, althouble maximum operational range varied
by reader power and antenna size, this generattgireed less than 50cm. Because the
communications range is limited to within a few tereters around the RF tag and
reader, it is almost impossible for an unauthorimelividual to access or steal
information. Also, the tag structure design incldidiata bits stored on the tag with an
associated CCITT 16-bit CRC stored in the tag mgrtmensure data integrity and

making malicious alteration difficult.

Moreover, the key information for safe transfusi®carried in ISBT-128 barcodes and
human readable form on the bag itself. The apptinatoes not and will not involve

storage or transmission of confidential medicahdand all key information. Finally, the



122

wireless network included data encryption secuhat prevented hackers from
connecting to protected networks and stealing médion. The application utilizes the
WPA2 AES security key as well as wireless intrugpoevention systems as an added

layer of security.

CHAPTER 5: IMPLEMENTATION HAZARD ANALYSIS

SysLogic, Inc. maintains a list of recognized aekeeable hazards associated with
medical devices under both normal and abnormalitond. Previously identified
hazards were also taken into account. The implestienthazards encompass the broad
range of issues related to the realization or ei@twf the device specifications. They
include matters involving the database, interfacecessing, data corruption or loss, and
audit trail items. The safety critical design reguaients associated with the

implementation hazards include the following:

e Prevent Sequencing Timing Error
e Prevent Data Loss/Corruption

e Prevent External Interface Errors
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IMPLEMENTATION — SAFETY CRITICAL DESIGN REQUIREMENT

PREVENT SEQUENCING TIMING ERROR

There were three implementation hazards found Ye b#e potential to jeopardize the
realization of the safety critical design requirem® prevent sequencing timing errors.
The first was that processing steps did not oattine sequence expected. This system
hazard may be caused by user error. The featuhedTracé” which served as the
method of control included the RFID tracking systdinis system employed a finite
state machine, which only enabled valid state ttians for each business object. The
finite state machine also indicated the acceptahteanticipated series of events for
given objects. Furthermore, the iTrdéds made up of wizard-like user interfaces that

are used to guide users through the sequencepsf séeessary to accomplish tasks.

Additionally, each component form contained valioiaiogic preventing users from
proceeding through the process unless the priprnsés successfully completed. This
method guaranteed that the correct sequence ofsewas followed, and that any errors

were reported.

This hazard received a severity score of two akelihiood score of one. As a result of its

minor gravity and highly unlikely threat of occuncee, this hazard was given a Pre-
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Mitigation Risk level ofA. The risk of this technology was acceptable duhecslight

risk this hazard may pose.

The second hazard described the event in whichipfeulisers were provided with access
to update the same record. This system hazard waissequence of software design or
unavailable software capability. The features amttfions of the iTrac¥ included a
variety of techniques that were applied to mitigaie hazard. Included in this were
relational database and transaction processinggues that were incorporated
throughout the tool’'s software to allow for atongonsistent, isolated, and durable
(ACID) properties. The database transactions wesgyded to allow precise failure
recovery, supply reliable units of work, and maimtzonsistency within the database, as

well as inhibit multiple users from accessing tlagatbase simultaneously.

Furthermore, the transactions used also applydtatiething” semantics, meaning that
the transaction is either completed entirely oratadll. Additionally, in order to sustain
the integrity of the database and make certaindtt is successfully written into it,
transactions that were initiated concurrently byltiple users were isolated from one
another. These functions of the tool had been shovae effective strategies for hazard

mitigation of electronic devices.
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The level of severity for this hazard was two. Téneel of likelihood for this hazard was
three. As a result of its believed propensity &m$épire occasionally and lead to minor
injury in its occurrence, this hazard was giverreéMitigation Risk ofB. Although it

made the cutoff, it still lies on the borderlinetoferable and intolerable risks.

The next potentially hazardous event involved tfstesn failure to receive timely data
from an external application. There were two priyfa@atures of the design notable in
this instance. The first was that external integfdata remained parallel to database
updates except in the case of dependencies. Wharisd#ot received, the omission is
recorded in the log file. The second is reflectivehe Blood Establishment Computing
System (BECS). The interface of the BECS is defin@sked on Web services that
produce definitions for error messages and infolonagxchanged between applications.
If an error were to arise that is outside of onéhefdefinitions provided, a system-level

assertion would appear forcing the operation tbhatk.

This hazard was given a level two severity andllene likelihood. Due to its minor
severity and improbable likelihood of occurrenteeceived a Pre-Mitigation Risk level

of A. Thus, this risk was deemed acceptable.
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IMPLEMENTATION — SAFETY CRITICAL DESIGN REQUIREMENT

PREVENT DATA LOSS/CORRUPTION

There were five hazards which could potentially acithe requirement to prevent data
loss and corruption. The first hazard in this catgglealt with the instance in which user
error caused the data to be corrupted. This systeon caused by the user was deemed
likely to occur occasionally (three) but with a hgiple severity (one). The function
utilized to mitigate this hazard was again validatiogic. Validation logic is

incorporated in all forms — Web and handheld — imcl the user enters information into
the system. Additionally, before data is recordethe database, the BECS may also be
interrogated to verify the validity of the infornnat. When invalid data is entered, the
user will receive an error message and furtheoadtiill be inhibited until the error is

corrected.

The second hazardous event in this set was thaiseen which data was lost or
corrupted due to a hardware disk crash or otheivwene or power failure. This was a
borderline tolerable hazard, receiving a moderatesty score of three and remote
likelihood of occurrence score of two. This hazaasb tackled and mitigated as a result
of the aforesaid ACID properties and all-or-nothgggnantics. Additionally, it was
recommended that multiple disks be used so thatk-bp would be available to avert

the potential loss of data. Finally, SQL can sumplyarehouse for database backup and
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recovery. The database may undergo refreshing acidip procedures daily, and all

data entered after the back-up took place woulb®red from the SQL log-file.

The third hazard referred to the situation in whielta was lost or corrupted due to the
malfunction of the program routine. This systemandavas caused by incomplete
transactions. The seriousness of the event waseatkragligible (one) and there was an
occasional probability of it happening (three).with many of the above-mentioned
hazards, the functions employed to mitigate thicahdhwere the ACID properties and all-
or-nothing semantics. Moreover, the iTr8tdtself, as well as the system’s middleware
and the related relational database technology akbeen constructed to work in
conjunction with various fault tolerant hardwarenfigurations. These included support
for the redundant array of independent disks (RAIOY)systems, SQL server clusters,

and completely redundant configurations with faiéosupport.

The next hazardous event was the instance in wd@atiencountered was outside the
range of expected values. This system hazard veae#ult of an undetected anomaly or
user error. Here, again, the seriousness of thartiazas negligible (one) and the chance
of occurrence (three) was occasional. As descipediously for other hazards, the
hazard mitigation features relevant in this castuted validation logic and BECS

interrogation. Furthermore, all system criticaladet stored in reference tables. Because
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users must choose from drop-down lists, all seteetdues are valid. Other data was
scanned via barcodes. Also, in the case of inddid entry, the user was alerted with an

error message and prohibited from proceeding thikerror was corrected.

Finally, the last hazard in this set was the ewemthich duplicate data entered the
system. This system hazard was the result of usar. & fell on the borderline of
tolerable/intolerable risks with a severity scofévam and likelihood score of three. This
indicated that it will produce minor injury/loss fainction in the occasional instance that
it does happen. The method used to mitigate thiardanvolved the unique ID assigned
to all products and business subjects within thibRH#ood supply chain tracking system.
The presence of the unique ID inhibited the usanfcreating or entering duplicate
information. Also, here the BECS may again undénggrrogation to confirm the

validity of the data being entered into the system.

All five of the hazards described were assignedeaNfitigation Risk ofB. All are
tolerable risks, although some appear on the blimdesf tolerable and intolerable in the
matrix. This simply means that greater effort ghar cost may be associated with the

mitigation of these hazards than those in the middicloser to the acceptable risk level.
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IMPLEMENTATION — SAFETY CRITICAL DESIGN REQUIREMENT

PREVENT EXTERNAL INTERFACE ERRORS

There were five hazards discovered which may ptesémeat to the safety critical

design requirement of preventing external interfatcers. The first was the event in
which the system fails to receive accurate data filve RFID reader interface. This was

a system hazard caused by hardware failure. ltvedédevel two severity (minor) and
level three (occasional) likelihood scores. Thehmdtof control to mitigate this hazard
involves the large number of technologies integratéo the system design to ensure
detection in case of a failure in an RFID read polihe technologies consisted of reader
self-test diagnostics, inactivity timers, periodgart beat signals, and positioning sentinel

tags to verify the accurate operation of the reader

The second hazardous event described the instandgich the tag and barcode were
both unreadable. This system hazard was causelysycpl damage from handling the
product. It was assessed as very unlikely to ofmue) yet with moderate severity (three)
when it does transpire. The mitigation strategyliadpvas quite simple. If both the RFID
tag and barcode become unreadable, the userrigdtest to proceed with standard
operating procedures in which the blood produdisposed of appropriately due to the
inability to reliably determine, track, and monitbe unique unit ID and related

information.
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The next hazardous event was the inability to adrite the RFID tag data due to a tag
failure. This event was also a system hazard #satlted from the physical damage of
improperly handling the product. This hazard présg@a minor severity (two) which
occurred on an occasional (three) basis. The niig@rocedure employed for this
technology involved the RFID tracking system apgdiiens that write information to the

user data portion of the RFID tags. These apptioatinclude:

1. Collection (handheld reader).

2. Label Product (pad reader).

3. Check-in Imports (pad or handheld reader).

4. Check-in Returns (pad or handheld reader).
For these applications, the software writes bloagl information into the RFID tag. The
software then immediately rereads the tag to confitat the data was successfully
written and, if the write/read cycle failed, theamexrror message is delivered.
Additionally, because none of these applicationsedd on information read from the
user data portion for subsequent processing, thare risk of misreading the tag
information. Furthermore, the TIN is read at nunusromes throughout the supply
chain. The hardware and air-protocols used for camaoation between the reader and

the tag ensure that tag IDs are properly read arttewto the application.
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The fourth hazardous event in this set was thatstia in which data received from
BECS does not pass correct data structure. Thismylsazard was due to unrecognized
data being received from the BECS. It is a faidyi@us hazard, receiving a moderate
severity score (three) and remote likelihood ofusence score (two). The function
responsible for mitigating this hazard was reldtethe interface definition and
communication between the iTrd¥eand the BECS. The definition of the BECS
interface to iTracE” is based on a set of web services and consisismfmessages and
information exchanged between the applicationso Adssystem-level assertion is raised
and the operation rolled back in the instancedhatrror outside of the definition

appears.

The final hazard that fell under this category Weasevent in which errors detected in the
BECS were not handled properly. Like the previoasand, this hazard was caused by
unrecognized data from the BECS. This hazard wesaps the least impactful of all
potential hazards described thus far, receivingsgvand likelihood scores of one and
one. Here, again, the mitigation method involveslay in which the BECS is defined.
Furthermore, the BECS executes different proceduhes dealing with critical vs. non-
critical data. For critical data, the BECS will del an error message to the user. For
non-critical data, the BECS will not update theadl&tut will log the exception using

normal BECS functionality.
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While this hazard received a Pre-Mitigation RiskrscofA, the other four hazards
described in this set were given a scorB.of herefore, the risk of the BECS not
handling errors appropriately can be deemed néigigh comparison to the others
described in this category. It is believed to héngeleast impact on the safety critical

design requirement of preventing external interiacers.

CHAPTER 6: FUNCTIONAL HAZARD ANALYSIS
The functional hazards identified and tested ase abmponents of SysLogic, Inc.’s
known and foreseeable list of risks associated miglical devices. Functional hazards
consist of any known risks to the performance efgiastem or device in an operational
setting. They are comprised of concerns relatebea@bility of the system to record read
and written information appropriately and accumat&hey also include other software
design and capability issues such as security sactmceability, notification, alerts,
monitoring, tracking, and labeling. The followingfsty and critical design requirements
will be addressed in this chapter:

e Preventing Unauthorized Entry or Override of Sysizata

e Preventing Loss of Traceability
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e Preventing Packing in Improper Containers at CabecSites
e Ensuring Reconciliation of Materials from Collecti8ite
e Ensuring Blood Product Labeling Information is Redp Captured from BECS

e Preventing Unsuitable Products from Being Releasdistribution

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: PR EVENT
UNAUTHORIZED ENTRY OR OVERRIDE OF SYSTEM DATA

There were three system security hazards that gmithtially impact the safety critical
design requirement of preventing unauthorized emtrgverride of system data. The first
and second hazards described situations in whekybktem was accessed by
unauthorized and untrained users respectivelytlathird hazard went a step further in
that the unauthorized personnel was able to agtoadify records. All instances were
due to security failures in which the system failegrevent entry of undesignated users
into the system. The middleware application ofiffrace™ was based on Microsoft
Windows.Net authentication and authorization s&wid his application employs a role-
based security subsystem that is designed to pt@mt regulate access as desired.
Moreover, standard operating procedures are iregdlaat give the system administrator

control over who may obtain access as well as tbegss by which to do so.
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All three hazards were given a Severity score of &nd a Likelihood score of one. As a
result, the Pre-Mitigation Risk for all wefe Due to the controls in place, it is
improbable that these hazards will take place dnldey were to occur, would have only

a minor effect.

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: PR EVENT
LOSS OF TRACEABILITY

Six hazards were found to be capable of affectiegsistem’s ability to prevent loss of
traceability. The first was the circumstance inevhsomeone other than a responsible
user enters or modifies the data. This hazard reagabised by a system failure to track
those responsible for making database modificatidaswith the hazardous events
described above, this hazard can be controllethé&gésign features of the middleware
and the standard operating procedures in placeitidddlly, activity logs and audit trails
were created and maintained for each businesstdbjée iTracd" RFID tracking
system. The activity logs, which may be viewedraoted, and reported from the
application, detail what the activity was, when #uotivity occurred, and who initiated the

activity.
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The Severity and Likelihood scores assigned tolthmard were two and one
respectively. Hence, the Pre-Mitigation Risk wasThis shows that the hazard is an
acceptable risk for the implementation of the iBHc

The remaining five hazards within this categoryldeéh the incorrect recording of
blood unit information. These hazards may be cabgdtie failure of the system to
record data for whole blood collection, the breakd@f the system in capturing data for
apheresis collection, and the malfunctioning ofdpgtem in distinguishing between
autologous and therapeutic donation types. Alllmamitigated by the validation logic
incorporated into the system. Furthermore, befoi@mation is submitted to the
database for further processing, the BECS maylssaubject to interrogation to verify
that this information being input is valid. Whewvatd data is entered as a result of user
errors, the user receives an error message amehsrged from proceeding until the error
is resolved.

Moreover, the application requires that collectifata is entered in sequential order and
designated format. The user is prohibited from wayyrom the process order. Data
capture must be complete in order for the acceptahthe donation. The user would
have to revert to manual procedures in this cir¢ante.

What is more, the procedural methods further emitble correct identification of

donation type by mandating that autologous donatwere tie tagged with a label to
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identify them as a donation to fill physician orslefherapeutic donations were given
discarded labels which were attached to colledtiags to identify them as unacceptable
donations. BECS functionality may be used in th&gance as well to correct the
donation type.

These five hazardous events were rated a threeradespectively on the Severity and
Likelihood scales. In the very unlikely instancattthey would occur, they could have a
moderate impact. Blood unit information must beusate to enable the most precise
collection of data and reduce the potential trasisfuerrors that could arise. The Pre-
Mitigation Risk given is a levaB. As such, the hazard is tolerable, yet mitigaticay

lead to some costs.

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: PR EVENT
PACKING IN IMPROPER CONTAINER AT COLLECTION SITE

Three system hazards were identified as beingtalpessibly affect the need for packing
products in appropriate containers at collectioessiAll of these hazards were due to
software design or unavailable software capabilitye first hazardous event was the
general case in which the system fails to enswaeptoduct is packed in the correct
container. The method of control initiated in tb@&se primarily involved assigning a

specification for the type of shipping containejuiged for each product to each product
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code. There are four types of containers utilizgthiss system: 1) Blood Donation
Record (BDR) pouches, 2) blood bag coolers, 3gfatontainers, and 4) test tube
coolers. The secondary method of control was treegroperties by which each container
was further distinguished. The five propertiesuigield: 1) container type (including rated
description), 2) label prefix, 3) ISBT bar code cépacity, and 5) RFID TIN.
Consequently, when a user attempts to pack prodluatappropriate or unsuitable
containers, an error message is displayed.

The next hazard in this group described the sinatihen the system fails to maintain
appropriate container capacity for packed prodsichilar to the mitigation method
provided for the aforementioned hazard, the styatege also relied on type of
containers and their properties thereof. One cfelroperties is capacity. On the
occasion when a user exceeds the capacity suftatyacking a particular container, the
user will receive an error message.

The two hazards discussed thus far received sg\rit likelihood scores of two and
two, as well as Pre-Mitigation Risks of le\&l These hazards were believed to have a
minor impact in the rare instances that they ocgarsuch, they were deemed tolerable
hazards.

The last hazard in this category was a bit moretedle than the two previously

mentioned. The event in which the system failsdtifyithe user when attempting to
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pack an already packed item was given a Pre-MitigadRisk level ofA. The severity
score was a one, indicating a negligible risk, #edlikelihood score was a two,
signifying a rare occurrence. The mitigation stggtéor this hazard involved the unique
Tag ID (TID) attached to each product. The trackimechanisms of the iTral% in
conjunction with the TID, reduce the potential afltiple records existing for DIN/bag
type combinations. As a result, the user receinesreor message when trying to pack a

product multiple times.

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: EN SURE
RECONCILIATION OF MATERIALS FROM COLLECTION SITE

Two key hazardous events threatened to impedecthegacy of the material
reconciliation process from collection sites. Theggtem hazards were also due to
software design or unavailable software capacihe first was the situation in which a
container is left at the collection site. The sgsmploys a thoroughly defined pick-up
operation as the method of control for this hazAgicharacterized in the system, a pick-
up entails the identification and loading of alhtainers holding collection materials.
The system will not enable the release of a pickwpss and until all packed containers

have been loaded.
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This was a tolerable hazard. It was assigned dg\&rd likelihood scores of two for
each, and a Pre-Mitigation Risk level®f Therefore, it was considered to be a minor
hazard that will transpire only under rare circuanses.

The second hazard was slightly less significamgikeng a Pre-Mitigation Risk level of
A. This risk was acceptable as it was given sevantylikelihood scores of one and two
respectively. It described the incident when thetesy failed to generate a manifest. This
hazard will have only a negligible impact during tlare times that it will actually take
place. This is because the mitigation strategylinmg the manifest data consisted of two
components. The first is that database is updattdnaanifest data whenever containers
are added to pick-up. The second is that the syg®wmarates a manifest report listing all
containers included in the pick-up process. Thuenéf the manifest report is not
obtained at the production facility, the manifesh de viewed online. Materials from the

pick-up are then reconciled using the database.

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: EN SURE
BLOOD PRODUCT LABELING INFORMATION IS PROPERLY CAPT URED
FROM BECS

Two system hazards may impact the appropriate dagtaf blood product labeling

information from the BECS. The first — system fadseceive labeling data from BECS
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— may be mitigated by features of the BECS interfdesign. The BECS interface
consists of web services which include a definittbthe error messages and information
exchanged between applications. When an error fakes outside of this definition,
three events will transpire: 1) an error messadjebeisent to the user, 2) a system-level
assertion will be raised, and 3) the operation bellrolled back.

Consequently, in the instance that this occursséwerity was rated only minor (two)
and the likelihood only rare (two). A Pre-Mitigatidrisk of levelB was assigned to this
hazard, as it was a tolerable risk. The costs wet@xpected to be high in reducing this
hazard.

The second hazard had an even lower cost expettatreducing the hazard with a Pre-
Mitigation Risk of levelA. It denoted the incident in which the systemei@ito verify
data received from BECS was written to the RFID Tdgs hazard possessed a
likelihood factor score of one and a severity ob twmeaning that, in the improbable
instance that it does actually occur, it will ohigve a minor impact.

The method of control for this hazard began withike of ISBT standards to physically
label all blood products. The ISBT label servea agstem of record label that is used
throughout the lifecycle of the product as a forindentification. The system uses web
services to request label information from the BETI& information was then written to

the iTracé" database and subsequently to the RFID tag. Firth#ytag was read again



141

to confirm that the data was written correctly. wigh the previous hazard, when an error
arises, a message is sent to the user, a systefraksertion is raised, and the operation

is rolled back.

FUNCTIONAL — SAFETY CRITICAL DESIGN REQUIREMENT: PR EVENT
UNSUITABLE PRODUCT FROM BEING RELEASED TO DISTRIBUT ION

The only hazard found that may impact the abilitthe system to prevent an unsuitable
product from being released to distribution wasdhent in which an unsuitable product
was released into inventory. This hazard may begmted with inherent functionality of
the BECS. The BECS may perform multiple checkssuee the appropriateness of all
products prior to their being checked into invepi@acked, or released. If the product is
unsuitable for any reason, the user is notifiedaviarror message and the state of the
product remains the same.

This hazard represented an extremely low riskal$ given a one on the severity scale
showing that it is of negligible consequence. Iswa#so given a one on the likelihood
scale, indicating that its occurrence is highlyikely. In other words, in the implausible
instance that this hazard does transpire, it wdlice only a trivial effect. Hence, the Pre-

Mitigation Risk level wag\, as this was deemed an acceptable risk.
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CHAPTER 7: RESULTS
This chapter summarizes the findings obtained duthe protocol, unit, and system

testing approaches.

PROTOCOL TESTING RESULTS

The results of the protocol testing are all disedss the technology hazard analysis
above. Worst-case scenarios, traditional perform@axpectations, survivability tests,
and EMI/communications investigations, accompabiediethods of control either in
the features, design, or functioning of the tecbgg| confirmed the benefits of utilizing
the iTracé™. All of the study results fell under the threshaf within the acceptance
criteria designated. The outcomes essentially stdhet the technological design and
capabilities of the iTrad& may be relied upon to perform as expected witlaoyt
significant impact to the safety and critical desigquirements of applying the device to

everyday operations.

UNIT TESTING RESULTS

The results of the unit tests were all favorablee ©perations all performed as expected,

and there were no discrepancies or deviations thamanticipated scenarios. Hence, the
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potential hazards had no significant effect onstéikety critical design requirements. The
system was highly functional and effective througfhall of the processes tested from

donor to Blood Center of the Blood Transfusion Syahain.

SYSTEM TESTING RESULTS
As with the results of the unit testing, the outesnof the system testing proved to be
very promising. The system testing results alspldiged a great deal of usability and

efficiency in the system. The potential hazards madignificant impact on operations.

There was, however, one minor discrepancy in tisgesy testing. During test case six
(ST6), in which the processing of multiple donas@md procedure types in the
collection techniques, as well as the attributekiaterdictions triggered based on
donation and procedure types were all tested, thasean error in the transmission to the
BECS. The autologous type of donation should ha@&J& passed as “S.” Instead, the
CUE was passed as “Y.” This incorrect read/writéransmission of information of
information would have a minor impact. Nevertheléss error was retested in ST22.
This time, the outcome was successful. Therefbeeappropriate fix was applied and
this hazard appeared to be reduced. The resultbmaewed in the Traceability Matrix

tables (Appendix A).
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CHAPTER 8: TRACEABILITY MATRIX

The RFID Transfusion Consortium recruited my aasisé in creating a traceability
matrix for the hazards and their associated vatifio//validation tests. The goal of

constructing a traceability matrix is to achieve following:

e Ensure that identified hazards may be traced heedn approved protocol/study
or to the software requirements specification (SRSgach function and/or
various third-party tools.

e Validate that the appropriate methods of contral acceptable results were
achieved to mitigate or eliminate hazards.

The importance of the traceability matrix underssahe need for documenting all
possible hazards, and ultimately making them knanchaccessible in central
repositories. The potential hazards evaluatechiermpplication of the iTral¥ are all
accounted for in the system requirements spediicst through study exploration, or
through unit (UT) and/or system testing (ST). Apgli@rA displays the connection of the

hazards to one or more of these aforesaid sources.
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CHAPTER 9: DISCUSSION

This chapter contains thorough analyses of eadarels question evaluated in this study.
The following inquiries were answered:

RQ 1: How do the benefits of using the iTr8teutweigh the potential RFID-related
hazards?

RQ 2: How sufficient are the mitigation and correatstrategies for managing RFID-
related hazards in the blood transfusion medicupply chain from the donation to blood
center distribution?

RQ3: How can the methods utilized in this papeeaitely qualify and quantify the
associated hazards into standard categories whaghben transferable to other newly

deployed RFID-based healthcare technologies?

BENEFITS VS. RISKS

The benefits of implementing the iTrdtehave been referenced comprehensively
throughout this document. This novel RFID-enablgdtson has been shown to possess
valuable abilities and functionalities which cagrsficantly revamp the processes of the
blood transfusion supply chain. These processésdaclabeling, tracking, monitoring,
packing, and documenting, leading to improved t@hdiy and increased productivity of

workflow operations.



146

On the other hand, the risks of employing the sydtave also been illustrated. There
were a total of 62 possible hazards identifiedugtmut the analysis of the iTrdte In
order to compare the advantages vs. disadvantédgeiézng the system, the level of the

risks must be weighed and measured in relatiohddenefits.

As described above, a Pre-Mitigation Risk of Le&eas indicative of an acceptable risk.
The likelihood of these risks tends to be rare Jevtiie severity is minor at most. This
score suggests that the risk is so slight thantlme neglected compared to the risks of

other hazards, and there may not be a need toeddacisk.

Of the 62 hazards discovered, 28 received Pre-Mibg Risk Levels of A. The hazards

which fall into this category are illustrated in pgndix B.

The architecture of the system, as well as thequoies designed for its use, play a role
in the low risk rating of these hazards. It is imtpat to note that the hazards listed in this
category include those which essentially defineithace™ application. They may
potentially impact what the system was createdtorltiis group contains the hazards
identified as adversely impacting the safety arabilisy of blood products, the
performance of the tags, the security of the systeenappropriate packing and labeling

of items, and ultimately the release of damagedyxts into inventory. Since the
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hazards which may, arguably, best characterizappécation appear to be trivial, it

appears that the cost of employing the iTF¥ds outweighed by the benefits.

In contrast, the next set of hazards fall intoRne-Mitigation Risk level of B. A risk

level of B signifies tolerable hazards. Toleraldedrds are not detrimental to the
employment of the application, but can have a nredini impact. Consequently, they
must be reduced, mitigated, or corrected to enbgrdest and safest use of the system.

The strategies undertaken to do so may lead tdfisigm resource and labor costs.

There were 34 hazards that attained the ratingesMitigation Risk Level B, as shown

in Appendix C.

As opposed to the defining traits encompassed &y ¢vel A hazards, the Level B
hazards represent the utility attributes of thacB". The Level B hazards consist of
those involved in read/write failures, data losefgption, tag survivability, external
interface errors, product and information traceghiand interference and
communication transmission disruptions. These liszambody the risks to the system’s
functional efficacy. They could possibly impact htve system performs and sustains

operational integrity. Therefore, these hazardsabstantial as well.

The methods of control associated with these haaaede either incorporated into the

system design, or were thoroughly assessed viaraysinit, and protocol testing. The
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positive results of all tests demonstrated thedosgt that would need to be expelled in
order to mitigate the hazards. Thus, the resourddabor cost for employing the system

appears to be lower than the benefits.

In addition to the resource and labor cost, thetbe necessity for economic justification.
Briggs et al (2009) assessed the economic coftFtD-enablement. They noted the
guality gains which could be earned by eliminating number of damaged products and
facilitating increased traceability by reducing thenber of misplaced products.
Additionally, quality gains can be viewed througtttler reconciliation and tracking of
products. Furthermore, they evaluated efficiendapgal hese benefits were illustrated
through faster reconciliation, enhanced produgtiand decreased labor. Ultimately, this
would lead to a return on investment by a bloodereof approximately three years.
Hence, the advantages of implementing the iTracsigvificantly offset the costs. The
technology will serve as a valuable means of impithe blood transfusion supply

chain processes.
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EVALUATING THE EFFECTIVENESS OF MITIGATION AND CORR ECTION

STRATEGIES

The method of control listed for each hazard inetlidtrategies to prevent the hazard

from happening, resolving the hazard post-occugeaca combination of both. There

are three categories under which each approacHatiayhey are the following:

l. Prevents/Mitigates the Hazard from OccurringisTineasurement reflects the
ability of the method of control to deter the rism happening. It is the most
highly desired effect of the controls.

Il. Corrects/Remedies the Situation Following thec@rence of the Hazard: This
measurement reflects the ability of the methodowitl to respond to the hazard
post-occurrence. It includes resolution strategies back-up plans to account for
hazards. It is not as appealing as the preventithoadologies, but it does
provide an effective solution to dilemmas that majold.

lll. No Effect on Hazard Mitigation or Correctiomhis measurement reflects the
total inability of the strategy to proactively itliti or counter the risks associated
with iTraceTM use. It consists of the most undaesireethodologies due to the

lack of efficiency in negating or amending procassethe face of hazards.
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Each hazard’s method of control was placed intoadribese categories. If the strategy

consisted of a combination of both prevention amection measures, then it was given

al rating, as it demonstrated the reduction and véisol of the hazard.

There were 58 hazard strategies that receivedamy. Included in this group were

those which apply aversion or resolution desigtuies and procedures for each

hazardous event. The great amount of strategiesi@ielg to the | category confirm their

efficacy.

The remaining four hazards fell into the Il catggdrhey are shown in Table 8.

Table 8: Hazards in Risk Mitigation Category Il

Pre-Mitigation

Safety . Risk
Hazard Critical Rk L] Mitigation
Hazardous Event Hazard Type X (A - Acceptable
ID Design Category (I,
Requirement = ToEmlle 11, 1)
C - Intolerable) !
Prevent Data
Read/Write
T.1.2. RFID Read/Write Fails RFID Technology Error/Failure B Il
DIN number on tags Prevent Data
created at final labeling is| RFID Read/Write
T.1.5. altered Technology/System Error/Failure B Il
Prevent Data
RFID Read/Write
T.1.6. ABO rewritten on tag Technology/System Error/Failure B I
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Pre-Mitigation

Safety ) Risk

" Risk Level e

AR Hazardous Event Hazard Type C"t"?al (A - Acceptable LRI

ID Design B - Tolerable Category (I,
Requirement C - Intolerable) I, 1)
Prevent
External
Tag and barcode are both Interface
1.3.2. unreadable System Errors B Il

Ultimately, since the majority of methods fall met| category, the design elements and

processes instituted to mitigate the hazards afgpdae highly effective. Even the

hazards that require resolution only after the rdhhas transpired have pre-mitigation

risk levels of B, indicating they are tolerable &iads. Moreover, none of the hazards had

a risk level of Ill. This means that all of the apaches taken to reduce the threat of the

hazard have some positive impact. Hence, the gtestare successful. Therefore, the

mitigation and correction strategies for managifidRrelated hazards in the blood

transfusion medicine supply chain from the dondsltomd center distribution are

effective.
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EVALUTATING THE EFFECTIVNESS OF THE METHODS UTILIZE D IN

THIS PAPER TO QUALIFY AND QUANTIFY HAZARDS INTO STA NDARD,
TRANSFERABLE, AND GENERALIZABLE CATEGORIES

The process described in this paper consistedvefaktactical steps. It began with the
research and recognition of previously discoverzhids that are applicable to similar
medical devices. These hazards were related tosh®f RFID technology in clinical
settings. Additionally, due to the familiarity witbme of these comparable devices, the
FDA CBER and CDRH governing bodies were able taigi®guidance on particular
protocols to perform. The devised protocols wer@gxred to uncover potential harms
which could be caused through application of tretesy and the technology itself. RFID
technology, functions, and the use of the systeboth traditional and extreme settings
were analyzed to discover the effects of implenmgnéind verify the usability of the

system.

The system design, requirements, and standardtopepmocedures were then evaluated.
These documents were used to determine what otizardis could occur from utilizing
the iTracé™. They were also assessed to reveal both the systares which could be

employed and/or measures which could be takendmland/or correct each hazard.
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After that, further validation tests were performé&tese tests examined the likelihood of
the hazard existence and the strategies for mitigyaind correcting them. I included an
additional measure to account for the distinctietwigen when the strategy prevents or
resolves the hazard to provide a further calculatibits efficiency. The validation tests
also assessed the use of the iTF4da its normal setting. Unit and system tests were
performed for all functions and applications of theace™ along the blood transfusion

supply chain to ensure that the system executatkalied capabilities as expected.

Next, a traceability matrix was created to recard frack the hazards and tests. The
matrix served as a record of the specific designpmnent and/or test performed to
evaluate each hazard, establishing an importakblatween each hazard and its means
of evaluation. As a result, if the same hazardsweibe identified in other similar
devices, the characteristics and tests associatedhem would be evident, and the
knowledge would be readily available for those eatihg them. Thus, the necessity for
documenting each hazard and its associated tegtsisthey may be recognizable and

accessible was highlighted with the formation @ tfaceability matrix.

The next steps consisted of several analyses.iidtevas weighing the benefits versus
the risks of employing the device based on thetexee of the identified hazards, their

severity, likelihood, and the ability to mitigatecacorrect them. Then, the effectiveness
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of these strategies was assessed to gauge whatserrhethods were suitable and
efficient enough to reduce the threat of the hazairthlly, standard risk assessment
measures to quantify the hazards into categories\adrity and likelihood, as well as a
novel measure to group the strategies based anaihiéity to either prevent the hazard
from occurring or resolve it post-occurrence warglyed. The process for building the
framework for iTrac&”-related hazards in the blood transfusion suppairch

identifying, measuring, and analyzing the risksaswery thorough and may be used for
the deployment of other similar medical devicengd$RFID technology. Therefore, the
methods utilized in this paper effectively quabtyd quantify the associated hazards into
standard categories which may be transferablehter stewly-deployed RFID-based

healthcare technologies.

CHAPTER 10: CONCLUSION

The RFID Blood Center Consortium is implementing tinst ever RFID-enabled
solution for the tracking and maintaining of blgm@ducts throughout the entire blood
transfusion supply chain. The iTratewill serve as a purposeful approach towards
reducing medical errors originated in the bloodi¢fasion supply chain and, ultimately,

transforming the delivery of care. There are numsieenefits of the iTral¥, but there
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are also several hazards. The costs for implengtiim device are offset by the benefits.
The hazards may be successfully mitigated via \dudesign features and operating
procedures.

The RFID Transfusion Consortium needed help intifieng possible RFID technology
hazards and analyzing all of the potential haztirdscould come about from using the
iTrace™. The comprehensive analysis presented in thisrpaéch focused on the

blood transfusion supply chain from the donor twolol center distribution, is a valuable
starting point for RFID hazard management in tleo8lsupply chain. The 62 hazards
identified include those associated with the teébayg implementation, and

functionality of the device. All of these hazardereszaccompanied by successful methods
of control, demonstrating the effectiveness ofdtrategies and the tool itself. All new
medical devices must undergo detailed examinatidgheopotential benefits and harms it
may cause. Due to the extensiveness of the respeesénted through my work and in
this paper, the iTrac¥ was shown to be useful and worthwhile. Ultimatéfys study
showed that the benefits of the iTrd¢eutweighed the costs and that the correction and
mitigation strategies were effective. Thus, thensers to research questions 1 and 2 were
derived.

As a result, the foundation for establishing aeysttic framework for RFID hazard

mitigation in the blood transfusion supply chaionfr donation to distribution at the blood
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center was set for this system as well as for &utige with other similar technologies.
The methods revealed the overall approach of ity@emgi the hazards, validating and
verifying the hazards, determining the means oigaiing and correcting the hazards,
qualitatively and quantitatively ranking their léw# severity, and assessing the
effectiveness of the correction strategies. Agtiogect lead for the technology hazard
analysis component, | identified the technologyandg, evaluated all of the hazard types,
investigated the mitigation and correction methimdsall of the hazards, assisted in
protocol tests, and prepared valuable documentédioall of these steps. My work,
which significantly bridged the gaps in RFID teclogy hazard identification and
overall system hazard analysis, is considered goritant step towards the
commercialization and implementation of the iTFateSince this evaluation of the
possible hazards that could occur from utilizatwdthis novel medical device is all-
encompassing, it is possible to apply the aforemaeati methodology to other medical
devices and technologies. Additionally, as techgplcontinues to advance, this
methodology will become increasingly practical amgortant. The strategies discussed
and hazards identified may be generalizable andleisar other RFID-enabled medical
devices. Therefore, the answer to research que3tiaas received as well.

Moreover, the hazard identification, analysis, amtigation processes discussed in this

paper may also be effective for Phase Two of thisad analysis: blood center
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distribution to patient. The means used take iostmant technology hazards and
mitigation strategies will not change. For exampkajfication strategies such as the
Wireless Considerations Protocol evaluated theference of HF RFID on wireless and
communication systems. The methods and resulti®ostudy may be applicable in a
hospital setting as well, where there are seveici potential instances for disturbance.

In addition, the functional and implementation itiécation and analysis processes are
similar in some areas as well. For instance, vabdastrategies such as system and unit
testing, as well as pilot and performance qualifacastudies will be essential towards
determining whether the iTralis fully applicable in a hospital environment. Bva
the many areas where differences do exist, the foeedentification, validation,
verification, and analysis will remain.

Nevertheless, there are several additional hazhatisnay potentially occur from the use
of this system in the different environment exardidering Phase Two. This phase
represents the remaining steps of supply chainekample, safety hazards — hazards
affecting the patient receiving the actual transfusnd staff involved in the blood
supply chain — may also occur. The effects of axteon with other hospital systems and
safety hazards that may come about during the lactumsfusion portion of the blood
supply chain may lead to other complex hazards emtsequently, additional analysis

techniques. Yet, the framework established inplhiser may certainly be used as a
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foundation. Upon completion of the hazard analtfsisughout this portion of the
process, a wholly conclusive framework for RFID drazmanagement may be
formulated.

Future research may consist of a Post-MitigatisskRtudy. Although this study
included references to several protocols and tesised to assess the efficacy of the
mitigation strategies, it will be valuable to fullgsess the methods after the system has
been put to use daily. Similar tactics may be wdbis stage to verify the risk levels
assigned.

Future research may also investigate any potdmizdrds that may be triggered by the
mitigation strategies themselves. For instanamaiy be possible that the data locking
feature applied to the memory fields could malfiorcand render the RFID tags
incapable of being reused. It would be valuablertsure that no further hazards
transpired as a result of the methods employedduoae the originally-discovered
hazards.

Nevertheless, the approach taken in this paperaluate the tool and its potential
hazards are effective. The groundwork of the sgrattamework for managing RFID-
enabled hazards in the blood transfusion supplindies been laid. As such, an
important step on the road towards the eliminatibavoidable medical errors has been

taken with the development of the iTrd¢e
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.1.1. RFID Handhel | B Design Audible sound signaled N/A N/A 3.1 N/A
Read/Write d or pad each time tag is
Fails RFID read/written; handheld
reader and/or work station
fails to display is updated; error
read/writ detection software
e the tag included.
for any
number
of
reasons.
T.1.2. RFID Tunnel B Design/ Tunnel reader N/A N/A 4.2.1. N/A
Read/Write reader Direction | reconciles items,
Fails fails to for Use flagging them as excess
read the or missing. The
tag for operator then manually
any inspects contents to
number correct issue.
of
reasons.

99T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.1.3. Bad data on the| Data is B Design A new ISBT128 data | Survivability Survivabilit | 3.2. N/A
tag corrupte structure was developef Testing y Testing Appendix B
d on the to facilitate detection of| Protocol - Results
tag tag memory corruption.| Centrifugation;
Survivability
Testing
Protocol - Blast
Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
T.1.4. DIN number DIN B Design The application is N/A N/A Appendix B N/A
written on tag at| field configurable to allow 3.2.
collection is locking the organization to use
subsequently on the the DIN locking feature
altered tag not at the point of collection
enforced or at labeling.
T.1.5. DIN number on | DIN B Design/ Programming the N/A N/A 4.2.2. N/A
tags created at | field Direction | ISBT128 label data Appendix B
final labeling is | locking for Use structure and launching
altered on the the application
tag not
the tag
not
enforced

L9T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.1.6. ABO rewritten | --- B Design/ Programming the N/A N/A 4.2.2. N/A
on tag Direction | ISBT128 ABO data Appendix B
for Use structure and launching
the appl9cation
T.2.1. The maximum | RF A Direction | Tested using Limit Test| Limit Testing - | Limit N/A N/A
temperature Radiatio for Use Protocol which Part One - Testing -
increase ofthe | n confirmed lack of Protocol - Part One -
RBCs and significant effect RF RBCs/Platelets| Results -
Platelets exceed Radiation had on blood| ; Limit Testing | RBCs/Plate
acceptable level products. - Part Two - lets
of 1.5°C (Continuation) | (Temperatu
- Protocol - re Impact);
Aged Limit
RBCs/Plasma | Testing -
Part Two -
Results -
Aged
RBCs/Plas
ma
(Temperatu
re Impact)

89T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.2.2. The cellular and| RF A Direction | Tested using Limit Test| Limit Testing - | Limit N/A N/A
protein Radiatio for Use Protocol which Part One - Testing —
structures of n confirmed lack of Protocol - Part One —
RBCs (complete significant effect RF RBCs/Platelets| Results —
blood counts Radiation had on blood| ; Limit Testing | RBCs/Plate
including products. - Part Two - lets
sample weight, (Continuation) | (Cellular
RBC count, Hb, - Protocol - and Protein
Hct, MCV; Aged Impact);
potassium, RBCs/Plasma | Limit
aluminum; free Testing —
hemoglobin; Part Two —
level of blood Results —
gases) are Aged
degraded or RBCs/Plas
altered beyond ma
the acceptable (Biological
level of<1% Impact)
hemolysis.
T.2.3. The cellular and| RF A Direction | Tested using Limit Test| Limit Testing — | Limit N/A N/A
protein Radiatio for Use Protocol which Part One — Testing —
structures n confirmed lack of Protocol — Part One —
(Lactate, significant effect RF RBCs/ Results —
Aluminum, P- Radiation had on blood| Platelets. RBCs/Plate
Selectin, and products. lets
complete blood (Cellular
counts including and Protein
sample weight, Impact)

WBDP count,
PIt, and MPV)
of WBDPs are

degraded such
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
that the pH
decreases
beyond
acceptable level
of >6.2
T.2.4. The maximum | RF A Direction | Tested using Limit Test| Limit Testing — | Limit N/A N/A
temperature Radiatio for Use Protocol which Part Two Testing —
increase of n confirmed lack of (Continuation) | Part Two —
plasma types significant effect RF — Protocol — Results —
(FFP, FP24, and Radiation had on blood| Aged Aged
TP) exceeds products. RBCs/Plasma | RBCs/Plas
acceptable level ma
of 4 °C. (Temperatu
re Impact)
T.2.5. The activity of | RF A Direction | Tested using Limit Test| Limit Testing — | Limit N/A N/A
coagulation Radiatio for Use Protocol which Part Two Testing —
factors (PT, n confirmed lack of (Continuation) | Part Two —
aPTT, significant effect RF — Protocol — Results —
Antithrombin Radiation had on blood| Aged Aged
Activity, Factor products. RBCs/Plasma | RBCs/Plas
V, Factor VIII, ma
Factor XI, (Biological
Protein C, Impact)
Protein S,
VWEF: RCo)
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
levels of all
types (FFP,
FP24, and TP)
of thawed
plasma products|
are altered
beyond an
acceptable level
of 20%
T.3.1. The time to read System | A Direction | Tested using RFID RFID N/A N/A
headers of 20- | Capabilit for Use Performance Test Performance Performanc
bags-equivalent| y Protocol which Testing e Testing
exceeds confirmed ability of
maximum device to sustain
threshold operational efficiency
established for under different
specific circumstances
container/reader
combinations.
T.3.2. The time to System | A Direction | Tested using RFID RFID N/A N/A
read/write all 28 | Capabilit for Use Performance Test Performance Performanc
memory blocks | y Protocol which Testing e Testing
of 20-bags- confirmed ability of
equivalent device to sustain
exceeds operational efficiency
maximum under different
threshold circumstances
established for
specific
container/reader

combinations.
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.3.3. The time to System | A Direction | Tested using RFID RFID N/A N/A
write all blocks | Capabilit for Use Performance Test Performance Performanc
exceeds y Protocol which Testing e Testing
maximum confirmed ability of
threshold device to sustain
established for operational efficiency
specific under different
container/reader circumstances
combinations
T.4.1. The tag does ngt Centrifu | B Design/ Tag design, tag supplief Survivability Survivabilit | 3.2. N/A
survive the gation, Direction | certification, and Testing y Testing Appendix B
process Blast for Use reversion to barcode Protocol - Results
Freezing, only procedure in the | Centrifugation;
or event of tag failure. Survivability
Gamma Testing
Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.4.2. The ability of Centrifu | B Design/ Tag design, tag supplief Survivability Survivabilit | N/A N/A
the RFID tag to | gation, Direction | certification, and Testing y Testing
read data within | Blast for Use reversion to barcode Protocol - Results
30 seconds of | Freezing, only procedure in the | Centrifugation;
the start is or event of tag failure. Survivability
damaged Gamma Testing
Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
T.4.3. The ability of Centrifu | B Design/ Tag design, tag supplier Survivability Survivabilit | N/A N/A
the RFID tag to | gation, Direction | certification, and Testing y Testing
write Blast for Use reversion to barcode Protocol - Results
information Freezing, only procedure in the | Centrifugation;
within 30 or event of tag failure. Survivability
seconds of the | Gamma Testing
start is damaged| Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.4.4. The time it takeg Centrifu | B Design/ Tag design, tag supplief Survivability Survivabilit | 3.2. N/A
to read the tag | gation, Direction | certification, and Testing y Testing Appendix B
after it was seen| Blast for Use reversion to barcode Protocol - Results
for the first time | Freezing, only procedure in the | Centrifugation;
(header) or event of tag failure. Survivability
increases greater Gamma Testing
than 20 seconds} Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
T.4.5. The time it takeg Centrifu | B Design/ Tag design, tag supplier Survivability Survivabilit | 3.2. N/A
to read all gation, Direction | certification, and Testing y Testing Appendix B
blocks of tag Blast for Use reversion to barcode Protocol - Results
memory Freezing, only procedure in the | Centrifugation;
increases by or event of tag failure. Survivability
more than 45 Gamma Testing
seconds Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.4.6. The time it takeg Centrifu | B Design/ Tag design, tag supplief Survivability Survivabilit | 3.2.
to write gation, Direction | certification, and Testing y Testing Appendix B
information Blast for Use reversion to barcode Protocol - Results
after the tag Freezing, only procedure in the | Centrifugation;
acknowledges | or event of tag failure. Survivability
encoding Gamma Testing
completion of Irradiatio Protocol - Blast
all blocks n Effects Freezing;
increases by Survivability
greater than 75 Testing
seconds Protocol -
Gamma
Irradiation
T.4.7. The integrity of | Centrifu | B Design/ Tag design, tag supplier Survivability Survivabilit | 3.7. and
the written data | gation, Direction | certification, and Testing y Testing Appendix B
is compromised | Blast for Use reversion to barcode Protocol - Results
Freezing, only procedure in the | Centrifugation;
or event of tag failure. Survivability
Gamma Testing
Irradiatio Protocol - Blast
n Effects Freezing;
Survivability
Testing
Protocol -
Gamma
Irradiation

G.T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.5.1. Connections/co| EMI/Wir | A Design/ The HF RFID 13.56 Wireless Test | Wireless 2.1. N/A
mmunication eless Direction | MHz radio Protocol Test
links are lost Commun for Use communication Summary
without warning | ication protocols as dictated by

the ISO/IEC 15693
standard, as well as the
ISO/IEC 18000-3 mode
1 standard, are used in
the RFID readers for

this application. The 16}

bit cyclic redundancy
check (CCITT CRC-16)
is run on the message
bits right from the start
of the flags to the end g
data and the CRC-16
accompanies the
message as it is sent.
Furthermore, additional
protection is provided
via the tag data

encoding procedure.
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.5.2. Systems EMI/Wir | A Design/ The key information for| Wireless Test | Wireless 2.1. and N/A
experience a eless Direction | safe transfusion is Protocol Test Appendix B
failure to Commun for Use carried in ISBT-128 Summary
establish ication barcodes, as well as in
communication human readable form,
on the bag itself. In the
event of any
communication failure
of the RFID system, ba
code data will be used.
T.5.3. Degradation of | EMI/Wir | A Design/ The HF RFID 13.56 Wireless Test | Wireless 2.1. and N/A
service/transmis| eless Direction | MHz radio Protocol Test Appendix B
sion of Commun for Use communication Summary
information ication protocols as dictated by

the ISO/IEC 15693
standard, as well as the
ISO/IEC 18000-3 mode
1 standard, are used in
the RFID readers for

this application. The 16}

bit cyclic redundancy
check (CCITT CRC-16)
is run on the message
bits right from the start
of the flags to the end g
data and the CRC-16
accompanies the
message as it is sent.
Furthermore, additional

=3

protection is provided

LLT



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
via the tag data
encoding procedure.
T.5.4. Delays and EMI/Wir | A Design The WLAN Wireless Test | Wireless 3.7.3. N/A
packet loss in eless communication used Protocol Test
the transmission| Commun adheres to the IEEE Summary
of information ication 802.11b and 802.11¢g
to and from a standards which define
handheld reader| one Medium Access
or a netbook/ Control (MAC) layer
laptop and multiple physical
layers (PHY).
T.5.5. The wireless EMI/Wir | A Design/ There are two steps for| Wireless Test | Wireless N/A N/A
transmission of | eless Direction | effective control for Protocol Test
critical medical | Commun for Use preventing this hazard Summary
device alarms is| ication from occurring for

disabled

future acquisition or
upgrading of key
equipment: sourcing
and procurement.
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.5.6. The EMI/Wir | A Design/ There are two steps for| Wireless Test | Wireless N/A N/A
transmission of | eless Direction | effective control for Protocol Test
physiological Commun for Use preventing this hazard Summary
waveform data | ication from occurring for
is impeded future acquisition or
upgrading of key
equipment: sourcing
and procurement.
T.5.7. The real-time EMI/Wir | A Design/ There are two steps for| Wireless Test | Wireless N/A N/A
control of eless Direction | effective control for Protocol Test
therapeutic Commun for Use preventing this hazard Summary
medical devices| ication from occurring for
is prevented future acquisition or
upgrading of key
equipment: sourcing
and procurement.
T.5.8. The EMI/Wir | A Design/ There are two steps for| Wireless Test | Wireless N/A N/A
transmission of | eless Direction | effective control for Protocol Test
time-critical Commun for Use preventing this hazard Summary
medical ication from occurring for
telemetry is future acquisition or
hindered upgrading of key

equipment: sourcing
and procurement.
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
T.5.9. The wireless EMI/Wir | A Design/ There are two steps for| Wireless Test | Wireless N/A N/A
control of eless Direction | effective control for Protocol Test
therapeutic Commun for Use preventing this hazard Summary
devices is ication from occurring for
obstructed future acquisition or
upgrading of key
equipment: sourcing
and procurement.
T.5.10. Data corruption| EMI/Wir | B Design/ The HF RFID 13.56 Wireless Test | Wireless 3.2. N/A
and/or errors are eless Direction | MHz radio Protocol Test
produced Commun for Use communication Summary
ication protocols as dictated by

the ISO/IEC 15693
standard, as well as the
ISO/IEC 18000-3 mode
1 standard, are used in
the RFID readers for

this application. The 16}

bit cyclic redundancy
check (CCITT CRC-16)
is run on the message
bits right from the start
of the flags to the end g
data and the CRC-16
accompanies the
message as it is sent.
Furthermore, additional
protection is provided
via the tag data
encoding procedure.
The WLAN

communication used
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
adheres to the IEEE
802.11b and 802.11g
standards which define
one Medium Access
Control (MAC) layer
and multiple physical
layers (PHY).
T.5.11. Unauthorized EMI/Wir | B Design/ Provisions in the air Wireless Test | Wireless 3.2. N/A
access during eless Direction | protocols and standards Protocol Test
the Commun for Use that make it difficult to Summary
communication | ication inappropriately access

between the
transmitter and
receiver

data while the
transmitter and receiver
are communicating.
Also, the tag structure
design includes data
bits stored on the tag
that have an associated
CCITT 16-bit CRC
stored in the tag
memory. Moreover, the
key information for
same transfusion is
carried in ISBT-128
barcodes and human
readable form on the
bag itself. Finally, the
wireless network
includes data encryptio
security that prevents
hackers from

=

connecting to protected
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
networks and stealing
information.

1.1.1. Processing steps User A Design Finite state machine, | N/A N/A 3.7.,4.1.1., N/A
do not occur in | Error wizard-like interfaces, 5.0.,,5.1.,5.2,,
sequence and validation logic 7.0.
expected

1.1.2. Multiple users | Software | B Design Relational Database and\/A N/A 3.7. N/A
are allowed design or Transaction Processing
access to update unavaila Techniques, ACID
the same record| ble Properties, "All-or-

software Nothing" Semantics
capabilit
y

1.1.3. System fails to | Software | A Design BECS interface, N/A N/A 7.0. N/A
receive timely design or definition of error
data from an unavaila messages, system-levell
external ble assertion, rolled back
application software operations

capabilit
y

1.2.1. User error User B Design Validation logic; BECS| N/A N/A 3.7.,7.0. N/A
causes data to beError interrogation
corrupted

1.2.2. Data is lost or | Disk B Design/ Relational Database andN/A N/A 3.7.,7.0. N/A
corrupted due to| crash, Direction | Transaction Processing
hardware disk other for Use Techniques, ACID
crash, other hardware Properties, "All-or-
hardware or or power Nothing" Semantics;
power failure failure Best Practice Back-Up

Techniques; SQL

28T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
1.2.3. Data is lost or Incomple | B Design Relational Database and\N/A N/A 2,3.7.,7.0. N/A
corrupted due to| te Transaction Processing
malfunction of transacti Techniques, ACID
program routine | on Properties, "All-or-
Nothing" Semantics;
Spotlight middleware
and related relational
database technology
1.2.4. Data Undetect | B Design Validation logic; BECS| N/A N/A 3.7.,7.0. N/A
encountered is | ed interrogation; reference
outside the anomaly tables; drop-down lists;
range of or user error messages
expected values| error
1.2.5. Duplicate data | User B Design Validation logic; DIN; | N/A N/A 1.2,,3.1,3.7., | NA
enters the Error BECS interrogation 4.1.1.,7.0.
system
1.3.1. System fails to | Hardwar | B Design Technologies such as | N/A N/A 3.2. N/A
receive accurate| e failure reader self-test
data from the diagnostics, inactivity
RFID reader timers, periodic heart
interface beat signals, and
positioning sentinel tags
to confirm correct end-
to-end operation of
readers
1.3.2. Tag and barcode Physical | B Direction | Product disposal N/A N/A 3.2. N/A
are both damage for Use Appendix B
unreadable from
handling
product
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
1.3.3. Unable to read | Physical | B Design Read/Write N/A N/A 3.2. N/A
or write the damage applications; RFID TIN Appendix B
RFID tag data | from
due to a tag handling
failure product
1.3.4. Data received | Unrecog | B Design BECS interface, N/A N/A 7.0. N/A
from BECS doeg nized definition of error
not pass correct| data is messages, system-levell
data structure received assertion, rolled back
from operations
BECS
1.3.5. Errors detected | Unrecog | A Design BECS interface, N/A N/A 7.0. N/A
in BECS are not| nized definition of error
handled datais messages, system-levell
properly received assertion, rolled back
from operations
BECS
F.1.1. The systemis | Security | A Design/ System Administration | N/A N/A 3.7. N/A
accessed by an | failure Direction | of user access; Spotlight
unauthorized for Use Microsoft Windows.Net
person Authentication and
Authorization
F.1.2. An untrained System | A Design/ System Administration | N/A N/A 3.7. N/A
user accesses thefails to Direction | of user access; Spotlight
system prevent for Use Microsoft Windows.Net
untrained Authentication and
user Authorization
access
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
F.1.3. Unauthorized | System | A Design/ System Administration | N/A N/A 3.7. N/A
personnel fails to Direction | of user access; Spotlight
modify restrict for Use Microsoft Windows.Net
computer access to Authentication and
records computer Authorization
records
F.2.1. Someone other| System | A Design/ System Administration | N/A N/A 3.7. N/A
than a fails to Direction | of user access; Spotlight
responsible user| track for Use Microsoft Windows.Net
enters or persons Authentication and
modifies data responsi Authorization; Activity
ble for Logs/Audit Trails
database
modifica
tions
F.2.2. Blood unit System B Design/ Validation logic; error | N/A N/A 3.7.,4.1.1., UT1, UT2,
information is fails to Direction | messages and disabled 5.0.,,5.1.,,5.2., | ST1, ST4,
recorded record for Use proceeding; application 7.0. ST5, ST7,
incorrectly data for requirements of data ST8, ST12,
whole entry in specific order ST13
blood and format for
collectio particular collections
n
F.2.3. Blood unit System B Design/ Validation logic; error | N/A N/A 3.7.,4.1.1., UT3, ST2,
information is fails to Direction | messages and disabled 5.0.,,5.1.,,5.2., | ST3, ST4,
recorded capture for Use proceeding; application 7.0. ST5, ST9,
incorrectly data for requirements of data ST10, ST12,
apheresis, entry in specific order ST13, ST15,
collectio and format for ST16
n particular collections

G8T



Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
F.2.4. Blood unit System B Design/ Validation logic; error | N/A N/A 3.7.,4.1.1., UT1, UT2,
information is fails to Direction | messages and disabled 5.0.,,5.1,,5.2., | UT3, UT4,
recorded identify for Use proceeding; application 7.0. uTe, UT7,
incorrectly donation requirements of data uT8, UT9,
type entry in specific order UT11, UT12,
and format for ST1, ST2,
particular collections ST3, ST4,
ST5, ST6,
ST7, ST8,
ST9, ST10,
ST11, ST12,
ST13, ST15,
ST16, ST19,
ST22, ST24,
ST28
F.2.5. Blood unit System | B Design/ Validation logic; error | N/A N/A 3.7.,4.1.1,, UT4, ST6,
information is fails to Direction | messages and disabled 5.0.,,5.1.,,5.2., | ST11, ST22,
recorded identify for Use proceeding; application 7.0. ST24, ST28
incorrectly autologo requirements of data
us entry in specific order
donation and format for
particular collections
F.2.6. Blood unit System | B Design/ Validation logic; error | N/A N/A 3.7.,4.1.1,, UT4, ST6,
information is fails to Direction | messages and disabled 5.0.,,5.1.,,5.2., | ST11, ST22,
recorded identify for Use proceeding; application 7.0. ST24, ST28
incorrectly therapeut requirements of data
ic entry in specific order
donation and format for

particular collections
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
F.3.1. System fails to | Software | B Design/ Product code/product | N/A N/A 4.1.2. UT5, UT6,
ensure that design or Direction | reference table; UT7, UTS,
product is unavaila for Use container properties; uT9, UT11,
packed in the ble user packing UT12, ST1,
correct container software ST2, ST3,
capabilit ST4, ST5,
y ST6, ST7,
ST8, ST9,
ST10, ST11,
ST12, ST13,
ST15, ST16,
ST19, ST22,
ST24, ST28
F.3.2. System fails to | Software | B Design/ Container properties; | N/A N/A 4.1.2. UT5, UT6,
maintain design or Direction | user packing UT7, UTS,
appropriate unavaila for Use uT9, UT11,
container ble UT12, ST1,
capacity for software ST2, ST3,
packed product | capabilit ST4, ST5,
y ST6, ST7,
ST8, ST9,
ST10, ST11,
ST12, ST13,
ST15, ST16,
ST19, ST22,
ST24, ST28
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
F.3.3. System fails to | Software | A Design/ TID assignments; user | N/A N/A 4.1.2. UT5, UT6,
notify user when| design or Direction | packing UT7, UTS,
trying to pack an| unavaila for Use uT9, UT11,
item already ble UT12, ST1,
packed software ST2, ST3,
capabilit ST4, ST5,
y ST6, ST7,
ST8, ST9,
ST10, ST11,
ST12, ST13,
ST15, ST16,
ST19, ST22,
ST24, ST28
F.4.1. A container is | Software | B Design/ Numerous pick-up N/A N/A 4.1.3.,4.1.4. UT7, UTS,
left at the design or Direction | states; disabled releasg uT9, UT10,
collection site unavaila for Use until loading complete; UT11, UT12,
ble user standard operating ST1, ST2,
software procedures ST3, ST4,
capabilit ST5, ST6,
y ST7, ST8,
ST9, ST10,
ST11, ST12,
ST13, ST15,
ST16, ST19,
ST22, ST24,
ST28
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Hazard Hazardous Cause Pre- Method Method of Control Protocol Test Protocol Software Unit/ System
ID Event Mitigation of Description Document Results Requirements | Test Number
Risk Level Control Document | Specification
Type (SRS)
Number
F.4.2. System fails to | Software | A Design/ Manifest report N/A N/A 4.1.3.,4.1.4. UT7, UTS,
generate a design or Direction | generation & database uT9, UT10,
manifest unavaila for Use updating; user standard UT11, UT12,
ble operating procedures. ST1, ST2,
software ST3, ST4,
capabilit ST5, ST6,
y ST7, ST8,
ST9, ST10,
ST11, ST12,
ST13, ST15,
ST16, ST19,
ST22, ST24,
ST28
F.5.1. System fails to | Software | B Design BECS interface, N/A N/A 4.2.2.,7.0. UT13, ST15,
receive labeling | design or definition of error ST16, ST17,
data from BECS| unavaila messages, system-levell ST18, ST19,
ble assertion, rolled back ST20, ST21,
software operations ST22, ST23,
capabilit ST28
y
F.5.2. System fails to | Software | A Design/ ISBT labeling; BECS N/A N/A 4.2.2.,7.0. UT13, ST15,
verify data design or Direction | interrogation; BECS ST16, ST17,
received from unavaila for Use interface, definition of ST18, ST19,
BECS is written | ble error messages, system- ST20, ST21,
to RFID tag software level assertion, rolled ST22, ST23,
capabilit back operations; user ST28
y standard operating
procedures
F.6.1. Unsuitable Software | A Design BECS interface, N/A N/A 4.2.3.,7.0. UT5, UT6,
product is design or definition of error UT7, UTS,
released into unavaila messages, system-levell uT9, UT11,
inventory ble assertion, rolled back UT12, UT14,
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Hazard
1D

Hazardous
Event

Cause

Pre-
Mitigation
Risk Level

Method
of
Control

Type

Method of Control
Description

Protocol Test
Document

Protocol
Results
Document

Software
Requirements
Specification
(SRS)
Number

Unit/ System
Test Number

software
capabilit
y

operations; final
verification

ST1, ST2,
ST3, ST4,
ST5, ST6,
ST7, ST8,
ST9, ST10,
ST11, ST12,
ST13, ST15,
ST16, ST17,
ST18, ST19,
ST20, ST21,
ST22, ST23,
ST24, ST26,
ST28
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.2.1. The maximum | Ensure No Product/ | RF Radiation | 2 1 A Tested using Limit Test Protoghich
temperature Adverse Patient confirmed lack of significant effect RH
increase of the | Effects of Radiation had on blood products.
RBCs and RFID
Platelets exceed | Technology on
acceptable level | Blood Products
of 1.5 °C

T.2.2. The cellular and | Ensure No Product/ | RF Radiation | 2 1 A Tested using Limit Test Protoghich
protein structures Adverse Patient confirmed lack of significant effect RH
of RBCs Effects of Radiation had on blood products.
(complete blood | RFID

counts including
sample weight,
RBC count, Hb,
Hct, MCV;
potassium,
aluminum; free
hemoglobin;
level of blood
gases) are
degraded or
altered beyond
the acceptable
level of<1%

hemolysis.

Technology on
Blood Products
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)
T.2.3. The cellular and | Ensure No Product/ | RF Radiation | 2 1 A Tested using Limit Test Protoghich
protein structure§ Adverse Patient confirmed lack of significant effect RH
(Lactate, Effects of Radiation had on blood products.
Aluminum, P- RFID
Selectin, and Technology on
complete blood | Blood Products
counts including
sample weight,
WBDP count,
PlIt, and MPV) of
WBDPs are
degraded such
that the pH
decreases beyond
acceptable level
of >6.2
T.2.4. The maximum | Ensure No Product/ | RF Radiation | 2 1 A Tested using Limit Test Protoghich
temperature Adverse Patient confirmed lack of significant effect RH
increase of Effects of Radiation had on blood products.
plasma types RFID

(FFP, FP24, and
TP) exceeds
acceptable level

of 4 °C.

Technology on
Blood Products
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.2.5. The activity of Ensure No Product/ | RF Radiation | 2 1 A Tested using Limit Test Protoghich
coagulation Adverse Patient confirmed lack of significant effect RH
factors (PT, Effects of Radiation had on blood products.
aPTT, RFID
Antithrombin Technology on
Activity, Factor Blood Products
V, Factor VIII,

Factor XI,
Protein C,
Protein S, VWF:
RCo) levels of
all types (FFP,
FP24, and TP) of]
thawed plasma
products are
altered beyond
an acceptable
level of 20%

T.3.1. The time to read| Ensure System System 1 2 A Tested using Performance Test
headers of 20- Performance Capability Protocol which confirmed ability of
bags-equivalent | Capability of device to sustain operational efficieng
exceeds RFID Tags under different circumstances
maximum During the
threshold Most Common
established for | Blood Supply
specific Chain
container/reader | Processes

combinations.
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.3.2. The time to Ensure System System 1 2 A Tested using Performance Test
read/write all 28 | Performance Capability Protocol which confirmed ability of
memory blocks | Capability of device to sustain operational efficieng
of 20-bags- RFID Tags under different circumstances
equivalent During the
exceeds Most Common
maximum Blood Supply
threshold Chain
established for Processes
specific
container/reader
combinations.

T.3.3. The time to write| Ensure System System 1 2 A Tested using Performance Test
all blocks Performance Capability Protocol which confirmed ability of
exceeds Capability of device to sustain operational efficieng
maximum RFID Tags under different circumstances
threshold During the
established for | Most Common
specific Blood Supply
container/reader | Chain
combinations Processes
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4 - 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.5.1. Connections/com Ensure No System EMI/Wireless| 2 1 A The HF RFID 13.56 MHz radio
munication links | Interference of Communicati communication protocols as dictated
are lost without | RFID High on by the ISO/IEC 15693 standard, as
warning Frequency well as the ISO/IEC 18000-3 mode 1

(HF) and standard, are used in the RFID reade

Electromagneti for this application. The 16-bit cyclic

¢ Interference redundancy check (CCITT CRC-16) i

(EMI) with run on the message bits right from th

other systems start of the flags to the end of data an
the CRC-16 accompanies the messal
as it is sent. Furthermore, additional
protection is provided via the tag datg
encoding procedure.

T.5.2. Systems Ensure No System EMI/Wireless| 2 1 A The key information for safe
experience a Interference of Communicati transfusion is carried in ISBT-128
failure to RFID High on barcodes, as well as in human readal
establish Frequency form, on the bag itself. In the event of
communication | (HF) and any communication failure of the RFI

Electromagneti
¢ Interference
(EMI) with
other systems

system, bar code data will be used.

Dle
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.5.3. Degradation of | Ensure No System EMI/Wireless| 2 1 A The HF RFID 13.56 MHz radio
service/transmisg Interference of Communicati communication protocols as dictated
ion of RFID High on by the ISO/IEC 15693 standard, as
information Frequency well as the ISO/IEC 18000-3 mode 1

(HF) and standard, are used in the RFID reade

Electromagneti for this application. The 16-bit cyclic

¢ Interference redundancy check (CCITT CRC-16) i

(EMI) with run on the message bits right from th

other systems start of the flags to the end of data an
the CRC-16 accompanies the messal
as it is sent. Furthermore, additional
protection is provided via the tag datg
encoding procedure.

T.5.4. Delays and Ensure No System EMI/Wireless| 2 1 A The WLAN communication used
packet loss in the Interference of Communicati adheres to the IEEE 802.11b and
transmission of | RFID High on 802.11g standards which define one
information to Frequency Medium Access Control (MAC) layer
and from a (HF) and and multiple physical layers (PHY).

handheld reader
or a netbook/
laptop

Electromagneti
¢ Interference
(EMI) with
other systems
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4 - 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

T.5.5. The wireless Ensure No System EMI/Wireless| 2 1 A There are two steps for effective
transmission of | Interference of Communicati control for preventing this hazard fron
critical medical | RFID High on occurring for future acquisition or
device alarms is | Frequency upgrading of key equipment: sourcing
disabled (HF) and and procurement.

Electromagneti
¢ Interference
(EMI) with
other systems

T.5.6. The transmission Ensure No System EMI/Wireless| 2 1 A There are two steps for effective
of physiological | Interference of Communicati control for preventing this hazard fron
waveform data is| RFID High on occurring for future acquisition or
impeded Frequency upgrading of key equipment: sourcing

(HF) and and procurement.
Electromagneti

¢ Interference

(EMI) with

other systems

T.5.7. The real-time Ensure No System EMI/Wireless| 2 1 A There are two steps for effective
control of Interference of Communicati control for preventing this hazard fron
therapeutic RFID High on occurring for future acquisition or
medical devices | Frequency upgrading of key equipment: sourcing
is prevented (HF) and and procurement.

Electromagneti
¢ Interference
(EMI) with
other systems

h
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4 - 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)
T.5.8. The transmission Ensure No System EMI/Wireless| 2 1 A There are two steps for effective
of time-critical Interference of Communicati control for preventing this hazard fron
medical RFID High on occurring for future acquisition or
telemetry is Frequency upgrading of key equipment: sourcing
hindered (HF) and and procurement.
Electromagneti
¢ Interference
(EMI) with
other systems
T.5.9. The wireless Ensure No System EMI/Wireless| 2 1 A There are two steps for effective
control of Interference of Communicati control for preventing this hazard fron
therapeutic RFID High on occurring for future acquisition or
devices is Frequency upgrading of key equipment: sourcing
obstructed (HF) and and procurement.
Electromagneti
¢ Interference
(EMI) with
other systems
1.1.1. Processing steps Prevent System User Error 2 1 A Finite state machine, widde
do not occur in | Sequencing interfaces, and validation logic
sequence Timing Error
expected

66T
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4 - 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

1.1.3. System fails to | Prevent System Software 2 1 A BECS interface, definition of error
receive timely Sequencing design or messages, system-level assertion,
data from an Timing Error unavailable rolled back operations
external software
application capability

1.3.5. Errors detected | Prevent System Unrecognized 1 1 A BECS interface, definition of error
in BECS are not | External data is messages, system-level assertion,
handled properly| Interface received from rolled back operations

Errors BECS

F.1.1. The system is Prevent System Security 2 1 A System Administration of user acces
accessed by an | Unauthorized failure Spotlight Microsoft Windows.Net
unauthorized Entry or Authentication and Authorization
person Override of

System Data

F.1.2. An untrained Prevent System System fails | 2 1 A System Administration of user acces
user accesses the Unauthorized to prevent Spotlight Microsoft Windows.Net
system Entry or untrained use Authentication and Authorization

Override of access
System Data

F.1.3. Unauthorized Prevent System System fails | 2 1 A System Administration of user acces
personnel modify| Unauthorized to restrict Spotlight Microsoft Windows.Net
computer records Entry or access to Authentication and Authorization

Override of computer
System Data records

)1
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

F.2.1. Someone other | Prevent Loss of System System fails | 2 1 A System Administration of user acces
than a Traceability to track Spotlight Microsoft Windows.Net
responsible user persons Authentication and Authorization;
enters or responsible Activity Logs/Audit Trails
modifies data for database

modifications

F.3.3. System fails to | Prevent System Software 1 2 A TID assignments; user packing
notify user when | Packing in design or
trying to pack an | Improper unavailable
item already Container at software
packed Collection Site capability

F.4.2. System fails to | Ensure System Software 1 2 A Manifest report generation & databas
generate a Reconciliation design or updating; user standard operating
manifest of Materials unavailable procedures.

from software
Collection Site capability

F.5.2. System fails to | Ensure Blood | System Software 1 2 A ISBT labeling; BECS interrogation;
verify data Product design or BECS interface, definition of error
received from Labeling as unavailable messages, system-level assertion,
BECS is written | Data is software rolled back operations; user standard
to RFID tag Properly capability operating procedures

Received from
BECS
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Hazard Hazardous Safety Critical | Entity at Cause Severity | Likelihood Pre- Method of Control Description
ID Event Design Risk @a- @a- Mitigation
Requirement Negligible | Improbable Risk Level
2 -Minor 2 - Remote (A-
3- 3- Acceptable
Moderate | Occasional B -
4- 4 -Probable | Tolerable
Critical) 5 - C-
Frequent) Intolerable)

F.6.1. Unsuitable Prevent System Software 1 1 A BECS interface, definition of error
product is Unsuitable design or messages, system-level assertion,
released into Product from unavailable rolled back operations; final
inventory Being Released software verification

to Distribution capability
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)
T.1.1. RFID Read/Write | Prevent Data System| Handheld or pad | 1 3 B Audible sound signaled each
Fails Read/Write RFID reader fails time tag is read/written;
Error/Failure to read/write the handheld and/or work station
tag for any display is updated; error
number of detection software included.
reasons.

T.1.2. RFID Read/Write | Prevent Data System| Tunnel reader 1 3 B Tunnel reader reconciles items
Fails Read/Write fails to read the flagging them as excess or

Error/Failure tag for any missing. The operator then
number of manually inspects contents to
reasons. correct issue.

T.1.3. Bad data on the tag Prevent Data System| Data is corrupted | 3 1 B A new ISBT128 data structure

Read/Write on the tag was developed to facilitate
Error/Failure detection of tag memory
corruption.

T.1.4. DIN number Prevent Data System | DIN field locking | 2 2 B The application is configurable
written on tag at Read/Write on the tag not to allow the organization to us
collection is Error/Failure enforced the DIN locking feature at the
subsequently point of collection or at
altered labeling.

T.1.5. DIN number on Prevent Data System | DIN field locking | 2 2 B Programming the ISBT128
tags created at fina| Read/Write on the tag not the label data structure and
labeling is altered | Error/Failure tag not enforced launching the application

T.1.6. ABO rewritten on | Prevent Data System| --- 3 1 B Programming the ISBT128
tag Read/Write ABO data structure and

Error/Failure launching the application

T.4.1. The tag does not | Ensure RFID Tag | System| Centrifugation, 3 2 B Tag design, tag supplier

survive the process

Survivability after
Experiencing the
Most Demanding

Blast Freezing, or
Gamma
Irradiation Effects

certification, and reversion to
barcode only procedure in the
event of tag failure.
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)
Conditions in the
Blood Supply
Chain
T.4.2. The ability of the Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier
RFID tag to read Survivability after Blast Freezing, or certification, and reversion to
data within 30 Experiencing the Gamma barcode only procedure in the
seconds of the start Most Demanding Irradiation Effects event of tag failure.
is damaged Conditions in the
Blood Supply
Chain
T.4.3. The ability of the Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier
RFID tag to write | Survivability after Blast Freezing, or certification, and reversion to
information within | Experiencing the Gamma barcode only procedure in the
30 seconds of the | Most Demanding Irradiation Effects event of tag failure.
start is damaged. | Conditions in the
Blood Supply
Chain
T.4.4. The time it takes to| Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier
read the tag after it| Survivability after Blast Freezing, or certification, and reversion to
was seen for the Experiencing the Gamma barcode only procedure in the
first time (header) | Most Demanding Irradiation Effects event of tag failure.
increases greater | Conditions in the
than 20 seconds. | Blood Supply
Chain
T.4.5. The time it takes to| Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier

read all blocks of
tag memory
increases by more
than 45 seconds

Survivability after
Experiencing the
Most Demanding
Conditions in the
Blood Supply

Blast Freezing, or
Gamma
Irradiation Effects

certification, and reversion to
barcode only procedure in the
event of tag failure.
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)
Chain
T.4.6. The time it takes to| Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier
write information Survivability after Blast Freezing, or certification, and reversion to
after the tag Experiencing the Gamma barcode only procedure in the
acknowledges Most Demanding Irradiation Effects event of tag failure.
encoding Conditions in the
completion of all Blood Supply
blocks increases by Chain
greater than 75
seconds
T.4.7. The integrity of the | Ensure RFID Tag | System| Centrifugation, 2 2 B Tag design, tag supplier
written data is Survivability after Blast Freezing, or certification, and reversion to
compromised Experiencing the Gamma barcode only procedure in the
Most Demanding Irradiation Effects event of tag failure.
Conditions in the
Blood Supply
Chain
T.5.10. Data corruption Ensure No System| EMI/Wireless 3 1 B The HF RFID 13.56 MHz radia
and/or errors are Interference of Communication communication protocols as
produced RFID High dictated by the ISO/IEC 15693

Frequency (HF)
and
Electromagnetic
Interference (EMI)
with other systems

standard, as well as the
ISO/IEC 18000-3 mode 1
standard, are used in the RFIL
readers for this application. Th
16-bit cyclic redundancy check
(CCITT CRC-16) is run on the
message bits right from the
start of the flags to the end of
data and the CRC-16
accompanies the message as

D
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)

is sent. Furthermore, additiond
protection is provided via the
tag data encoding procedure.
The WLAN communication
used adheres to the IEEE
802.11b and 802.11¢g standarg
which define one Medium
Access Control (MAC) layer
and multiple physical layers
(PHY).

T.5.11. Unauthorized Ensure No System| EMI/Wireless 3 1 B Provisions in the air protocols

access during the | Interference of Communication and standards that make it
communication RFID High difficult to inappropriately

between the
transmitter and
receiver

Frequency (HF)
and
Electromagnetic
Interference (EMI)
with other systems

access data while the
transmitter and receiver are
communicating. Also, the tag
structure design includes data
bits stored on the tag that have
an associated CCITT 16-bit

CRC stored in the tag memory.

Moreover, the key information
for same transfusion is carried
in ISBT-128 barcodes and
human readable form on the
bag itself. Finally, the wireless
network includes data
encryption security that
prevents hackers from
connecting to protected

D

networks and stealing
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description

Requirement Negligible Improbable (A-

2 - Minor 2 - Remote Acceptable

3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-

5 - Frequent) Intolerable)

information.

1.1.2. Multiple users are | Prevent Sequencing System | Software design | 2 3 B Relational Database and
allowed access to | Timing Error or unavailable Transaction Processing
update the same software Techniques, ACID Properties,
record capability "All-or-Nothing" Semantics

1.2.1. User error causes | Prevent Data System | User Error 1 3 B Validation logic; BECS
data to be corrupted Loss/Corruption interrogation

1.2.2. Data is lost or Prevent Data System | Disk crash, other | 3 2 B Relational Database and
corrupted due to Loss/Corruption hardware or Transaction Processing
hardware disk power failure Techniques, ACID Properties,
crash, other "All-or-Nothing" Semantics;
hardware or power Best Practice Back-Up
failure Techniques; SQL

1.2.3. Data is lost or Prevent Data System | Incomplete 1 3 B Relational Database and
corrupted due to Loss/Corruption transaction Transaction Processing
malfunction of Techniques, ACID Properties,
program routine "All-or-Nothing" Semantics;

Spotlight middleware and
related relational database
technology

1.2.4. Data encountered is Prevent Data System | Undetected 1 3 B Validation logic; BECS
outside the range of Loss/Corruption anomaly or user interrogation; reference tables
expected values error drop-down lists; error messagg

1.2.5. Duplicate data Prevent Data System | User Error 2 3 B Validation logic; DIN; BECS
enters the system | Loss/Corruption interrogation

1.3.1. System fails to Prevent External System | Hardware failure | 2 3 B Technologies such as reader

receive accurate
data from the RFID
reader interface

Interface Errors

self-test diagnostics, inactivity
timers, periodic heart beat
signals, and positioning sentin

T

tags to confirm correct end-to-
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)
end operation of readers
1.3.2. Tag and barcode | Prevent External System| Physical damage | 3 1 B Product disposal
are both unreadabl¢ Interface Errors from handling
product
1.3.3. Unable to read or | Prevent External System| Physical damage | 2 3 B Read/Write applications; RFID
write the RFID tag | Interface Errors from handling TIN
data due to a tag product
failure
1.3.4. Data received from| Prevent External System | Unrecognized 3 2 B BECS interface, definition of
BECS does not Interface Errors data is received error messages, system-level
pass correct data from BECS assertion, rolled back
structure operations
F.2.2. Blood unit Prevent Loss of System | System fails to 3 1 B Validation logic; error
information is Traceability record data for messages and disabled
recorded whole blood proceeding; application
incorrectly collection requirements of data entry in
specific order and format for
particular collections
F.2.3. Blood unit Prevent Loss of System | System fails to 3 1 B Validation logic; error
information is Traceability capture data for messages and disabled
recorded apheresis proceeding; application
incorrectly collection requirements of data entry in
specific order and format for
particular collections
F.2.4. Blood unit Prevent Loss of System | System fails to 3 1 B Validation logic; error
information is Traceability identify donation messages and disabled
recorded type proceeding; application
incorrectly requirements of data entry in

specific order and format for
particular collections
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Hazard ID | Hazardous Event Safety Critical Entity Cause Severity Likelihood Pre-Mitigation Method of Control
Design at Risk - @a- Risk Level Description
Requirement Negligible Improbable (A-
2 - Minor 2 - Remote Acceptable
3-Moderate | 3 -Occasional | B - Tolerable
4 - Critical) 4 - Probable C-
5 - Frequent) Intolerable)

F.2.5. Blood unit Prevent Loss of System | System fails to 3 1 B Validation logic; error
information is Traceability identify messages and disabled
recorded autologous proceeding; application
incorrectly donation requirements of data entry in

specific order and format for
particular collections

F.2.6. Blood unit Prevent Loss of System | System fails to 3 1 B Validation logic; error
information is Traceability identify messages and disabled
recorded therapeutic proceeding; application
incorrectly donation requirements of data entry in

specific order and format for
particular collections

F.3.1. System fails to Prevent Packing in| System| Software design | 2 2 B Product code/product reference
ensure that product] Improper Container or unavailable table; container properties; use
is packed in the at Collection Site software packing
correct container capability

F.3.2. System fails to Prevent Packing in| System| Software design | 2 2 B Container properties; user
maintain Improper Container or unavailable packing
appropriate at Collection Site software
container capacity capability
for packed product

F.4.1. A container is left | Ensure System| Software design | 2 2 B Numerous pick-up states;
at the collection site Reconciliation of or unavailable disabled release until loading

Materials from software complete; user standard
Collection Site capability operating procedures

F.5.1. System fails to Ensure Blood System| Software design | 2 2 B BECS interface, definition of
receive labeling Product Labeling as or unavailable error messages, system-level
data from BECS Data is Properly software assertion, rolled back

Received from capability operations

BECS
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