University of Wisconsin Milwaukee

UWM Digital Commons

Theses and Dissertations

May 2016

Improved Attribute-based Encryption with Fpga

for Automatic Appliance Control Application in
Smart Grid

Xueqing Wang

University of Wisconsin-Milwaukee

Follow this and additional works at: https://dc.uwm.edu/etd
b Part of the Electrical and Electronics Commons

Recommended Citation

Wang, Xueqing, "Improved Attribute-based Encryption with Fpga for Automatic Appliance Control Application in Smart Grid"
(2016). Theses and Dissertations. 1224.
https://dcuwm.edu/etd/1224

This Thesis is brought to you for free and open access by UWM Digital Commons. It has been accepted for inclusion in Theses and Dissertations by an

authorized administrator of UWM Digital Commons. For more information, please contact open-access@uwm.edu.


https://dc.uwm.edu/?utm_source=dc.uwm.edu%2Fetd%2F1224&utm_medium=PDF&utm_campaign=PDFCoverPages
https://dc.uwm.edu/etd?utm_source=dc.uwm.edu%2Fetd%2F1224&utm_medium=PDF&utm_campaign=PDFCoverPages
https://dc.uwm.edu/etd?utm_source=dc.uwm.edu%2Fetd%2F1224&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/270?utm_source=dc.uwm.edu%2Fetd%2F1224&utm_medium=PDF&utm_campaign=PDFCoverPages
https://dc.uwm.edu/etd/1224?utm_source=dc.uwm.edu%2Fetd%2F1224&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:open-access@uwm.edu

IMPROVED ATTRIBUTE-BASED ENCRYPTION WITH FPGA FOR AUTOMATIC

APPLIANCE CONTROL APPLICATION IN SMART GRID

by

Xueqging Wang

A Thesis Submitted in
Partial Fulfillment of the

Requirements for the Degree of

Master of Science

in Engineering

at
The University of Wisconsin-Milwaukee

May 2016



ABSTRACT
IMPROVED ATTRIBUTE-BASED ENCRYPTION WITH FPGA FOR AUTOMATIC
APPLIANCE CONTROL APPLICATION IN SMART GRID

by
Xueqging Wang

The University of Wisconsin-Milwaukee, 2016
Under the Supervision of Professor Weizhong Wang

In this thesis, the author describes the privacy violation issues in smart grid with Automatic
Appliance Control applications, and explains the security threats related to it. The smart grid
is a sensitive and sophisticated system in real life operation. A mass of data including the
remote control commands and users’ energy consumptions is transmitted between the utility
companies and other devices in the smart grid such as the substations, smart meters, smart
home appliances and much more. Without efficient cryptographic methods, an adversary may
hack into the data or the remote control commands and extrapolates a resident’s activity
model. Therefore, the Attribute-Based Encryption (ABE) is proposed to provide protection
through generating the secret key of user based on a set of attributes which is used to identify
different users in the smart grid. And the ciphertext, which is the encrypted remote command,
obtains the access policy for decryption. However, ABE algorithm requires long
computational time especially a large quantity of attributes are required in a smart grid. The
idea of improved ABE system with FPGA is proposed to solve the problem. But the FPGA is

only conceptual idea in this thesis and future work of it will be done by other co-worker.



TABLES OF CONTENTS

LIST OF FIGURES ...ttt ae st ane s e iv
LIST OF TABLES ...ttt ne e vV
ACKNOWLEDGEMENTS ..ottt ettt vi
I. Introduction and Problem Definition ...........ccoooiiiiiiiiiiicieee e 1
1. BACKGIOUNG ...t bbbt 1
2. Problem Description Related to ABE Methodology...........ccoovvieiiiiiinciininisiceee, 2
Il. Review of Automatic Appliance Control Application.............cccccveieiieiecie i, 4
1. Literature review of Automatic Appliance CONntrol ............ccccooveveiicci e, 4
2. Models of Automatic Appliance Control ...........cccooeiiiiei i 6
I11. Overview of Ciphertext-Policy Attribute-Based ENcryption ...........cccccocvvniiininienen, 8
1. The CP-Attribute-Base ENCryption SYStEM ..........cccuevviiieiieiicie e 8
2.  Advantages of ABE SYSIEIM.........cccoiiiiiiicc e 12
IV. Improved ABE System With FPGA .........coooiieee e 13
V. REAI SIMUIALION........eeiiieiiecce e nre et esreeteaneenneas 15
V1. Conclusion and FULUIE WOFK .........cccoiiiiiiiiiecie e 17
RENEIEINCES ...ttt ettt et e bt e bt e st e e be e e st e e s b et e sbe e sbe e et e e snneeneee e 19
APPEND DX .ottt ettt bt R e e Rttt ReeRenre et et e nes 22
Command Code for Attribute-Based Encryption Procedure ...........cccoocvvvevieevnsieeinernenn 22



LIST OF FIGURES

Figure.1 A simple illustration of smart grid network.................c.ocooiiiiiii i, 2

Figure.2 System AAC application model embedded with ABE cryptography...................



LIST OF TABLES

Table.1 Execution time in seconds for four steps of ABE operation



ACKNOWLEDGEMENTS

First and foremost, I would like to express my deepest gratitude to my supervisor, Dr.
Weizhong Wang, who has provided me with valuable academic advising, and guidance for
this thesis. Without his enlightening instructions, impressive kindness, and patience, this
thesis would not have been completed. | would extend my thanks to my Program Committee:
Dr. Guangwu Xu and Dr. Lingfeng Wang for their conducive comments on this thesis.

I would also like to express my sincerest gratitude to my family for their encouragement

and support to go through the hard time with me.

vi



l. Introduction and Problem Definition

1. Background

The electricity grid is a network of power generations, substations, transmission lines,
transformers and other devices to deliver electricity from suppliers to consumers. By
introducing the two-way digital communication technology to the grid, the smart grid is
proposed which is embedded with computer-based remote control and automation so that the
electrical grid has the capability to respond digitally to the change of electricity demand [1].
Many factors are taken into consideration to build a smart grid system such as reliability,
economy, efficiency, security and safety [7].

With the widespread utilization of Internet of Things (lIoT) in smart grid, different
energy-related devices from power infrastructures to home appliances and smart meters are
interconnected through the internet in the smart grid system. Through loT, utility companies
have the capability to find out new approaches based on the data collected by the these
digitalized smart meters to enhance system reliability, to reduce energy losses, and to reduce
customers’ electricity expenses for their daily lives and so on. There is no doubt that a large
amount of data including power consumptions, control commands and alarms will be
transferred between the utilities and customers. Among all the devices in the smart grid, the
automatic appliance control (AAC) application becomes one of the most visible and
convenient applications. These data collected from AAC applications could be used in

improper ways rather than the original purposes for which they are collected. A third party or



person can extrapolate the customers’ live schedules and personal behavior modes [2, 11].
For example, sending remote AAC command to open or shut down the heater when
temperatures reaches to particular Celsius / Fahrenheit degree could highly indicate the
presence or absence of the residents at that time, which may leads to sever privacy violations.
Therefore, proper privacy protection designs to hide the AAC commands and costumers’

information are strongly demanded for AAC applications in smart grid system. A simple

smart grid structure is shown in figure. 1.
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Figure.1 Asimple illustration of smart grid network

2. Problem Description Related to ABE Methodology

From previous researches, a privacy encryption algorithm called attributed-based encryption

(ABE) were applied to protect privacy in many fields [12-15], for instance, keeping privacy
2



data in cloud storage and smart phones, preserving patients’ electronic medical records
(EMR), securing data retrieval for decentralized disruption-tolerant military network (DTNSs)
and so forth. The concept of attribute-based encryption is a promising approach as it is
embedded with the fine-grained access control, which facilities granting differential access
rights to a series of users and realizes flexibility to specify the access rights of individual
users [9]. In an attributed-based encryption system, the sender will generate the ciphertext
with the master key (MK) and public keys (PK), and the user can only decrypt a ciphertext
when user’s private key matches with the ciphertext.

From a previous research, a privacy preservation protocol [2] was proposed for AAC
applications in smart grids. This protection mechanism was built based on Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) and Rivest, Shamir, and Adleman (RSA) public key
encryption algorithm. On the one hand, CP-ABE allows multicast from control center to
various AAC applications. The sender’s data access policy is embedded in ciphertext and a
secret key (SK) is generated based on a set of user’s attributes. On the other hand, RSA
algorithm provides a more efficient encryption mechanism than CP-ABE that it can send
back the encrypted response result from one AAC application to the control center. However,
RSA can only handle the one-to-one data transfer, which is not practical for that among
various AAC applications.

In order to realize the privacy protection for multicast, the CP-ABE is applied. However,
there is an important challenge in utilizing the original CP-ABE system in AAC applications
that CP-ABE requires long computational time for its operation. In this paper, we proposed

an improved CP-ABE with field programmable gate arrays (FPGASs) [16] to solve this
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challenge. In general, the FPGA is an integrated circuit designed to be configured by
customers to satisfy the desired functionality requirements that are based on an array of
configurable logic blocks (CLBs) connected through programmable interconnects [17-18].
The FPGA has been reconfigured as a strong tool to help deal with problems when using
them in cryptographic applications. It offers many system advantages as algorithm agility,
algorithm modification, high architecture efficiency, cost-efficiency and etc. [16]. The desired
goal is to find out the part which requires the most computational time, and rebuild that
algorithm through the FPGA so that the whole operation time for CP-ABE could be reduced
for AAC applications in smart grid.

In this paper, we will first review the basic concept of AAC applications that used in
smart grid, and set up the AAC application model for our case simulation. Next, we introduce
a detailed algorithm of Ciphertext-Policy Attribute-Based Encryption and explain pros and
cons of CP-ABE. Then, the improved CP-ABE protection mechanism will be proposed to
realize multicast among the AAC applications and to reduce the whole operation time. Finally,
we tested our improved cryptography mechanism on the ARM based embedded system

(detailed ARM info), and illustrate the operation time for different numbers of attributes.

I1. Review of Automatic Appliance Control Application

1. Literature review of Automatic Appliance Control

The automatic appliance control applications are becoming more and more popular nowadays



such as air-conditioner, dishwasher, lights, even the smart phones and so on. AAC has been
employed in the following areas: 1) automatic control for home appliances; 2) remote control
service supported by utility companies via internet; and 3) electricity demand-response from
smart grid [2, 4]. Among these applications, the control commands and data showing current
status are transferred remotely through public communication systems, for example, the
internet and telecommunications. More detailed descriptions for AAC appliances are shown
below. From these descriptions of AAC applications, it can be clearly know that the AAC
application can be employed in the smart grid system for better performance such as
improving the efficient and safety of the system.

(1) AAC in Home Appliances Home automation, also known as smart home, becomes a
popular tendency utilized in residence homes and buildings. Composed of hardware,
communication system and electronic interfaces, the automation system achieves great
success through remote control on environment protection, convenience, safety and
real-time monitoring of living consumptions such as electric bills and water fees [19-21].
The functionality of safety mentioned here refers to checking security system’s status of
the home/building, for example, informing the current temperature of the home/building,
whether the lights are on or not and much more. Undoubtedly, personal activity patterns
are embedded inside the control commands resulting in privacy leakage.

(2) Remote Appliance Control Services Considering the growth of personal computers,
mobile devices, internet and wireless technology and convenience, some utilities provide
remote control on home appliances via secure channels such as internet and wireless

technology, or even GSM (Global System for Mobile Communications) technology and
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other technologies to offer a better use of electricity for customers. For example, the user
can turn on or off the air-conditioner remotely depending on the user’s desire.
Furthermore, with the use of remote AAC services, safe operation and control can be
achieved in smart grid. In many cases, fast response is required because of serious
emergencies, for instance, when the power grid cannot supply sufficient electricity to all
customer loads, some insignificant customers are needed to be disconnected rapidly from
the grid network in case of large areas of blackout [2, 4, 11, 21-23].

(3) Demand Response Demand response (DR) provides an effective approach to balance the
supply and customer loads during periods of peak energy consumption in real time. The
customers play an important role for the operation of the smart grid that customers can
comply with the requests of DR by monitoring the electricity usage at different time of a
day through methods including smart meter technologies and offering various time-based
rate pricing such as critical peak pricing, real-time pricing and so on. Taking the direct
load control program as an example. It enables power companies to shut down customers’
appliances remotely during periods of peak demand in exchange of lower bills and safe
system operation for smart grid. The customers’ appliances can be smart appliances such

as air conditioners and water heaters. [2, 4, 11, 24-25]

2. Models of Automatic Appliance Control

The smart grid system is a network of various power devices, which makes the network

become huge and sophisticated. Therefore, an appropriate AAC model is necessary to analyze



the effect of ABE system in smart grid. As introduced before, the two-way intelligent
communication technology is utilized in smart grid system which enables controls and
responses from/to different devices in the system are efficient and safe. Taking efficiency,
scalability and functionality into account, it is necessary to apply multicast technique into
smart grid network system since multicast provides one-to-many communications in the
system [2, 4]. In real life applications, multicast can be utilized in DR programs considering
the fact that the control center needs to send messages to quantities of remote appliances

simultaneously.

Utility control center Substations Smart home

- Control server ., m”
ﬁ'\ St '_Ll\ft IJ!%

=

= D _ = »@5,;,

Smart meter

)

Semoty Control server (CS)
command

Figure.2 System AAC application model embedded with ABE cryptography [2]

Overall, the AAC model for our system is shown in figure. 2. It composes of three parts:
the control center (CS), the communication channels and the smart meters (sm;). The control
center refers to utility control center that sends remote commands to users and receives the
feedback from the users which are the smart meters in this model. The smart meters receive
remote control commands from utilities and other users to control the smart appliances.

For simplification, we assume only one smart meter sm; is registered in a residence. To
identify every smart meter in our system, we use the address of the residence. The address

can be expressed as a set of attributes which can be changed depending on real cases, for
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example A = {attr; = "street name" ,attr,="house number", attr; = "ZIP code", attr, =
city name",attrs="state" }, and we can add more attributes to make the smart meters response
more accurately.

In our AAC system, the control center multicasts a command list M embedded with a set
of control commands ({...,C;, ...} to smart meters to smart meters. The smart meter can figure
out whether the message is designated for it or not by checking its unique attributes set with
the C;’s access policy. And smart meters give the feedback back to utility control center after
executing command C;. Furthermore, the smart meters can communicate between themselves

if needed.

I11. Overview of Ciphertext-Policy Attribute-Based Encryption

1. The CP-Attribute-Base Encryption System

Introduced by Sahai and Waters [8], the attribute-based encryption is a cryptography
approach which reconsiders the scheme of traditional public key cryptography. Traditionally,
a message is encrypted by using the user’s public key,

There are mainly two algorithms of ABE: the Ciphertext-Policy Attribute-Based

Encryption (CP-ABE) and the Key-Policy Attributed-Based Encryption (KP-ABE) [5]

A. Bilinear Maps



The bilinear map provides an effective computational theory for computation of
attribute-based encryption. Defining G; and G, to be two cyclic multiplication groups with
the same order of p. The bilinear map e is then defined as: G; X G; = G,. And the bilinear
map e is efficiently computable for Vu, v € G;. So it should have the following property:

1). Bilinear: forallu, vEG, and a,b € Z,, we have e(u® v") = e(uv)?.

2). Non-degenerate: for the generator g of G,, we have e(g,9) #1.

B. Access Trees of Attributed-Based Encryption

From the name of encryption system, it is clearly shows that the ciphertexts that need to be
encrypted consist of series of descriptive attributes. Therefore, an access tree is introduced
that the a leaf represents one unique attribute, and the intermediate node is used as a threshold
gate, for example “AND” and “OP” gates. Therefore, the subscribers can access the
ciphertext only if their keys match with node of the access tree. The access tree has the
symbolic representation of T. And a detailed illustration of the ABE access tree is shown
below:

1) Setup The main function for setup procedure is to generate the master key (MK) and
public key (PK) for ciphertext encryption. Define a security parameter of x to determine the
group size for bilinear map, by which the ABE system sets up the bilinear map calculation
that is discussed in part A of this chapter, and a universal set of attributes is U = {1, 2,..., n}.
For each attribute i from this universal set, a number ¢; is chosen randomly from Z,, and

r is chosen randomly in Z,, (pairings). Then the master key is generated:

tl’tZ""'t|U|’y (1)
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And the public parameters PK become:

Ty =g, T, = g%, ..., Tiy = g1, Y = e(g,9)” (2)
The public key PK is open to all parties from the entire system, but the master key is owned
by the authority party.
2) Key Generation By employing master key MK and public key PK, this procedure
produces the private keys for users , which is held by the user only and used to decrypt the
message encrypted with a set of attributes of y. The basic algorithm is firstly defining a
random polynomial g, for each node x in the access tree T under a top-down manner
starting from the root node r.
Then, the degree d, of the polynomial g, for each node x is assigned: d, = k, — 1, and
k, is the threshold value for the node x. Start from the root node r, assigning the polynomial
q-(0) =y and degree d, and set d, other points for g, randomly for the complete g,
definition.

Finally, as for the rest non-root node x, the polynomial is assigned to be q,(0) =
Aparent(x) (index(x)), Where qpqrent(x) 1 the parent for node x and index(x) represents
the unique ordering number given by its parent node. Similar to what is done for root node,
randomly choose d, other points for g, to complete the definition of g,.. By following the

algorithm, the secret keys can be obtained:

qx(0)

SK={Dy=g "} ©)

where t; is the master key for attribute i generated before.
3) Encryption A set of attributes vy, the public key PK, and a message M are used as input for

encryption. And the encrypted ciphertext E becomes:
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E={v,E'= MY’ {E; =T} }ie)} (4)
where s is a random number in Z,,.
4) Decryption Specifically, a recursive algorithm is invoked for ciphertext decryption. The
decryption algorithm is defined as DecryptNode(E,SK,x) which obviously shows that
encrypted ciphertext E , the secret key SK, and the node x are taken as input.
® |f the node x is a leaf node:

O If i € y,DecrytNode(E,SK,x) =1

qx(0)

@ If i € y,DecrytNode(E,SK,x) = e(SK,,E;) = e <gt_i,g5—fi> =e(g,9)%=®s (5)

® If the node X is not a leaf node, then the recursive algorithm changes to: For all
nodes z which are the children nodes of x, the function E, is called as:

F, = DecrytNode(E,SK, z) (6)

And set S, with an arbitrary k,-sized set of children nodes z so that F, #.L. If no such set
can be found, then the node is not satisfied and the function returns | .

For the case that the node is satisfied, we have the function:

Fx = FZAi'SSC(O) = n(e(g' g)S'QZ(O))Ai,S&(o)

ZESy ZESy

= ' (e(g, g)s'qparent(x)(index(z)))Ai_sgC(o) (7)
Z€Sy,
= e(g’ g)S-QX(i)-Ai‘S;C(o) — e(g' g)qx(O)-S

ZESy

And returns the result to F,, where i=index(z), Sy = {index(z):z€ S, and the

.. _ x—j
Lagrange coefficient A; g1 o) = HJ'ES.J'iiiTj'
11



The decryption function is called starting from the root of the tree, therefore, the
algorithm becomes DecryptNode(E, SK,r) = e(g, g)¥* = Y5 when the ciphertext matches
with the access tree. And as we have already known in Encryption procedure, then we can

decrypt the ciphertext as follows:

E' _ MYS$
DecryptNode(E,SK,r) T ys

=M (8)

the message is then recovered and can be read by users who satisfy the decryption policy.

2. Advantages of ABE System.

The human society has turned into the information age that we can create and develop things
based via high technical products such as computers, smart phones, internet and much more.
Without sufficient protection, information can be easily violated by a third party. For example,
the idea of new product of a company can be stole by its adversaries which results in
quantities of economic losses for this company.

The primitive encryption schemes are employed that a sender encrypts the message for
every target user to provide confidentiality to the remote communications via internet,
Bluetooth and other digital communications. However, it brings serious defects that the
sender needs to know the identities of all intended receivers and both of the sender and
receivers share the same secret keys of the encryption. In real life, it is difficult to recognize
the identities for all expected receivers that need to access the messages. Meanwhile, the
communication systems are normally huge and complicated that vast numbers of users are
installed [5, 8-9, 27]. Take the smart grid system as an example, the utility company remotely

send control command to remotely shut down numbers of nonessential smart appliances
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during the period of peak power consumption, so that the utility companies can provide
sufficient power to the system without building additional power plants.

Ciphertext-Policy Attributed-Based Encryption (CP-ABE) provides solutions to these
problems. As shown in the ABE algorithm in part 1 of Chapter Ill, the access policy is
embedded in the ciphertext and the user’s secret key is assigned based on a defined set of
attributes which is kept by user only. With ABE system, user can decrypt the ciphertext only
if the attributes associated with his or her secret key satisfy the access policy and the
messages are protected without any privacy violations. Besides, ABE system utilizes
multicast for communications between devices [4]. Multicast technology enables effective
communications from one to many devices. Within a smart grid system, it is normal for the
utilities to send the control commands to various devices in the same time. With multicast
communication, utility companies respond quickly to trigger the protection actions when
unexpected accidents happen in the smart grid system, for example large areas of blackout,
loss on transmission lines, excess of power consumption during peak energy consumption

periods and so on.

V. Improved ABE System with FPGA

Traditionally, in order to meet the requirements of long and difficult design cycles, the
Application Specific Integrated Circuit (ASIC) of the embedded systems are widely
applied for system designs because of its high performance and low-power budget

However, when the reconfigurable components are introduced in the 1980s, new
13



integrated circuits were developed which is known as the Field Programmable Gate
Arrays (FPGASs). Generally speaking, Field Programmable Gate Arrays (FPGAS) are the
semiconductor devices that are based on a matrix of configurable logic blocks connected
via reconfigurable interconnects. There is no doubt that FPGAs has powerful
functionality that enables users to reconfigure the circuits with faster design cycles using
HDL (Hardware Description Language) according to their special preferences, rather than
the designed and unchangeable circuits via ASICs [16-18].

With the technology development, the modern FPGAs become more powerful
containing various logic gates and RAM blocks to support complex digital computations.
Due to increasing trend of using FPGAs and its strong function, FPGAs are becoming
more popular for cryptographic implementations which normally require huge and
sophisticated computations during their operations [2, 26].

Theoretically, from the operation process of ABE system, with the increasing
numbers of attributes involved in our AAC system, more calculations are required which
results in longer computational time [27], and the computational time would be linearly
proportional to the numbers of attributes defined for the system. Undoubtedly, in the
consideration of efficiency and security, we would prefer a shorter operational time of the
cryptography utilized in smart grid, for instance, fast response is necessary to balance the
power supplied by utilities and customers’ consumptions during periods of peak energy
consumption in real time. Otherwise, large areas of blackouts may occur or additional
power plants are needed to be installed to the smart grid which increases system costs

such as the maintenance fees and cost of power supply.
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From part B of Chapter 111 we can know that there are totally four steps for the ABE
system operation. Instead of reconfiguring the design with all the four steps of ABE, we
can test the operation time for each step, and then reconfigure the most time-consumption
step with FPGA to reduce the computational time. In this paper, actually we only propose
the basic idea of utilizing ABE system with FPGA and exam the ABE system to check the
time-consuming parts which needs to be reconfigured. The FPGA part will be done by

other co-workers in the future.

V. Real Simulation

The main target is to test the operation time of the ABE system and decide the part that
needed to be reconfigured by FPGA. Two tools are used for the simulation, one is the Ubuntu
desktop with Linux operation system and the ZedBoard Zyng-7000™ embedded with the
ARM core. Ubuntu desktop is chose to compile and run the ABE program before compiling it
to the ZedBoard to guarantee the encryption program can operate under the Linux system.
The encryption program is formed based on the Ciphertext-Policy Attribute-Based
Encryption toolkit from Advanced Crypto Software Collection. By adding the command
gettimeofday() to display the execution time in second for each of the four steps that are setup,
key generation, encryption, and decryption. After the successful operation in Ubuntu, the
ABE program is compiled to the Zedboard with its required libraries.

During the test, two sets of fifteen attributes are defined and two secret keys are

generated based on their attributes and the detailed procedure of ABE operation is shown in
15



the Appendix. Assuming our AAC model of smart grid is built with in the United States that
the abbreviations of 20 states are chosen as the address characters. The two secret keys are
labeled as ‘subscl priv_key’ and ‘subsc2 priv_key’ and the control command file
‘message.txt’ is created through cat command that the content can be justified depending on
the request of control server (or utility companies in smart grid system). In real simulation the
operation time is executed after each of the steps is done. The execution time is shown in
table.1. It clearly shows that the key generation for two subscribers of ABE system occupy
the most time for the entire operation procedure. Therefore, the encryption step needs to

reconfigure with FPGA in the future.

Steps for ABE Execution Time [s]
Setup 0.1759
Key Generation for Subscriber 1 18.0424
Key Generation for Subscriber 2 18.0412
Encryption 2.1789
Decryption 1.5746

Table.1 Execution time in seconds for four steps of ABE operation
However, there is still a defect about this ABE program that is the operation time of
encryption does not linearly increase or decrease corresponding to the change of numbers of
defined attributes. In real simulation, when the attributes are all expressed in words, for
example, only use the first ten attributes of a subscriber (listed in Appendix), the execution

time reduces to approximate 12 seconds. On the contrary, if the subscriber’s secret key is only
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generated based on the three attributes containing numbers inside, key generation execution
time becomes about 17 seconds for each subscriber. This obeys the linear relationship
between computational time and numbers of attributes. So it is still need to justify the ABE

program in the future.

V1. Conclusion and Future Work

In this paper, we demonstrate the basic content of why choosing attribute-based encryption to
prevent the privacy violations from third parties of AAC applications in smart grid. In the
CP-ABE system we used here, the access policy is embedded within the ciphertext, and the
user’s secret key (SK) is generated a pre-defined set of attributes by using the address to
identify different users in the smart grid system. A user can decrypts the encrypted control
command only if the attributes associated with the secret key satisfy the access policy.
Compared to traditional cryptography methods, the ABE guarantees a better approach for
privacy preservation. The real simulation brings out the execution time based on our AAC
model with 15 attributes for each subscriber that key generation requires the most
computational time.

However, there are some future works need to be done. One is to solve the relationship
between numbers of attributes and execution time. They should comply with linear
relationship that only the number of attributes impacts the change of execution time. The type
of attributes, for instance words or numbers, should not generate obvious time difference. The

other one is that to solve the long computational time, the idea of employing FPGA to
17



reconfigure the ABE program is proposed in this thesis, but future work needs to be done to

operate the reconfigured program on the ZedBoard and simulate the execution time for it.
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APPENDIX:

Command Code for Attribute-Based Encryption Procedure

/I Define attributes for 2 subscribers

/11.(1) WI (2) IL (3) CA (4) ID (5) ND (6) SD

Il (7)KS (8) CO C)AVAS (10) MT (11) NM (12) TX
/I (13)Zip=2016  (14)Zip=2015  (15) Zip = 2014

/12.(1) Ml ) IN (3) PA (4) NY (5) VA (6) NC
I (DKY  (8)AR (9) MS (10)AL  (I1)GA  (12)SC
/I (13)Zip=2016  (14)Zip=2015  (15) Zip = 2012

. cpabe-setup
Als /I setup PK, MK

./ cpabe-keygen -0 subscl_priv_key pub_key master_key \
CHN PHL HKG NZL PAK THA India Uganda Japan Korea Irag Cambodia \
'Zip = 2016' 'Zip = 2015' 'Zip = 2014'

./ cpabe-keygen -0 subsc2_priv_key pub_key master)key \
USA GBR FRA AUS ITA BEL Peru Poland Norway Germany Denmark Brazil \
'Zip = 2016' 'Zip = 2015' 'Zip = 2012’

Als

cat > message.txt
This message can only be read by the people who have the allowance.

(Ctrl+D to exit the content editing)

Als

Jcpabe-enc pub_key message.txt
(W1) and (‘'Zip = 2015")

(Ctrl+D to exit)

Als

message.txt.cpabe

Jcpabe-dec subscl priv_key message.txt.cpabe
Als

pub_key subscl priv_key message.txt
22
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